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1 OOmmue cBegeHud

1.1 Ha3Banmue IloacucreMbl

[Tonnoe nazBanue: «lloacucrema mouutopunra «I opuzoHT-BCy».

Kpatkoe Ha3Banue: [logcucremMa MOHUTOPUHTA.

1.2 Hasuauenue [HoacucreMsl

[Toncucrema MOHUTOPHHIA MpeJHA3HAUEHA JUIsl 00ecreueHUs] OTOOPaXEHUs TEKYLEro COCTOSHUS
Cucremsl Bupryanuzauuu «l'opuzoHT-BC» (nanee «l'opu3oHt-BC»), mpou3BOOUTENBHOCTH €€

paboOTHI M KOHTPOJIS €€ paboTOCIIOCOOHOCTH.

1.3 OO0aacTh NnpUMeHeHUs

[Toncuctema MoOHMTOpPMHra BXOAUT B cocTaB Cucrtemsl BupTyanu3auuu «l'opu3oHT-BC» n
IpeHa3HaYeHa 1J11 MOHUTOPUHTa 00beKTOB «I opu30HT-BC».

1.4 Cocrtas IloacucremMsl

Cucrema MOHHUTOPHHIa UMCCT MOAYJIBbHYIO APpXUTCKTYPY, COCTOAIIYIO M3 CICAYIOIIHNX OCHOBHBIX

KOMITOHEHTOB:
1) Sapo I10;
2) REST API cepsep (Backend cucremsr);
3) Be6-ceprep (Frontend cucremsr);
4) CVYB]] PostgreSQL;
5) CYB/ InfluxDB.

1.5 Apxurekrtypa [Hoacucremsl

Hwxe npuBeneHa apxutektypa [logcucremsr Monutopunra (cMm. PucyHok 1.1).
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Pucynok 1.1 — Apxurexkrypa IloacucreMbl MOHUTOPHHIA B COCTaBe
Cucrtemsbl Bupryagusanuu «I'opuzont-BC»



1.6 TpeGoBaHusi K KBaJM(PUKALUN AAMHUHUCTPATOPA

HaBoiku agmunuctpupoBanuss OC Linux. PaGota ¢ KoMaHAHOW CTpPOKOM W CHCTEMOM
koHTterinepusauu (docker, docker compose).



2 YcaoBusi npuMeHeHNs

2.1 AnnapaTrHble TpeOOBaHUSA
[ToacrcTeMa MOHMTOPUHTA YCTAaHABIMBACTCS TOJIBKO Ha ammapatHyro miardhopmy x86-64bit.

OcHoBHbIe TpeboBanus Kk cepepy [loncucreMbl MOHUTOpPUHTA TpUBeIeHBI HIKE B Tabmure 2.1.

Ta6auna 2.1 — OcHoBHbIe TpeGoBaHus Kk cepBepy IlogcucTeMbl MOHUTOPUHTA

Ne | [Tapametp 3HaveHue
1 | [Ipoueccos He menee 4xCore
2 | RAM He menee 4 I'b

2.2 PexoMeHI0BaHHBbIe Opay3epsbl 1J1s1 padoThl ¢ Bed-unrepdeiicom

st paboThI ¢ osIb30BaTEIbCKUM BeO-untepdericom CucreMbl peKOMEH IyETCSl HCTIOB30BaTh OANH
U3 CIeIYIoMUX Opay3epoB:

e Google Chrome — ne nmxe Bepcun 97;

Mozilla Firefox — ne nmke Bepcuu 95;

Safari — ne Huxe Bepcuu 14;

Microsoft Edge — ne nmke Bepcuu 97,

Internet Explorer 11: momnast momnepxka mis [E11;

Sunexc bpay3zep — He Huxke Bepcuu 21.

2.3 KOoMILIEeKT OCTABKH
[TocTaBka COCTOUT U3 CIAEAYIOMUX OOBEKTOB:

e apxuB 00pa3a BUPTyaJlbHOW MallIMHbI ¢ IpeaycTaHoBieHHoi [Toacucremoit Monutopunra B OC
Ubuntu 22.04 LTS;

e (ailn c MeTalaHHBIMH aPXHUBA.



3 YcraHoBKa U nNoAroTOBKA K padorte IloacucreMbl MOHUTOPUHIA

3.1 ¥Ycranoska [loacucreMbl MOHUTOPHHTA

3.1.1  Ilposepka KoHmpobHOIU CYyMMbL APXUBA

ITepen nawamom ycranoBku [IO Iloacucrembr mMonuTopunra «IopuzoHT-BCy», HeoOXomumo
MIPOBECTH MPOBEPKY MOJJTMHHOCTH U LEJIOCTHOCTU MOJIy4eHHOro apxuBa. [IpoBepka mpoBoaurcs ¢
UCIIOJIb30BaHUEM KOHTPOJIbHON CyMMBI apXHBa, Cojiepikalleiics B ¢aiie ¢ MeTaaHHBIMU, KOTOPbII
IIPEIOCTABIIAETCS BMECTE ¢ apXUBOM. [IpoBepka MpoBOIUTCS CIEAYIOIUM 00pa3oM:

1) s nosnydeHust KOHTPOJIBHON CyMMbI apXHBa BBIMOJHUTH B TEPMUHAJIC KOMAH]TY:

mdSsum hms x y z.tar.xz

rze X,y,z — udpsl B HoMepe Bepcuu [loacucTteMbl MOHUTOPUHTA

2) TlonydeHHYIO KOHTPOJIbHYIO CYMMY CPaBHHTh C KOHTPOJbHOW CymMMoi u3 (aitna
MeTagaHHbIX. [lomydyeHHas KOHTPOJIbHAS CyMMa JIOJDKHA COBIACTh ¢ KOHTPOJIBHOM CyMMOM
B (haiiiie ¢ MeTalaHHbIMH.

HpI/I HECOBINAaACHNN JAaHHBIX YHCCII HCO6XOI[I/IMO 3aHOBO CKa4daTb W IPOBCPUTH I[I/ICTpI/I6YTI/IB U
O6paTI/ITbC$I K IIOCTAaBIIUKY IJIA II€peaavun ,Z[I/ICTpI/I6y'TI/IBa AJIbTCPHATUBHBIM cImocooomM.

3.1.2  Ycmanoeka Iloocucmemvt monumopunza
I[J'ISI YCTAaHOBKH HOI[CI/ICTCMI)I MOHUTOPHHTA HCO6XO[[I/IMO BBIITOJHHUTD CICOYHOIINUC ﬂeﬁCTBHﬂ:

1) BbINONIHUTH pa3apXUBHUPOBAHKUE APXUBA.
2) Cosnmath HOBBIH 00pa3 aucka B Cucteme Buptyanusanuu «[opu3oHT-BCy. Ilapamerpsl
obpas3a:
- Tun obpaza: biok naHHBIX;
- Pexxum obOpaza: [locTosHHBII;

Cam 00pa3 3arpy3uts yepe3 BeO-uHTepdeiic u3 pazapXxuBUpoBaHHOTO (aiina.

3) Iocne ycnenHoro co3manus odpasza co3natk B Cucreme Bupryanuzanuu «I opuzoHT-BC»
BM c mapamerpamu CPU u RAM He MmeHee, ueM yka3aHO B TpeOOBaHUSX K CEpBEpY
[Moncucremsbr MoruTopuHTa (cM. 1.2.1). K nannoit BM npucoemuHUTh paHee CO3TaHHBINA
o0pas3.

4) B BeO-untepdeiice Cuctembl Buptyanusanuu «opu3oHT-BC» BbimonHUTE 3amyck BM
yepe3 ceccuto VNC, 3aiith moa  jaedodaTHOM yueTHOW 3ammchio  hms/hms  u
ckoH(purypupoate Ha BM KoppekTHble ceTeBble HacTpoiku. Ilo ymomuanuio cereBoit
uHTepdeiic HacTpoeH Ha nonydenue IP-agpeca mo DHCP.

Jlst koHurypanmu crarudeckoro IP-anpeca 8 OC Ubuntu 22.04 HeoOxoaumo:

a) OtpenaktupoBath (aiin: /etc/netplan/50-cloud-init.yaml ¢ mHoMoIIbIO
PENaKTOpOB vVim MIM nano, yKa3aB TOYHOE HA3BaHHE HCIIOJB3YEMOTO CETEBOTO
uHTepdeiica u3 KOMaHAbl ip a.

[Ipumep oTpenakTupoBaHHOro (aiina (MOXXET HMETh HE3HAUUTENIbHbIE pa3iuuus B
3aBUCHMOCTH OT UCTIONIb3yeMol Bepcun Cuctembl BUpTyanu3anuu «I opu3oHT-BCy):

network:
version: 2

ethernets:

enplsO:




addresses: [192.168.1.100/24]
routes:
- to: default
via: 192.168.1.1
nameservers:
addresses: [8.8.8.8, 8.8.4.4]

I ne:

- 192.168.1.100 — IP-agpec BM;
- 192.168.1.1 — agpec nuIr03a Mo YMOJIYaHUIO;
- 8.8.8.8 n 8.8.4.4 — anmpeca DNS-ceprepa.

0) [ns nmpuMeHeHUs CeTeBbIX HACTPOEK BHIIOJHUTH CIEAYIOUTYIO KOMAaHY:

sudo netplan apply

5) Ilepeiitu B AUPEKTOpUIO CO COOPKOM ¥ 3amyCTUTh KOHTEHHEpbl. JIHCTBHS TOJKHBI
BBINIOJIHATHCS OT UMEHH CyIepIioib3oBaTens, eciiu docker He u3MeHeH Ha rootless-pexum:

sudo su
cd /home/hms/build

docker compose up -d

6) YOemuTbes, YTO 3aIYIICHBI [59Th KOHTCHHEPOB, BBIMOIHIB KOMAHIY:

docker ps -a

B BrIBOZIEC Ha 9KpaH COCTOAHUC KOHTCfIHCpOB JOJDKHO OBITh Up

eec3807ad4b6  integral-analytics/middleware:1.5.0 "/bin/sh -c 'bash /e.."
3 days ago  Up 30 hours middleware
159f0a866b97  integral-analytics/monitoring:1.5.0  "/bin/sh -c 'bash /e."

3 days ago Up 3 days monitor
729226ead4d7e  influxdb:1.8 "/entrypoint.sh infl.."

3 days ago Up 3 days 8086/tcp influx
c8b8616f00d3  postgres:15.4 "docker-entrypoint.s.."

3 days ago Up 3 days 5432/tcp

postgres

2dbc59560695  integral-analytics/frontend:1.5.0 "docker-entrypoint.s.."

3 days ago Up 3 days 0.0.0.0:80->80/tcp, :::80->80/tcp, 443/tcp

frontend

s noaxsmoyenusi k BM mo SSH ucnons3yrores crneayromuye napamerpsl:
- port: 22;

- login: hms;

- password: hms.
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Buumanue! IToacucremMa MOHUTOPUHTA UMEET MUHUMAIBHO HEOOXOMMMBIN JUIS 3allycKa pazMep
nucka. HeoOX0AMMO paciupuTh JUCK BHUPTYalbHOW MamiuHbl MUHHMYM 10 30Gb auckoBoro
npoctpanctsa. [logpoOdHOe onrcanue pacmupenus aucka BM npuseneno B m.3.1.3.

[Tocne ycranoBku IlopcuctemMbl MOHMTOpHUHIAa HEoOXoauMo co3aare B CucreMe BUpPTyalu3aluu
«I"opuzonT-BC» cepBucHOro mnosp3oBarens g NOAKIO4YeHUs lloacucreMbl MOHMTOpHMHIa K
Cucreme Buptyanuzanuu «'opu3ont-BC» — cm. 11.3.2.

Jlanee BIOpaTh OHO U3 IBYX JACHCTBHIA:

e aKTHUBHpOBaTH NMpoOHYIO Bepcuto [loacucrembr MmonuTOopuHra «I'opu3ont-BC» cpoxom Ha 30
nHer — cMm. 11.3.3.1;

e aKkTUBUpPOBATH JHIeH3UIO [Toacuctembr MonuTopuHra «I opuzoHT-BCy» — cMm. 11.3.3.3.

3.1.3  Pacwupenue oucka BM Iloocucmemuvt monumopunza
I[J'IH paclimp€HUss AMCKOBOI'O IMPOCTPAHCTBA BM HeO6XO,Z[I/IMO BBITIIOJTHUTDH CICAYIOIIUEC HeﬁCTBHH:

1) 3Baiitu B BeO-untepdeiic CI'Y «'opuzont-BC» ¢ npaBamu agmMuuuctparopa (cM. PucyHok
3.1).

Cuctema rpynnoBoro ynpasneHus
“lopusonT-BC™

Bepcua: "1.5.1"

Pucynok 3.1 — Bxox B CI'Y «I"opu3ont-BC»

2) B BeO-untepdeiice CI'Y «lopuszont-BC» B OCHOBHOM MeHIO wuHTep(delica BbIOpaTh
nojpasaen « Mamuuby — «BM» (cM. Pucynok 3.2).
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@ FOPU30HT-BC

CocToAHUe CUCTEMBI

MawmHb!

32 BM
[ wa6noxs BM
(= Mpasuna pasmewenns

(O Beicokan noctynHocTe

Xpanunuwe

Cetb
WHdbpacTpykrypa
HacTpoiika cuctems!
MoHuTOpUHI

Crcrema rpynnogoro

8 DOCHERE RER

(]

D

m}

159

(<]

158

157

156

155

154

153

152

0O0OO0OO0OO0OD0OBD

151

HassaHue

alpine_NFS_79
alpine_NFS_78
alpine_NFS_77
alpine_NFS_76
alpine_NFS_75
alpine_NFS_74
alpine_NFS_73
alpine_NFS_72

alpine_NFS_71

Brnaneney
admin
admin
admin
admin
admin
admin
admin
admin

admin

Cratyc
3anyLeHo
BbiknioyeHo
Buikniodero
BuikniodeHo
Buiknioyero
Buiknioyero
Buikniodero
Buiknioyero

Buiknioyero

Yaen

10.1.14.28

10.1.14.26

1011427

1011428

101.14.26

1011426

1011427

1011428

10.1.14.28

& admin

CeteBble pd
02:00:7e:d8:b7:01: 10.1.14.148
02:00:7e:d8:b7:00: 10.1.14.148

02:00:7e:d8:b6:fT: 10.1.14.149

02:00:7e:d8:b6:fd: 10.1.14.146

02:00:7e:d8:b6:fc: 10.1.14.142

02:00:7e:d8:b6:fb: 10.1.14.144

02:00:7e-d8-bb:fa: 10.1.14.141

02:00:7e:d8:b6:f0: 10.1.14.143

oc
Alpine_Linux_v3.20 ]
Alpine_Linux_v3.20
Alpine_Linux_v3.20
Alpine_Linux_v3.20
Alpine_Linux_v3.20
Alpine_Linux_v3.20
Alpine_Linux_v3.20
Alpine_Linux_v3.20

Alpine_Linux_v3.20

Pucynok 3.2 — Ilepeuen BM B coctaBe Cucrembl Bupryaausauun «[opuzonr-BC»

3) B orkpeBmiemcs cnimcke BM BeiOpath crpoky ¢ BM IlonmcucrtemMbl MOHUTOpUHra H
HIEJKHYTH 10 Hel MblKoi. Ha sxpane oTkpoercs feTanu3anus HHPOPMALUH [0 YKa3aHHOU

BM.

4) Tlepeiitn Ha BKIaAKy «XpaHuaumey» (cM. Pucynok 3.3).

Ej TOPU30HT-BC

CocTosHMe cHCTeMB!
MawwmHe!

5 BM

[ waénoxs1 BM

= Mpaenna pasmeweHns

(O Buicokan goctynHocTs

XpaHunuue

Cets
WHdpacTpykrypa
HacTtpoiika cuctemsi
& Monksosatenu
%} rpynnoi

&, Cnmcku KoHTRONA
0 Porm

£¥ Hacrpoiiku

BM 159 alpine_NFS_79 3anyweHo

A

WMHdopmaums

=]
XypHan

o
Mpou3BoauTeNLHOCTL

= @ a EY &
XpaHunuue CeTb GHUMKM PasmeLyeHve

(BEEECE EEm

OeiictBus

& admin
o ]
Kondp LLiaGnoH

DeiticTBusn

2 « [

ID 4 Uene O6pa3 / Pazmep-®Popmar Pa3mep MOCTOAHHBINA
0 vda alpine_HDD_NFS -1GB NO
1 hda Kontexet 1MB/- NO

10 v 3anvcy ¢ 1 go 2 nz 2 sanucen

MpouuTtaHo H6aiToB ¢ ancka

2.9MB
2.4MB |
1.9‘15‘

|

3anucaHo OaifToB Ha AWMCK

39.1KB

Pucynok 3.3 — Bkiaaaka «XpaHuaume» 00JacTu qeTajau3anuu uadpopmanun no BM

5) Jlns yBenudeHHs NPUMOHTHPOBAHHOTO oOpasza aucka g0 30I'0 wim Goree MICNKHYTH MO

3HAYKY

(cMm. Pucynok 3.3).

6) B oTkpbIBIIIEMCS OKHE 331aTh pa3Mep o0pasa aucka 6osee 30I'b u Haxxath KHONTKY M3MEHUTb
(cm. Pucynok 3.4).

Hoserit pasmep o6pasa gucka qomkeH otoopasurcs B mosie Paamep (cm. Pucymok 3.5).
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PaclumnpuTtb guck

159 alpine_NFS_79

No gucka

0

Hoeblit pasmep

31lace

Gl

Pucynok 3.4 — 3aganue HoBoro pazmepa odopasa qucka BM IloacucreMbl MOHHTOPHHI A

e A E= = 2 EEE

MawuHb!

== gu (1] o = @ =1 & ] L 0O -]
WHdopmayna pou3BoaANTENEHOCTE Xpanunne CeTb CHUMEKK Pa3melieHue [eiicTBUA KoHd. LlabnoH HKypuan

[} Wwa6noke: BM

= nNpasuna pasmeweHun
ID 4 Uenb 0O6pas | Pasmep-®opmat Paamep MocTonHHLIA DeiicTBua

0 vda alpine_HDD_NFS I NO

1 hda KoHTexeT 1MB/- NO

() Beicokas noctynHocts

XpaHunuwe

Cets
10 v 3anucw c 1 ao 2 13 2 sanucer 1
Wndppactpykrypa
MpoiTano GaitTos ¢ gucka 3anucaHo BaiiTos Ha ANcK
2.9mB 39.1KB

Hactporika cuctemel

Pucynok 3.5 — OTo0pakeHue HOBOro pa3mepa oopasa qucka BM

7) Toaxmountbess k BM uepes VNC wnu SSH u BbimonHuth BHYTpu BM Kkomanabl 1o
YBEIIMUYECHHUIO IUCKOBOTO MPOCTPAHCTBA!

sudo su
growpart /dev/vda 1

resize2fs /dev/vdal

I'me: vda — uMs IpUMOHTHUPOBAHHOTO JTUCKA.

3.2 Co3nanue mnoab3oBatesa B CI'Y «lopu3zonT-BC» 1451 moak/aodeHust
IHoacucreMbl MOHMTOPUHIA

Hns nmonkmouenust Ilogcuctembl MonuTopuHra kK Cucreme Buptyanuzanuu «['opuzoHT-BCy»
HE00X0/IMMO CO3/1aTh CEpPBHCHOrO moib3oBaTtenss B Cucreme rpymmoBoro ympasieHus (CIY)
«opu3oHT-BCy», KOTOPHIN OyAET OCYIIECTBISIET JaHHOE MOKItoUYeHne. [lomp30BaTenb co3maeTcs
aagmuHuctpaTopom Cucremsl BupTyanuzanuu «I'opuzont-BCy.

CO3I[3.HI/I€ CCPBUCHOTIO ITOJIB30BATCIIA JJIA MOAKITHOUCHUA HOI[CI/ICTGMI)I MOHHUTOpPHHTa COCTOUT U3
4-X OCHOBHBIX JTaIlOB:

e Otan 1: Co3gaHue poiay CEpBUCHOTO MOIB30BATEIS,
e Ortan 2: Co3/1aHue TPYIIIIHI ISl CEPBUCHOTO MOJIH30BATEIIS;

e DOtan 3: Co3gaHue CEpBUCHOTO MOJIB30BATEIIA.
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e DOtan 4: Co3gaHue MpaBWJI KOHTPOJISI TOCTYIIA JIJIsl CEPBUCHOTO TIOJIb30BATEIS;

s cozmaHMs  CEpBUCHOIO IOJb30BAaTENs, BBINONHsAIOIIEro mnoakmodeHue Iloxcucremsl
MoHuTopuHra k Cucreme Bupryanusanuu «I opuzoHT-BCy», HEoOx0omumo 3aiiTu B BeO-uHTEpDEiic
CI'Y «lopuzont-BC» ¢ mpaBamu agmuaHcTparopa (cM. 1m.3.1.3, mar 1 anroputMa) u BBIIIOJIHHUTH
MO3TAIHO CIEAYIONINE NEeHCTBUS:

9rtan 1. Co31anue poJi CEpBUCHOIO MOJIb30BaTEs

1) B BeO-unrepdeiice CI'Y «lopuzoHT-BC» B OCHOBHOM MEHIO BBIOpaTh MMOJpPA3/ICI
«Hactpoiika cucrembl» — «Pojby.

2) Ha otkpeiBiieiics crpanuiie «Pojm» HaxaTh KHOTKY JUISL CO3/IaHUSI HOBOW PpOJIH
CEpPBUCHOTO MOJIb30BatTeNs Juisi noakiaodeHus: [loacucremspl Monutopunra (cM. PucyHok
3.6).

& admin
[OPU3OHT-BC Ponu
CoCTORHUE CHCTEMBI D

Mawnnb!
ID Hassanue
XpaHunuue
[m K] admin
Cere

0O 2 Usert
Wndppactpykrypa

Hacrtpoiika cucremel

& Monwk3o=arenu
& rpynnei

@, Crmckw koutpons:

£# Hactpoitkn

MoHuropunr

PucyHnok 3.6 — ®ynknus co3ganus HoBoi posu B Cucreme Buptyanusanuu «'opuzont-BC»

3) Ha otkpeiBleiics cTpaHuUIle BBECTH Ha3BaHWE HOBOW poiiu (Hampumep, monitoring_user).
Jlnst co3/1aBaeMoii poJIM MCIIOJIB3YIOTCS TapaMeTphl M0 YyMo4aHuo (cM. PucyHok 3.7).

4) Jlnst co3naHus posid HaxkaTh kHonky Co3paatk (cMm. Pucynok 3.7).

Cucrema BCPHETCA Ha CTpPAaHULY CO CIIMCKOM poneﬁ. B cmouckax 0T06pa3I/ITC$I HOBas CTpOKa C
COSJIaHHOI\/JI POJIBIO JIs1 CECPBUCHOTO IMOJIB30BATCIIA.

& admin
FOPH30HT-BC Ponu
CocToRHHE CUCTEMBI ml

MawuHis!
Ha3seaHue porn

ApaHAnMULe | monitoring_user|

Cems

WHdppacTpykTypa BOKOBOE MEHH
Hacrtpoiika cucremel
CocToAHNe cucTems! CeTb Cnnckn koHTRONA
& MMonbsosarenu
-
[ETEET] BupTyaneHsie ceTi Ponun
28% pynnit
= [ BupTyankHeie maumHsl (BM) P4 Tononorua cetn [ HacTporiku

Pucynok 3.7 — Co3ganue poJiu 1Jisi CEPBUCHOTO MOJIb30BaTeNA
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Jtan 2. Co3naHue rpynnsbl 1Jis CEPBUCHOIO MOJIb30BATEJISA

1) B BeO-unrepdeiice CI'Y «lopuzoHT-BC» B OCHOBHOM MEHIO BBIOpaTh MMOIpPA3/ICI
«HacTtpoiika cucrembl» — «'pynnbn).

2) Ha otkpsiBiielicst cTpanuie «[ pymib» HaxaTh KHOIKY I CO3JAHUs TPYIMIbL I
CepBHUCHOTO Tosb3oBares (cM. Pucynok 3.8).

& admin
Kj FOPU30HT-BC Mpynnii

CocronHue cHcTeMil E]H

Mawmsb!

Xpauunnwe m] D Hassanue MNonbsosatenu Metkn

Cemn [m] 1m Tpynnal 0

WHdbpacTpykTypa O 1 users 1

& TMonesosarenu 100 v 3amucuc 10 3u3 3 sanncert 1
&, Crimcku KoHTpoOns 3 Beero

0] Ponn

£ Hacrpoiikn

Pucynok 3.8 — @ynkuusi cozganus HoBoii rpynnsl B Cucreme pupryaausanun «[opuzont-BC»

3) Ha otkpsiBuieiicst crpanune «Co3aarh rpymmy» Ha Briaake «OOIie» BBECTH Ha3BaHHE
rpymnbl, Hanpumep: [1ookniouenue monumopunea k CI'Y (cm. Pucynok 3.9) .

Ilpumeuyanue. Ilpm co3gaHMM  [aHHOM  TpyNIBI  HAaCTPOMKM  Ha  BKJIAJKAX
«AnmuHuCTpUpoBaHue» U «lIpaBay He HCIIONB3YIOTCS.

4) Jlnst co3maHus HOBOM TpyIIbl HaKaTh kHONKY Co3paath (cM. Pucynok 3.9).

Cucrema BepHETCs Ha CTPAaHUIly CO CIMCKOM rpymmn. B crnuckax oroOpasurcs HOBas CTpOKa C
CO3aHHOM TPYIIION JUIsl CEPBUCHOTO MOJIB30BATEIIS.

& admin
[OPU3OHT-BC Coszpatk rpynny

CocTonHNe cUcTeMbI m C6pocute

MawuHe!

4 [
XpaHunuwe = o -
Obuwme ANMHHUCTPUPOBAHHE Mpaea
Cetb

WHdppacTpykTypa HassaHue

Hacrpoiika cucremet | ToAKMIOuEHIE MOHUTOHHFE K CIY|

& [onssosarenu
i85 rpynnel
@, Cnuckw KoHTpONA

0O Ponn

Pucynok 3.9 — Co3ganue rpynnbl JUIsi CEPBHCHOTO M0JIb30BaTeJIs1
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Irtan 3. Co31aHue CepBUCHOIO MOJIH30BaTeJIA

1) B BeO-unrepdeiice CI'Y «lopuzoHT-BC» B OCHOBHOM MEHIO BBIOpaTh MMOIpPA3/ICI

«Hactpoiika cucremb» — «Iloab3oBaTenm».

2) Ha otkpsiBuietics crpanutie «[lob30BaTesiny HaxKaTh KHOIKY

IJId CO3aaHusA CCPBUCHOI'O

nosbp30BaTess s noakiroueHus [logcucremsl monutopunra kK CI'Y (ecm. Pucynok 3.10).

@j FOPU30HT-BC Monb3oBaTenu

=
CocToAHne cncTembl o

MawmHe!

XpaHunuwe a ID HasBaHue CraTtyc Mpynna
Cete O 8 user0s Users
WHdppactpykrypa

O 7 danila-user danila-group
208 o
& Tpynnel O 1 serveradmin oneadmin
@, Cnucku koHTpONA

O Ponn
£+ Hacrpoitku 100 v Banucuc 1 go 5 w3 A 3anucen

MoHutopuHr
5 Bcero

CwCTeMa rpynnoaoro

& admin

LpaiiBep aBTOpU3aLUn

core

core

core

server_cipher

core

Pucynok 3.10 — ®yHkuus co3aaHusi HOBoro noJn3oBatesss B CI'Y «opu3ont-BC»

3) OrtkpeiBiiytocs crpanuily «Co3naath mosb3oBarens» (cM. PucyHok 3.11) oOHOBUTH st
HOJTrPY3KH B COOTBETCTBYIOIIUE CIIMCKH CO3J[AHHBIX Ha 3Tare | poju u Ha dTare 2 TPYIIbI

AJI1 CCPBUCHOI'O IOJIB30BATCIIA.

4) VYkazarb CIIeAyIOIINE apaMeTphl CEPBUCHOTO ToJIb30Baresst (cM. Pucynok 3.11):

a) MmaA nonb3oBatens — 3ajath uMs nojs3oBaresst B CI'Y (marunHuma).

0) Maponb — yka3aTh MapoJib MOJIb30BATEIS.

B) [loaTBepAauTe Naposnb — MOATBEPIUTH MAPOJIb MOJIB30BATEISL.

r) Cnocob ayTeHTUMKaumm — o ymomrganuio (Sapo).

)I) Ponb — B PacCKpbIBaAOMIEMCA CITUCKE poneﬁ BLI6paTB POJIb MMOJIB30BAaTCIIA, CO3JaHHYRO

Ha | »Tame (cM. BbIIIE).

e) OcHOBHas rpynna — B pacKpbIBAIOIIEMCsI CITUCKE IPYIII BEIOPATh B KAUECTBE OCHOBHOM
TPYIIbI OJIb30BATENS TPYIITY, CO3AAHHYIO Ha 2 ATane (CM. BBILIE).

5) Jlnst co3maHusi CEpBUCHOTO MOJIb30BATENIsl HAXaTh KHONKY Co3AaTth (cM. PucyHok 3.11).

Cucrtema BepHETCS Ha CTpaHMIy co cnuckoM noisb3oBateneit CI'Y «lopuzont-BCy». B cnuckax

0T06paSI/ITC$I HOBasd CTpOKa € CO3JaHHBIM CCPBHUCHBIM ITOJIB30BATCIICM.
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& admin
TOPU3OHT-BC Cospark nonb3oBarens

CocToAHMe cHcTembl ¢ = C6pocuts

MawuHe

Vma nons3osatens
KpaHinuie petrov_monitoring
Certe

Mapons
Wuchbpactpykrypa

eesene
HacTtpoiika cuctemel

‘ MNMonesosatenu MonTteepanTe napone

5'-'- Mpynne:

@, Criuckn koHTpona Cnocod ayTeHTURMKaLNK
[ Ponu Aapo v
Hactpoiku
o B Ponk
monitoring_user v
MoHuTopuHr -
CucTema rpynnosoro QcHoBHaA rpynna
Mpaeneqns “TopnaoHT-BC
B " Mo ymonyanuo v

000 "WL| "Bappukans!

Mo ymonuaHuio
0: oneadmin

p 1-users

K 101: Mpynnat
103: MNMogknioyeHue MoHWTOpUHra K CIY
104: danila-group

104 danila-group

Pucynok 3.11 — Co3naHue cepBHCHOTO MOJIH30BATES

9ran 4. Co3nanue MpaBUJI KOHTPOJISA A0CTYIIA JJIA CEPBUCHOTO IT0JbB30BaTECJIsA

1) B Be6-untepdeiice CI'Y «l'opuzoHT-BC» B OCHOBHOM MEHIO BBIOpAaTh IMOIpPA3/Iei
«HacTtpoiika cucreMb» — «CIHCKH KOHTPOJID».

2) Ha otkpsiBuieiics ctpanune «Croucku Konrtpomst [ocryna» HaxaTh KHOIKY Ui
CO3/IaHKsI HOBOTO HAabOpa MpaBuIl KOHTPOIIs 1ocTyma (cM. PrucyHok 3.12).

& admin
D TOPU30HT-BC Cnucku Koutpons [loctyna
CocTosHHe cHCTEMBI [:h
Mawwune:
MpumeHeHo Ne pecypca / PaspeweHHiie
XpaHunuwe (]} D, P! 3aTparMeaembie pecypcbl Lol «p
K MpuHagnexnt AercTBuA
Cets
BupT. MawuHel, OBpasel, Wadnors! BM. JokymeHTel, Tpynnel OesonacHocTh, BupT.
12 pynna pynnat R - Bee co3)
WHeppacTpykrypa ] P [2 MapWwpyTM3aTope! "
T Bee
Py
& Monsaosarenn (m] 10 Mpynna Mpynnal  Yane! Bee yrp.
38 rpynne:
O 9 Bce Yanel, BupTyaneHele ceth, Wabnoe BM, Xpannnuwa. KnacTepe! Bce wen.
[m] 4 Mpynna users BupTyankHbie ceTH, XpaHunuwa Bce uen.
O Ponu
(m] 3 Mpynna users Yanb! Bee yrp.
£ Hacrpoitku
[m] 2 Bce Monssosatentt, Mpynnsi, Mpynnel GesonacHocTH Bee npoch
IS TRpHHY O 1 Bce 30HbI Bece WEn., NpocMm.
C”“”a”E:”"Qgi;‘zggﬁag”e“““ =) 0 Apynnatsers BupT. MawuHe!, OBpaskl, WabdnoHs B, JokymeHTel, [pynnel GezonacHocTy, Mpaenna Bee LG
pasMeLleHin
000 "VIL| "BapphKans!
100 v Zamucnc 1 8o 9ns 9 zanucen 1
9 Beero

Pucynok 3.12 — ®yHkuus co31aHusi HOBOro Hadopa NpaBHJI KOHTPOJISA 10CTYIA

3) Ha otkpeIBuIeiics cTpaHHIE B Tpymne mnapamerpoB «O0JacTh MpUMEHEHHs» BHIOpATh
no3uiuio Monb3osatens (cMm. Pucynok 3.13).
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4) B OTKpBIBIIIEMCS CITUCKE MOJIB30BaTE/ICH BRIOPATh MOJIH30BATENS, CO3AaHHOO Ha Iare 3 (M.
BBIIIIE).

5) VYcTaHOBHUTH CICAYIOUIME MPABUIIa KOHTPOJS JOCTYyMA Ul YKa3aHHOTO MOJIb30BaTeNsl (CM.
Pucynok 3.13):

a) ['pynma mapamerpoB «3aTparuBaeMble pecypchbD» — BBIOpaTh CICIYIONTUE TTO3UIINHN:
= ¥Y3nbl;
= BupTyanbHble cetu;
= Knactepbi;
= O6pas3bl;
= 30HblI;
= XpaHunuuwa;
= LllabnoHsbl;
= Bupt. MawwuHbl.

0) I'pynmna nmapamerpos «IloaMHO:KeCTBO pecypcoB» — BEIOpaTh Bee.

B) ['pynna napamerpoB «Pa3pemieHHble AeiicTBUS» — BBIOpATh:
= lpeacraBnexue;
= [lonb3oBaHue.

6) s cozmanus HoBoro KonTpons noctyna Haxkats kHonky Co3path (cMm. Pucynok 3.13).

Cuctema BepHercst Ha crpanuny «Croucku Kontponst [Joctyma». B cnuckax otoOpasutcs HOBas
ctpoka ¢ co3manubiM KonTtponem fgocryna (cM. Pucynok 3.14).

& admin
TOPU3OHT-BC Co3pgatb NpaBUIO KOHTPONSA

CocToAHHE CHCTEMbI C6pocnth -

MawnHe
OBnacTe NnpUMeHeHVA
Xpanunuue -

Cetb
S O Teyma

Wudbpactpykrypa
Monsaosatens

Hacrtpoiika cuctemer < &
P Moxanyiicta eeibepute v

& lone3osatenn
oy NowanyiicTa eeidepuTe
& Tpynnu
0: admin
&, Cnuckun koHTpons aar 1 seneradmin
0 Porm 4 user11
£+ Hactpoiikn 7: danila-user
& Ypannnuwa [ BupT malHel
& user05 9 . G Bup
MowuTopunr B[T8 petrov_monitoring WWaBnoHe! [J Monezosatenn
C— R [J Tpynnsi 30He! [ Tpynnei GeaonacHocTi [ Tpynne BIM
MoagMHOXECTBO pecypcoB
@ Bce oD O Tpynna O Knacrep
PaspeweHHble AeAcTEUA
MpeacraenaHie Monsaosakne [J Ynpaenenne [ Aamunnctpuposadie
O Cozgame

Pucynok 3.13 — ®opmupoBanne HaGopa NPaBUJI IJIsi HOBOr0 KOHTPOJISI I0CTYIA
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@ FOPU30HT-BC

CocTosHme cHcTemb
Mawnue
Xpanunuue

Cets
Wudppactpyktypa
HacTpoiika cucreme:
& Monszoearenn
&8 pynne

@, Cnucku koHTpons

Cnucku Koutpona floctyna

Ne pecypea /

&

PaspeweHHeIe

admin

O ID , TMpumeHeHo k 3atparueaemele pecypckl n
T
I
[I:l 28 peUII:::_D:T\:T;rmg Bupr. mawiksl. Yanel, Bupryanshsie cetn, Watnows BM, Xpannnuwa, Knactepe  Bee wen
O 97 T Bupr mawnHel. Ofpa3sl. Wafnoxsr BM. Jokymentel, Mpynnsl GeacnacHocTi Bee .
BupT. MapLpyTHaaTORE!
13 Bce Bupr. mawkes. Yane, Bupryanekeie cetn, Wadnowel BV, XpaHunuwa, Knactepel  Bce wen

Bupr. mawnkel. OBpazel. Wabnons BM. Jokymentel, Moynne Geaonackocm

Pucynok 3.14 — KoHTposs gocTyna 1Jisi CEpBHCHOTO M0JIb30BaTes, co31anHoro B CI'Y «['opu3oHT-
BC» nas moakiouenust [loacucreMbl MOHUTOPHHTA

Buumanue!

VuéTHBIC HaHHEIC,

19

CO3/IaHHOTO CEPBHCHOTO IIOJIB30BATENsl IEPEAAIOTCS  JUILY,
OCYIIECTBIISIOIIEMY YCTaHOBKY, aKTUBAIIMIO U HACTPOouKy [loacucTeMbl MOHUTOpPHUHTA.




3.3 AxtuBanus I[logcucreMbl MOHUTOPUHTA

3.3.1 Axmueauyusn npooHoi eepcuu

B Iloacucreme wmonutopunra «l'opusoHT-BC» npenycMoTpeHa BO3MOXKHOCTH OJHOKPATHOM
aktuBanuu npoOHoi Bepcuu I1O cpoxom Ha 30 gHeit. Jlimsg 3TOro HEOOXOAMMO BBITIOJIHHUTH
CIEAYIOLIME ECUCTBUA:

1) 3aiitu B BeO-unTepdeiic B Opaysepe mo agpecy: http://SERVER ADDRESS,

rae SERVER ADDRESS — cratuueckuid IP-agpec, koTopelii ObUT CKOH(MHUTypUpOBaH B
BUpTyalbHOU MamuHe (cm. 11.3.1.2, mrar 4).

2) B otkpeiBuiemcs okHe (cm. Pucynok 3.15) maxarte ¢GyHkunioo AKTUBUPOBaTb NPOOHYIO
Bepcuto (30 aHen).

J

Mopu3oHT-BC — NoacucteMa MOHUTOPUHIa

0 HeobxoaMMO akTUBMPOBATb NIULLEH3MIO.

CesixuTech ¢ noctasLumkoM MO 1 nepepante emy
WHCTanNSALUMOHHbIN KIOY AN NONYYEHNUS KNova
aKTUBaLMM NULLEH3NN.

CreHepupoBaTtb

0 WHcTannauma 2 AxTuBauuAa

nnn

AKTVBMPOBaTH NPOB6HYI0 Bepcuio (30 aHen) ]

Pucynok 3.15 — AkruBanusi npooHoii Bepcuu [MoacucreMbl MOHUTOPUHTA

B pe3ynbrare npoBe1eHHBIX 1EUCTBUN:

- JIOJDKHA OTKpBIThCSl CTpaHMIIA ayTeHTU(UKalMu mosib3oBareis Beb-unrepdeiica
[Moncucremsr MmonuTOpUHra (cM. Pucynok 3.16);

- JIOJDKHO TOSIBUTCSI BCIUIbIBaoIlee cooOIIeHne 000 YCHEIIHOW aKTHUBAalUM MpOOHON
BEPCHH.
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lopwn3oHT-BC — lMNMoacucrema MoHUTOpUWHIa

* Wima nonszoeaTtens

* Mapons

Bokitn

Pucynok 3.16 — AyrenTudukanus nojab3oBaTeis
B [loxcucremMe MOHUTOPHHT A

3) BBecTn B COOTBETCTBYIOIIMX IIOJSX JIOTMH M IapoJib CHCTEMHOIO aIMHHHCTPaTopa
IToacucTeMbl MOHUTOPUHTA, CO3AHHOTO TP ycTaHoBKe [Toacucremsr —admin / admin.

Ecnu ayrenTudukanus anMuauctparopa [loacucreMpl MOHUTOPUHTA TPOIIUIA YCTIEITHO, TO
Ha DJKpaHe OTKpoercsd OKHO noxaxmoueHus Iloxcucremsl MonuTopunra k Cucreme
Bupryanmu3aiun «['opuzont-BC» (M. Pucynok 3.17).

MoaknrouerHne k fopnsoHT-BC

Ana pansHeRAwer paboTsl € CMCTEMOR MOHUTOPKUHTA

HeoOxoAMMO Npon3BecTH NogkaodYeHne K NopmsoHT-BC,

* Agpec
MopT

* Wms nonszoeatens

admin

* Mapons

L1111 7"

o MNoakntovenve 2 OOHapyxeHve

Pucynok 3.17 — Oxno noaxiaovenus IlogcucreMbl MOHUTOPUHTA
Kk Cucreme Buptyanusauuu «I'opuzont-BC»
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4)

5)

6)

B otkpeiBmemcs oxne moakimoueHus K «lopuzoHT-BC» (cm. Pucynok 3.17) BBectm
CJICAYIOIINE TaHHBIE:

- ajpec, Ha KoTopoM pa3pepHyTa CI'Y;

- nopT, Ha KoTopoM «I'opu3oHT-BC» orBeuaeTr mo XML-RPC. 1o ymonuanuto 3To mopt
2634;

- MM ¥ IapoJb CEPBUCHOTO MONB30BaTess i gocTyna K « opuzont-BC» mo XML-RPC
(co3maHue MmoIb30BaTelst — CM. 11.3.2).

Jlns 3amycka mporecca MOIKIIOUEHHS HaXarh KHONKy MoakniounTb (cm. Pucynok 3.17).

[Toapo6HO nporecc noakaoueHus k Cucreme Buptyanusamnuu «I'opuzont-BCy» npuseneH B
n.3.4.

Ecnu moaxitoueHne MpoOM30NUIO IITATHO M B CIUCOK IIAroB IMOJKIIOUEHHUS MOCIETHUM
nyHKTOM fo0aBwiics NyHKT «['opu3oHT-BC ycnemHo moak/ar4én!», To HaxaThb KHOIKY
B npunoxeHue (cm. Pucynox 3.18).

J

MoakntoyeHune kK Nopu3oHT-BC

[na panbHenwe paboTbl C CUCTEMON MOHUTOPUHIa
HeobxoaMMOo NPoM3BeCTH NoaktoyeHue K Fopu3oHT-BC.

¢ [opu3oHT-BC HaifeH, noxanyicra nogoxauTe
¢ [IpoLiecc obHapyxeHus 3asepLieH

e CIy

e HCS-10114150
¢ HCS-10114152
e HCS-10114153

¢ [Mnepsu3opsl

» Hypervisor-10114150 [}
e Hypervisor-10.114.151

* Hypervisor-10114152

® Hypervisor-10114153

* CPK
| « BUS-10114150

[ ® [opu3oHT-BC ycnewHo noakMoyéH! ]

[ T

v lMopknioyeHne ——————— / OBHapyxeHue

Pucynok 3.18 — Ycnemnoe noakiaoyenue [logcncreMbl MOHUTOPHHT A
k Cucreme Bupryanuszanun «I'opuzont-BC»
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B pesynbraTe mpoBeNeHHBIX BBINIE JCHCTBUH, HAa JKpaHE OTKPOETCS CTApTOBasi CTpaHUIa BeO-
uHTepderica npodbHoi Bepcuu [loacucrembr MmoruTopunra «I'opuzont-BCy» — pazaen unrepdeiica
«Cocrosiuns» — «Ilnarpopma» (cMm. Pucynox 3.19). [dns npoOHoit Bepcuu Iloacucremsr
MOHHUTOpHHra B TpaBOM BepxHeM yriiy BeO-untepdeiica ykasan mnapamerp CpoK AencTBus,
COICp KAl TeKylnee BpeMs JacicTBus mpoOHO# Bepcuu (cMm. Pucynok 3.19). Jlanubrid
MH(POPMALIMOHHBIA TMapaMeTp JOCTYNEH BO BCEX pasfenax MNpoOHOM Bepcuu uHTEpderica
[ToncucTeMbl MOHUTOPHHTA.

@ O6uweecoctoaune (O o Wi 28 1. 214, 56 | admin
Mpoueccopsl ETYEN Y — XpaHunvwe
Boinenexo Boinenexo 3annATO
34.9% 279 511% 2573 8.5% 44972
anep re re
Ceo6oaHo Ceo6oako CeobonHo
27.9/809anep 521 257.25/503.4T6 2461 4497.21/53207.01T6 48709.8
fanep e 6
KoMnoHeHTbl CocTroaHue yanos
@  AnnapatHan CXQ BUPTYanbHbIi  BUpTyanbHble
Appec cry rvnepeusop CPK O6opyaosaHie
KOMMYTaTop MaLWWHbI
©  Xpawnnuwa nanHeix
onss @ (] (] (] QD 7 ®

AKTMBHbIE COBbITUR

Rata
Cratyc Yaen KoMnoHeHT O6vekT MpPOAONXUTENBHOCTE Onucanue
Havana

BupTyanbHeie  BM issabel5-USB-DVD- 27.06.2024, BupTyancHan MalwnHa B COCTOAHUM
101145 00.04.45m
MELWWHBbI xB6_64-20240430_PBX 12:02:36 UNDEPLOYED

Pucynok 3.19 — CraproBas crpanuna Bed-unrepgeiica [logcucreMbl MOHUTOPHHIA B pesKUMe
NnpooHoii Bepcun

3.3.2  3asepuienue pabomot c npoonoit eepcueit Iloocucmemvt monumopunza

Buumanue! IIpo6uyto Bepcuro Iloncucrempl MonuTOopuHra «l'opu3oHT-BC» BO3MOXKHO
aKTHBHUPOBATh TOJBKO oMH pa3. Cpok nelicTBus npobHoi Bepcun 30 qHEH.

3.3.2.1 Ilepexoa Ha JuneH3HOHHYIO Bepcuio [1O paHble OKOHYAHMS CPOKA JIeHCTBUSA
NnpooHoii Bepcuu

st akTUBalMM MOCTOSIHHOM JHiieH3uu B [lo/icucreMe MOHUTOpPUHTA 10 OKOHYAHUS CpOKa JEHCTBUS
npoOHoit Bepcuu 10, monb3oBaTeno HEOOXOAUMO BBITIOJHUTD CIEAYIOIINUE MIarH:

1) Illenxuyrs mo ctpoke Cpok aenctBusi (cm. Pucynok 3.20). OTKpoeTcss OKHO aKTHBAIMH
muuensun [logcucremsl MonuTOopHHTa (M. Prcynok 3.21).

Buumanue! [Tomumo ¢pynkiumii aktuBanuu aunensun Ha [10 nanHoe okHO nMeeT PyHKIHIO
BO3BpaTa K nHTep(eiicy mpodHol Bepcun Ha rnaBHyto.

2) AKTHBHPOBATH JIMIIEH3HUIO, CIEAYys YKa3aHUSIM MacTepa aKTHBAIUU. AJITOPUTM MOJTyISHHUS U
AKTUBAIIUH JIMIIEH3UH TOAPOOHO mpuBeeH B 1m.3.3.3.
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® O6wee cocToAHUe O SLA100.00% admin

AKTUBMPOBATE NONHYIO BEPCUID

\ Mpoueccopsbl Namate B paHunuwe
BelaeneHo Boinenero 3aHATo
15% 12 56% 275.39 0.6% 334812
Anep s s
Ceo6ogHo CeoBogHo CeobogHo
12780 apep 68.0 27539/ 49161 216.2 334812/5074216 B 47394.0
ARep 1] rs
KoMnoHeHTbI CocTonaHue yanos
(®  Annaparwan CXO BUPTYanbHbIA BUpTyankHue

Pucynoxk 3.20 — Ilepexoxa na tuuen3nonnyio epcuio 1O

< HarnaeHyw

J

Mopu3oHT-BC — NoacucTemMa MOHUTOPUHIA

o Heo6x0auMO akTMBMPOBaTL NULEH3UIO.

CasxuTech ¢ nocTaswmkoM MO 1 nepeaante emy
WMHCTaNNAUMOHHBIN KNKOY AN nonyyeHua Knoya
aKTUBaLIMK NALLEH3WNK.

CreHepupoBaTb

° MHcTannaums 2 AkTM

Pucynok 3.21 — 1 3tan aktuBauun [loacucreMbl MOHUTOPHHTA:
NMoJIy4eHHe HHCTAJUIAIMOHHOIO0 Kio4a (mpodHas Bepcus [0 akTuBHa)

Ecnu monw3oBarens peums OTI0KUTh MPUOOpETEeHNE JIMIICH3UN U BEPHYThCS K paboTe ¢ mpoOHOi
Bepcueil [logcucTeMbl MOHUTOPUHTA, TO B OKHE aKTHBAlMU JIMLEH3UU HEOOXOAUMO MIENKHYTh IO
¢byHkimu Bo3Bpara B unTepdeiic Ha rnaBHyto (cm. Pucynok 3.21).

HpI/I Nepexoac Ha JIMICH3NOHHYIO BEPCUTO!:

e COXPAHSIFOTCS HACTPOWKHM ayTEeHTU(HUKAIUK MOJIH30BaATENs, YKa3aHHbIe B poOHOM Bepcun 110
[ToncucreMbl MOHUTOPUHT A,

e COXPaHSIIOTCS HACTPOMKH ayTeHTU(PHUKAIIUU MOJIb30BaTENs

e coxpansiercs mnoakmodenue llomcuctempl MoHUTOpHHra Kk CHcTeMe BHPTyalu3alud
«"opu3oHT-BC)».
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3.3.2.2 Tlepexoa Ha JuueH3uoHHYI0 Bepcuio [1O no okoHYaHUI0 CpOKa AelcTBUA NPOOHOM
BepPCUH

[To 3aBepmieHWH Ccpoka JaeWCTBHS NPOOHON Bepcuu [lojcHCTEMBI MOHHMTOPWHTA Ha SKpaHe
ABTOMATUYECKH BCILIBIBACT OKHO aKTUBAIMM JIUIEH3WU. B TaHHOM OKHE OTCYTCTBYET ()YHKITUS
BO3Bpara K pabote ¢ mpooHoii Bepcueii [Toacuctembl Monutopunra Ha rnaBHyw (cMm. Pucynok 3.22).

Jiis mepexo/ia Ha JIMIICH3HOHHYIO BEPCUIO TpeOyeTcs aKTUBUPOBATH JIMIICH3UIO, CIEAYs YKa3aHUIM
MacTepa aKTUBAlMU. AJITOPUTM MMOTYICHHS U aKTUBAIIUHU JIMIICH3UH MTOAPOOHO MpUBeACH B 11.3.3.3.

&

lopu3oHT-BC — lMNMoacmcteMa MOHMUTOpPUHra

o Heobxoanmo dKTUBMPOBaTb NULEH3UHD.

Ceaxutecs ¢ noctaswmnkom MO v nepepainte emy
VHCTaANALMOHHBIA KAKOYU ANsA NONYUEHUA KNOUa

aKTUBaLWUW NULLEH3WK.

CreHepupoBaTk

o NHcTannaumna 2 AkTtmBauwms

Pucynok 3.22 — 1 stan aktuBanun [loacucreMbl MOHUTOPHHTA:
MoJiy4eHHe HHCTAIISIIHOHHOT0 KIH4a

IIpu nepexoze Ha JIULEH3MOHHYIO BEPCUIO:
e COXPAHSIOTCS HACTPOWKM ayTeHTU(UKALIUU MOJIb30BaTeNsl, yKa3aHHbIe B IpoOHoi Bepcuu I10;

e coxpansercs nogkaouenue k CI'Y.

3.3.2.3 Ortka3 oT nepexoja Ha JUIeH3HOHHYIO Bepcuio [10

[To 3aBepmieHun cpoka neiictBus mpoOHON Bepcun IloacucTeMbl MOHUTOPMHIA Ha JKpaHe
AaBTOMATHUYECKH BCIUIBIBAET OKHO aKTUBALMU JUIEH3UH. Eciu MuIeH3uio He akTUBHPOBaTh, To Beo-
untepdeiic [loncucrempr MonuTopunra «I'opu3zoHT-BC» cTaHOBUTCSI HETOCTYITHBIM.

3.3.3 Axkmueauusn nuuen3uu

AxrtuBarus [loacucreMbl MOHMTOPWHTA TMPOUCXOMUT B 2 dTama. Jns mpoBeleHUs aKTHBAIMA
HE00XO0/IMMO BBITOJIHUTH CIEIYIOLIE JeHCTBUS:
1) BbI3BaTh CTAPTOBOE OKHO aKTHBAIIUH JIMIICH3UU. BapuaHThbI BbI30Ba:

- 3aiitu B BeO-unTepdeiic Ilomcucrempl MoHHTOpHHra B Opay3epe MO ajapecy:
http://SERVER ADDRESS, rae SERVER ADDRESS — cratudeckuii [P-anpec, kotopslit
ObLT CKOH(HUTYPUPOBaH B BUPTYyalIbHOM MarmHe (cm. 11.3.1.23.1, miar 4).
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- Ecnu Oblna akTBHpOBaHa mpooHas Bepcust (cM. 11.3.3.1), To menkuyTs mo ¢pyukmun Cpok
AEUCTBUA, PacoI0KEHHOM B BEpXHEM [IPAaBOM YTy CTPAHHUIIbI BDEMEHHOTO HHTepdeiica
(cm. Pucynok 3.23).

® O6uwee cocToAnme () SLA10000% admin

\ Mpoueccopsbl NamaTe B pat [im

Boinenexo BblaeneHo 3aHATo

15% 12 56% 275.39 6.6% 334812
asp s I
CeobogHo CeoBogHo CeobogHo
12180 agep SJE’;'D 275381491676 r25162 334812 /50742166 i7394'0
KoMnoHeHTbl CocTosHue yanos

@ AnnapatHan CX1 BupTyanbHbif BupTyansHbie

Pucynok 3.23 — Ilepexoa Ha jJuneH3nonnyio Bepcuio I1O u3 npodHoii Bepcuu IoacucreMmsl
MOHUTOPHHTA

2) B otkpeiBiremcs okte (cM. Pucynok 3.24) naxatb GyHkiuio CreHepupoBaTh 1151 OJyYCHHS
WHCTAUIIMOHHOTO KJfo4ya. B pesynbrate IeHCTBHS Ha 3KpaHE OTOOpa3sHTCS KOI
MHCTAJUIIIMOHHOTO Kitoua (cM. Pucynok 3.25).

WHcTannsuuoHHbI KJII0Y TeHEepUpyeTcs Ha OCHOBE HH(OpMalMM O TEXHUYECKUX
rapameTpax cpeibl, Tie Oplia mpousBeieHa ycraHoBKka [loacucTeMbl MOHUTOPHUHTA.

Buumanme! lN3meHeHMe TEeXHUYECKHX XapaKTCPUCTUK CPCIAbl BJICUCT 3a coboit
JCAaKTHUBAIIUIO JIMIICH3HH.

!

lopu3oHT-BC — lMoacncrema MOHUTOpPUHTa

o HeDﬁXDAMMO aKTUBMPOBaTb NNLIEH3UIO.

CeaxuTech ¢ noctaswnkom MO v nepegaiite emy
WHCTaNAUMOHHBIA KNKOY ANA NOAYUYEHWA KAKOUa

aKTUBaUWUK NMLIEH3MA.

CreHepupoBaTh

o WHcTannauma 2 AxTtmBauwua

Pucynok 3.24 — 1 3tan akruBauun [loxcucreMbl MOHUTOPHHTA:
NoJIy4yeHHe HHCTAISIUOHHOI 0 KJII0Ya

3) CkomnupoBaTh HHCTAIUTAIUOHHBIH K04 (cM. Pucynok 3.25).
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4) TlepecnaTh CKOMHMPOBAHHBIM HHCTAUIAMOHHBIA KIIIOY TPEJACTABUTEIISIM  KOMITAHHH
noctaBiuka [1O 15 nomydeHus Kiioya akTUBAIUU JIMLICH3UU.

5) IMoayuuts ot mocrasimka [1O KiIt0Y aKTHBAIIMY JIATICH3UH.

!

lopu3oHT-BC — lMNMoacmncrema MOHUTOPUHTa

o Heobxoanmo akTBUpoOBaTb INLLEH3UIO.

CeaxwuTtech ¢ noctaswukom MO u nepeaaiite emy
VNHCTaNNALMOHHBIV KNKOY ANA MONYYEHUA KAtoYa
aKTUBaLMKN INLLEH3UN.

b7fa670b1062f4eb4a2dbbab4d00a57647868f1039f5fc6297ced
9a39b63c58e

@ Konuposats

’ WNHcTtannauns 2  AkTuBaumus

Pucynok 3.25 — 1 stan akruBanun [logcucreMbl MOHUTOPHHTA:
KONMHPOBAHUE HHCTAJUIAIHOHHOTO KJII0YA [IJISl TepechbLIKH nocrapmuky [1O

6) [lns mepexoja Ha 2 3Tam akTUBaNUK Haxath GyHkiuio Mpoaomkute (cM. Pucynok 3.25).

7) B oTpbIBIIEMCsI OKHE CKOIHMPOBATH MOMYYEHHBINH OT mocTasinuka 10 wimou B mone Knioy
aKTMBaLMM NULEH3UK 1 HaxaTh QyHKIHMI0 AKTUBMPOBaThb (cM. Pucynok 3.26).

ITpu ymayHOM 3aBEPUIICHWH aKTHBAI[MM Ha DKpaHEe IOSBUTCSA COOOIIEHHE 00 YCIIENIHOM
akTHBaIuK uieH3uu (cMm. Pucynok 3.27).

27



J

lopu3oHT-BC — MNoacnctema MoHUTOPKUHra

N o HeobxoanmMo akTMBMpPOBaThL JMLEH3UIO.

Ceaxutecs ¢ noctaswmkom MO v nepegaiite emy
WHCTaNNAUMOHHBIA KNHOY ANA NOAYYeHWA Katoya
aKTUBaLIMK NLIEH3NK.

* Knroy aKTuBauuv AMUeH3Inn

Hazaa AKTUBMpOBaTbL

v Wuctannaypa ——————————————— °AKTMBaLI.I/1F|

Pucynok 3.26 — 2 atan aktuBanuu [logcucreMbl MOHUTOPHHTA:
YCTAHOBKA KJII0YA AKTUBALMHU JULEH3UU

o NMUeH31A yCnewHo akTMBMPOBaHa

r——

Pucynok 3.27 — Coo01ienne 00 ycnenHoi aKTHBAIIMA JUIIEH3UH

Ecnu B npouecce akTUBaIlMM Ha 3KpaHe NOSABUIIOCH mpenynpexacHue « HeBepHblid K04
aKTHBAIMM», TO HEOOXOIMMO NPOBEPUTH NPABWIBHO JH OBUI CKOMHPOBAH KIIOY
aKTHBAallUM JIMLEH3UM, NpPEeJOCTaBleHHbIM KoMnaHued mnocraBmukom [IO.  Ecmum
MPUCIAHHBIA KJII0Y ObUI CKOMMpPOBaH 0e3 OmHOOK, TO HEOOXOAUMO OOpaTUTCS K
nocraBiuky 10 ans penenus npoOiIeMsl.

8) Ilocie mpoXOoKAEHHsI aKTUBAIIMU MTPOIYKTA, JOJKHA OTKPBITHCS CTPAHUIIA ayTeHTU(HUKAIIMI
noJb3oBaress Beo-untepdeiica [Toacucrembr monutopunra (cMm. Pucynok 3.28). Beectu B
COOTBETCTBYIOIIMX MOJSIX JIOTWMH ¥ TMapoJib CUCTEMHOTo aaMuHucTpaTtopa [lomcucremsr
MOHHUTOPHHTa, CO3JJAaHHOTO TpH ycTaHoBKe [loncucremsr — admin / admin.

IIpumeuanue. Ilocne mepBoro Bxoma B BeO-uHTepdeiic IloacucreMbl MOHUTOPHHTA
PEKOMEHYETCSI TOMEHATh CTAaHAAPTHBIM Mapojb OT YYETHOM 3alluCU CUCTEMHOIO
aJIMMHHCTpATOpAa.
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lopwn3oHT-BC — lMNMoacucrema MoHUTOpUWHIa

* Wima nonszoeaTtens

* Mapons

Bokitn

Pucynok 3.28 — AyrenTudukanus nojab3oBaTeis
B [loxcucreMe MOHUTOPHHT A

9) Ecnu ayrentudukanus agmuaucrparopa [loacucreMbl MOHUTOPUHTA TIPOLIIA YCIICIIHO, TO
BO3MOYKHBI CJIEAYIOLIUE BAPUAHTHI:

- OTtkpoercs crapToBas cTpanunia Be6-untepdeiica [loacucremMbl MOHUTOPUHTA — €CITU JIO
ATOTO HCIOIB30BaNIach MpoOHass Bepcus u nojkiroueHne CI'Y Obuto mpoBeAeHO IMpH
akTuBaiuu pobHoit Bepcuu 10 (cm. 1m.3.3.1). [Toab3oBaTenb MOXKET HaYaTh paboOTy C
[Toncucremoit MmonuTopunra «l opuzoHT-BC».

- Otkpoercss OKHO MacTepa moukitodeHus I[logacucrembl MoHuTOpuHTa K CHcTeMe
BupTyanmu3anuu «I'opu3oHT-BC» (cM. Pucynok 3.29). Cnenyrommm rmarom Heo0XoauMo
noakrounth [lomcucremy monutopunra k Cucreme Bupryanusaiuu « opu3oHT-BCx»
(eMm. 11.3.3.1, maru 4-6). [TogpoOHo nporiecc moakaoYeHus K CHcTeMe BUPTYyaIH3aluu
«"opuzonT-BC» Tak ke npuBeseH B 11.3.4.
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MNMoaknroueHne K fopnsoHT-BC

Ana pansHeRAwer paboTsl € CMCTEMOR MOHUTOPKUHTA
HeoBX0AMMO MPOWIBECTM NodkakodeHWe K TopuzoHT-BC.

* Aapec
MopT

* Wms nonszoeatens

admin

* Napons

Ll L Ll 7"

MoaknounTe

o MNoakntoueHue 2 ObHapyxeHve

Pucynok 3.29 — Okno noakaoyenus [logcucreMbl MOHUTOPUHTA
Kk Cucreme Bupryanuzauun «'opuzont-BC»

3.34  Axmueayusn npu nepeycmanoexe I10

IIpu nepeycranoBke 110 Iloacucremsl MoHUTOpUHTra akTHBanuio IlogcucreMsl cienyeT nNpoBecTH
MOBTOPHO: CT€HEPUPOBATH HOBBIN MHCTAIUISAIIMOHHBIN KJTFOY M MOJTYyYUTh OT nmocTaBmuka [10 HOBBIi
KJIFOY aKTHUBAIMHU JUIeH3uH (cM. 11.3.3.3).

[Ipu ucnonb3oBaHuM TeKyIeld HHCTALIAIUH [locCcTeMbl MOHUTOPUHTA HA APYTOM 000PYJOBaHUU
TakK ke TpeOyeTcs MOBTOPHAs aKTHBALUS IPOAYKTA.

3.3.5 Coou ¢ pabome Iloocucmemvl MOHUMOPUHZA, C6A3AHHbBIE C AKMUBAUUEIL

Bo Bpems mratHoil pa®oTsl ¢ IlogcuctemMoil MOHUTOPUHTA MOXKET BOSHUKHYTH CUTYallus, KOraa
byHkuuu BeO-uHTEpdeiica CTaHOBATCA HEAOCTYIMHBIMHU, Ha DKPaHE IMOSBISAETCS OKHO aKTHBALUU
OpOAYKTa M BCIUIbIBaroIiee cooOuieHne «CBSIKUTECh € IMOCTABIIMKOM NPOrPAMMHOIO
obecnieyeHusi». B 1anHoM ciydae HeoO6xo1uMo 00paTUThes K mocraBiiuky [10.
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3.4 Tloankaw4denue Iloacucrembl MoHMTOpUHra k CHcTremMe BHPTYyaau3aluu
«I'opuzonT-BC»

[Tonxitouenue [Moncucremsl MoHuTOpUHIa K Crcreme Buptyanusanuu «I'opuzont-BC» npoBoaurcs
B CJICIYIOIIMX CUTYalUsAX:

e TIOCIIC AKTHUBAIIMM BPEMEHHOW JIMIIEH3WHU, BBITIOJHEHHOW mpu mepBoM Bxoxae B Ilomcucremy
mMouuTopuara (cm. m.3.3.1);

e TIOCJIC AKTUBAIMU MOCTOSHHOW JUIICH3WU BBHIMOJIHCHHON Mpu mepBoM Bxoze B llomcucremy
MOHHUTOPHHTA, €CIIH BpeMEHHast JTUIEH3Hs HE UCIOIb30Baiach (cum. 1m.3.3.3);

e nocine otkmoueHus ot CI'Y B pasgene BeO-uHTepdelica «AIMHHHUCTPHUPOBaHHE» —
«HacTpoiikmn» ¢ nenpio coOpoca HacTpoek U nepenoakimodeHus Kk uaomy CI'Y (cm. 11.5.13).

IIpouecc mogxmovenus [loacucremsl Monutopunra k Cucreme BupTyanuzauuu «lopuzonT-BCy»
COCTOMT W3 JBYX OJTamoB: mnoAkjdw4YeHue kK «[opu3oHT-BC» u oOHapy:keHue O0OBEKTOB
MOHHUTOPHHTA.

Ha srane noaxmouenus k «I'opuzoHT-BC» HEOOXOAMMO BBINOIHUTH CIAEAYIOLINE TEHCTBUS:
1) B otkpsiBIIeMCs OKHE moakmoueHus (cM. Pucyrok 3.30) BBecTH cieayronye TaHHbIE:

- ajapec, Ha KoTopoM pa3pepuyta CI'Y;

- TopT, Ha kotopoM «l'opu3oHT-BC» orBeuaer no XML-RPC. Ilo ymonuanuto 310 nopr
2634;

- UM 1 IapoJib CEPBUCHOTO MOJIb30BaTeNs 1 qoctymna K «'opu3ont-BC» mo XML-RPC
(cMm. 1.3.2).

1) Haxars kaonky Mogknountsb (cm. Pucynok 3.30).
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MNMoakntoueHue K flopnsoHT-BC

Ana ganeHeAwed paboTel € CUCTEMOR MOHWMTORKMHNE

HeobXoAMMO MpOoMIEecTH NodknrodeHme k MopuzonT-BC

* Agpec
Mopt

* MimA nonezoeaTens

admin

* Mapons

L1 L] /\

o MNoaknoyeHne 2 OBHapyxeHwe

Pucynok 3.30 — OxHo nmoakJrodeHusi [loacucreMbl MOHUTOPUHI A
Kk Cucreme Bupryanuzauun «'opuzont-BC»

Ecnu xakue-To JaHHBIE BBEICHBI HEBCPHO, TO HA SKPAHE OTKPOCTCA OKHO IPECAYITPCIKACHUA:

o IIpu BBOzE HeBepHOro anpeca uinu nopra «l'opuzoHT-BC» BeiBonuTcs coobmenue «CI'Y ne
Haligen».

e IIpu BBOZE HEBEpPHOIrO JIOTMHA WM Mapojii CEpBUCHOro moisib3oBarens «l'opu3oHT-BC»
BbIBOAMTCS coolieHne « HekoppeKTHBIN JTOTHH HJIH HaPOJIby.

IIpumeuanue. [[ns momyyeHUs aKTyaJlbHBIX JAHHBIX JJIS1 MOJKIIIOUEHUS HEOOXOIMMO
oOparutcs Kk agMuHUCTpaTopy «I"opu3oHT-BCy».

Ecan Bce JAaHHBIC BBCACHBI BEPHO, TO aBTOMATHYCCKU HAYHETCA IMPOLCCC O6HaPY)I<CHI/I$[ 00BEKTOB
MoHuTopuHra «I'opuzoHT-BCy»: nosiBuTCs cooOlieHne «3amylieH mpouecc OOHAPY:KeHMsD» U B
OKHE TIO/IKITFOUEHHsI 0ToOpa3saTcs cieayromnue maru (cM. Pucynok 3.31):

o «l'opuzonT-BC HaiineH, noxanyiicta HOA0KIAUTE;
e «3amyIieH nporecc OOHAPYKEHUSL...».

HpOﬁI{CHHHC rarvu OTME4YaroTCs 3CJICHBIM MapKEPOM, HEC HpOﬁI[CHHLIC — UMEIOT CUHUI MapkKep.
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MopknroueHne Kk lopuzoHT-BC

Ona panbHeliwei paboTsl C CUCTEMON MOHUTOPWHIA
HeoBX0AMMO NPOM3BECTH NOAKIYeHWe K Topn3oHT-BC.

* Topwu3oHT-BC HaiiaeH, noxanyiicra noaoxamre

* 3anylueH NpoLecc 0bHapyKeHuA...

(B npunoxeHve

v lMoaknoyeHne —————— GO6Hapy>KeH|ne
° 3anyuieH npotecc obHapyXxeHus X

Pucynok 3.31 — Hauano npouecca 00HapyKeHUsI 00bEKTOB

B nporiecce oOHapykeHHs OTKPBHIBACTCS COCTaB TaKuX 00bekToB «I'opn3oHT-BC)» Kak:

o TUIIEPBU30PHI;

BUPTYAJIbHBIC pa60qI/Ie CTOJIbI (eCJ'II/I €CTb B COCTAaBC CI/ICTCMBI);

CPK (ecnu ecTb B cOCTaBE CUCTEMBI);

CXJI/ PCX]I (ecnu ecTh B COCTaBE CUCTEMBI).

3eeHBIMI U CHHUMHA MapKEepaM OTMEYAIOTCA COOTBCTCTBCHHO O6H3py>K€HHBIe 1 HaxoOAlmuecs B
npoiiecce oOHapyxeHuss 00beKThI (cM. PrucyHok 3.32 ).

33



J

MoakntoyeHune Kk flopnzoHT-BC

[na pansHelwwei paboTbl C CMCTEMOW MOHUTOPUHTA
Heo6X0AMMO NPOU3BECTH NOAKIOHYEHNE K Topu3oHT-BC.

® [opW30HT-BC HaleH, Noxanyicra NoAOXAUTE
® 3anyLleH NpoLecc 06HapYKeHNS...

o CTY

* HCS-10.1.14.150
* HCS-10.1.14.152
e HCS-10.1.14.153

* [MnepBMU3OPbI

o Hypervisor-10.1.14.150
* Hypervisor-10.1.14.151
® Hypervisor-10.1.14.152
» Hypervisor-10.1.14.153

. CPK
| « BUS-10.1.14.150

~ B npunoxeHune

v ToaknoyeHne ———— °OGHapy>KeHme

Pucynok 3.32 — [Ipouecc o6HapykeHust
00bexkTOB «I'opu3oHT-BC»

ITocrne 3aBepienus nporecca ooHapysxeHus (cM. Pucynok 3.33):
e BCE IlIary IOMEYar0TCs 3€JIEHBIM MAPKEPOM;
e B CIIUCOK IIAroB Jjo0asisieTcss HOBbIM MYyHKT «I'opu3oHT-BC ycnemHo noak04uén! »;
e BTOpOI1 3Tan «O0Hapy:KeHne» oTMedaeTCsl (IIaKKOM KaK PO ICHHBIH;
e CTaHOBUTCS JIOCTYITHOHM KHOTKa B npunoxexwue.

Jns nepexona B BeO-untepdeiic IlogcucreMbl MOHUTOPUHTA M Hayana pabOThl HaXaTb KHOIKY
B npunoxeHue. Ha skpaHe 10MmKHA OTKPBITHCSI OCHOBHAsI cTpaHHIa BeO-uHTepdetica [Toacucremsr
MoHuTOpuHra — paszaen «Cocrosinus» — «Ilnardopmar» (cm. Pucynok 3.34).
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Mopknrouenune k lopnsoHT-BC

Ansa panbHeliweld paboTbl ¢ CUCTEMOI MOHUTOPUHTa
HeobXxoaMMOo Npor3BecTy noakntoueHne Kk FfopnsoHT-BC.

® Topu3oHT-BC HailaeH, noxanyicta NofoxXAnTe
o [Mpouecc obHapyxeHWs 3aBepLueH

o CIY

® HCS-10.1.14.150
® HCS-10.1.14.152
® HCS-10.1.14.153

e Tunepeusopbl

® Hypervisor-10.1.14.150

® Hypervisor-10.1.14.151

e Hypervisor-10.1.14.152

o Hypervisor-10.1.14.153 %

. CPK
| * BUS-10.1.14.150

[ ® [opun3oHT-BC ycnewHo noakntoyén! ]

B npunoxeHue

v ToakntoueHue —[ v 06Hapy)KeHV|e]

Pucynok 3.33 — 3aBepuueHue npomecca 00HapyKeHHs
00bexToB «I'opuzoHT-BC»
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® oO6uwee cocronnme () admin

'\ Mpoueccopbl MNamaTe — Xpanunvuwe
BuigeneHo BuigeneHo 3aHATo
15% 12 56% 275.39 6.6% 334813
anep re e
CeoboaHo CeoboaHo CeoboaHo
. 216.2 47394,
12/80 anep 68.0 275.39/4916TB 6 334813/5074216TB 394.0
Anep i3 s
KoMnoHeHTb! CocToAHue yanos
(®  AnnapatHas CXO BUpPTyanbHbid  BUpPTyanbHble
Appec cry Mnepsuaop CPK 0O6opyaosaH1e
KOMMYTaTop MalM1HbI
e XpaHunuila AaHHbIX
a5 @ (] D 3 ]
AKTHUBHbIE COBbITHA
Oata
Cratyc  Yaen KOMMOHEHT 06bekT auana MpPOAOIKUTENEHOCTE OnucaHue
22.04.2024, MpeBbiweH NOpor: YUCNOo BUPTYAmbHbIX MALIMH
101145 Tlunepeu3op YMCNO BUPTYANbHLIX MaLIKMH 2/.1249.1m
12:56:36 » 20.0wTt
BupTyancHeie 22.04.2024,
101145 BM ubuntu 20.1249.11m BupTyaneHan MaluHa B cocTosHMM UNKNOWN
MaALKHB 12:56:43
BupTyankHeie 22.04.2024,
101145 BM initi-solo-platform 201249 1M, BupTyaneHan MawmHa 8 cocTosHun UNKNOWN
MaLIKHB 12:56:50
KonuposaHue BM: 24042024, YenewHoe peaepeHoe KonuposaquMe BM,
(/] 101145 CPK nvpoBaKiA 00,104, 47 M MIEUHOE PE3EPBHOE KOMVPOBaHH
orel-21213-06.05.2019_12.39 14:20:13 epems: 2024-04-2414:17:37
KonvposaHue BM: 24.04.2024, YenewHoe pesepeHoe Konuposadne BM,
® 0145 CPK 00.94.14M
hms_140_danila 15:53:16 Bpema: 2024-04-2415:49:37
Konuposarve BM: 24.04.2024, YcnelwHoe pesepeHoe konuposaHiue BM,
®@ ouss coRk HpoBaHA 00 8u4.22m ILHOS PEIEPEHOS KONVpORAKN
hms_140_urken 16:45:16 epewma: 2024-04-2416:40:38
24042024, YenewHoe pesepeHoe konuposadue Bi,
o 101145 CPK KonupoeaHue BM: hms_140-1 040.54.52m.
191517 Bpema: 2024-04-2419:12:38
PacxokaeH1e CUHXpoHM3aumMd  25.04.2024, MNpeBblweH nopor: PacxoxaeHue
101145 Twnepsuaocp A P 00 0u.31m il P A
BpemMeHn NTPD 00:36:35 CHHXPOHW3aLWMK BpemMeHn NTPD » 1.0sec

Pucynok 3.34 — OcHoBHasi crpanuna Bed-untepdeiica [logcucreMbl MOHUTOPUHTA IJI MOJIL30BATES
€ PoJIbI0 ATMHUHHMCTPATOP
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4 Hacrtpoiiku [TogcucTeMbl MOHUTOPUHTA

4.1 Hurerpamus CI'Y «I'opusont-BC» ¢ IlogcucreMoit MOHMTOPUHT A

4.1.1  Hacmpoiika nooknwuenusn Illoocucmemovt monumopunza k CI'Y

Jns npoBenenus uarerpaunun Cucremsl ['pynmnoBoro Ynpasnenus «I'opu3ont-BCy» ¢ [loacucremoit
MOHUTOpHHTIA C HCOGXOI[I/IMO BBIITOJIHUTD CICAYIOIIUC I[CI\/JICTBI/ISII

1) 3aiitu B BeO-unTepdeiic CI'Y «l'opuzont-BC» ¢ mpaBamu agmuHUCTpaTopa (cM. PucyHok
4.1).

Cuctema rpynnogoro ynpasneHus
“lopusonT-BC™

Bepcua: "1.5.1"

Pucynok 4.1 — Bxoxn B CI'Y «I"opu3ont-BC»

2) B BeO-unrepdeiice CI'Y «'opuzont-BC» B ocHOBHOM MeHIO HUHTepdeiica BbIOpaTh
nozpaszaen «Hacrpoiika cucrembn» — «Poan» (cM. Pucynok 4.2).

37



w FOPWU30HT-BC Ponu
CocTosHUe cUCTEMbI n

MawmuHb!
ID Ha3ssaHue
XpaHunuue
a 1 admy
CeTb %I
WndpacTpykrypa

HacTtpo#ka cuctembl
& [Monb3oBarenu

% pynnb

@, Cnucku KOHTpons

¥ HacTpoiiku

Pucynok 4.2 — Iloapa3zaen «Poym»

3) OTKpBITH HACTPOWKH CHCTEMBI, TOCTYITHBIE aMHUHUCTPATOPY, IIEIKHYB [10 HA3BAHUIO POJIH
admin (cm. Pucynok 4.3).

Itj rOPU30HT-BC Ponu
CocToAHMWE CUCTEMbI E Coxpanm

MawmHbI
Haasanue ponu
aHUnMwe )
P = admin
Cetb
WHdbpacTpykTypa BokoBoe MeHK
HacTpoika cuctemMbl
COCTORHME CUCTEMBI CeTb CNKCKN KOHTPONA
Monbsosatenu
& MaLumHbI BupTyanbHsle cetn Poru
& pynnei
BupTyanbHsle MalWHE! (BM) Tononorua cetu HacTpoiiku
@, CnMCKM KOHTpONA
La6nous! BM Mpynnbl GesonacHocTk [] PeaepaHoe konmposaHue
0 Ponmu
lNpaeuna pasmeLLeHnA WHbpacTpykTypa
£} HacTpoiku
BhICOKan 10CTYNHOCTL Knactepbi
CucTema rpynnosora YnpasneHne XpaHunuiLamm Yans
ynpaeneHua “TopuzonT-BC”
XpaHunuLa HacTpofika cucTeMbl
Q00 "WL, "Bappukaabl”
0O6paabl Monb3orarenu
daiins Pynnbl Nonb3oBaTened

CocTosiHMe CUCTEMBI v

Pucynok 4.3 — Bjiok HacTpoek 00K0BOH NMaHeJn
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4) B 6noke HacTpoek «bokoBoe MeHI0» yCcTaHOBUTH (taxkok MOHUTOPUHT (cM. Prucynok 4.3)
JUIs 0OTOOpakeHHuss B OOKOBOM MeHI0 mHTepdeiica pazaena « MOHUTOPUHTY» ¢ (DyHKIHEH
nepexoja B IloxcucreMmy MOHUTOpPHHTA.

5) IIpokpyTHTh CTpaHHIly HACTPOEK BHH3 10 Oi10ka HacTpoek «HacTpoiikm» (cM. Pucynok 4.4).

C @ (O ] w @ L @M @B S8 Qo I(S'QE

Tononorns cetu + X
Mpynnbl 6esonacHocTH «
MonbsoBartenwm «

Fpynnbi nonb3osarenen +

Pucynok 4.4 — Baok nacrpoek «Hacrpoiikm»

6) PackpeiTh 050k «HacTtpoiikm» u ycraHoBUTh B HacTpoiikax lMaHenu ¢uaxox HacTponku
moHutopuHra n CPK (cm. Pucynok 4.5) s BbIBOJa Ha 3KpaH TEKYNIMX MapaMeTPOB
unrerpaunu CI'Y c¢ Ilogcucremoit Mmonutopunra B pasuene «Hacrpoiika cucrembn —
«HacTpoikm».

&«

G@O& fk&ﬁ]‘.‘.@ﬁl/‘ﬁQnom I(SlﬁE

Monb3oBaTenu «

Fpynnbi nonb3oBarenen «

HacTtpoiku ~

Manenb OeicTBUA

Brnagka uHdopMaLmMi 0 HAaCTpORKax ObHoBNeHWe naponA
Bknapka KoHurypauum TNorvH-TokeH
Brnagka yueta MameHnTL A3bIK
Brknapka ayteHTUdUKaLmm I3MeHWTL Napons
Bknaaka CUCTEMHLIX JKYPHanNos MamennTs BUA

('] Brnagka o6Hoenenmin Kmou SSH

[ Brnagka LDAP INornx-TokeH

I %Hacrpomm MoHUTOpUHra 1 CPK ]

Pucynok 4.5 — Iloakiirouenne HacTpoiiku monuTopunra u CPK

Ecnu B 61oke «HacTpoiikn» B HacTpoiikax laHenu et mynkra HaCTPOMKU MOHUTOpPMHIa 1
CPK, To HeoOxomumo ymanmuth poib admin u3 crnmcka pojieii U OOHOBHTH CTPAHHUILY
unrepdetica. [Ipun 0OHOBIEHNY cTpaHUIBI POIb admin OyIeT aBTOMaTHYeCKH Iepeco3iaHa
Y HY)KHBIH TYHKT MOSIBUTCSL.

7) TIpoKpyTHTH CTpaHHIy HACTPOCK BBEPX M HakaTh KHONKY COXPaHUTb Ui COXpaHEHHUs
BHECEHHBIX M3MeHeHuH (cM. PucyHok 4.6).
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D FOPU30HT-BC

CocTosHue cucTemsl
MawuHb!
XpaHunve

CeTb

WHdbpacTpykTypa

HacTpolika cuctems:

Ponun

€= l CoXpaHUTb IE
@ -

Ha3asanue ponu

admin

BokoBoe MeHI

& admin

COCTOSIHME CACTEMBI CeTb CMWCKM KOHTPONA
Monb3oBaTenu
a MalumHb! BupTyansHLie ceTh Ponm
& rpynnei
BupTyarnkHsle MawmHbl (BM) Tononorus ceTn HacTpoiikn
&, Cnuckw KoHTpONS
LWa6nous! BM pynnkl BesonackocT ] PesepsHoe KonupoBaHue
0 Ponun
lNpaBuna pasmeLLgHnAa WncppactpykTypa IMOHWTOPUHT
¥ Hactpoiku
BbICOKaA JOCTYMHOCTL Knactephbl
CucTema rpynnogoro YnpasneHne XpaHunuiamm Yanb!

PucyHnok 4.6 — CoxpaHeHHe HACTPOEK

8) OO6HoBuTH cTpaHmily Opay3epa — B OCHOBHOM MeHIO BeO-uHTepdetica CI'Y nomkeH
oToOpasutcs HOBBIN pazaen «Mouutopunr» (cMm. Pucynok 4.7). Ecnu pa3znen B MeHIO He
0TOOpAa3MIICs, TO CJIEYyeT OUYUCTUTH KAIII Opay3epa.

9) lllenknyth 1o pasneny « MOHHTOPHHI» — HA 3KpaHE JIOJDKHO IOSIBUTCS OKHO JUIS BBOJA
anpeca [oxcucremsl MmonuTopunra «I'opu3oHT-BCy» (cM. PrucyHok 4.7).

10) Beectu ampec B dopmare: http://<ip-adpec noocucmemvr monumopunea> 16O
https://<ip-adpec noocucmemor monumopunea> v naxarb kHonky OK (cm. Pucynok 4.7).

@ 10.1.14.29

BeeauTe aapec CMCTeMbl MOHUTORMAHTE

htto//10.1 L

m (mena

PHCYHOK 4.7 —oae AJIsA BBOAa aJipeca MOACHCTEMbI MOHUTOPHUHIA

Ecnu ampec OblT BBeIEH MPaBWIBHO, TO MPOU30MIET aBTOMATHYECKHH MEepexoj Ha CTpPaHUIly
ayreHrudukanuu [Toacuctembr Mmoruropunra «I'opu3out-BC» (cm. Pucynok 4.8).
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Mopu3oHT-BC — MNoacucTeMa MOHUTOPUHra
L

“ Mimst nonb3oBaTens

Mapons

Bowtun

Pucynok 4.8 — OxHo ayreHTHDHUKATHT
IoacucTeMbl MOHUTOPUHTA

B pesynprare mpoBeaeHHbIX HacTpoek B BeO-uHTepdeiice CI'Y «l'opuzonT-BC» mpu BBIOOpE
pasjziena OCHOBHOIO MeHIO « MOHUTOPHHI OYyJIET OCYIIECTBIIATHCA aBTOMATHYECKUI ITepexo/] B BeO-
unrepodeiic [logcucremsr MonuTopunra «lopu3onT-BCy» mi1st BeimonHeHus: GyHKIUKH MOHHTOPUHTA
00bexkToB Cuctemsl BUpTyanu3auuu «"opuzoHT-BCy.

4.1.2  Peoaxkmuposanue aopeca nookawuenusn Iloocucmemvt monumopunza

Ecnu agpec [loncuctemMbl MOHUTOPUHTA ObLIT HEBEPHO YKa3aH aJpec WM B MPOLECCE IKCILTyaTaluu

TpeGyeTc;I €ro HU3MCHUTb, TO I PCHAAKTHPOBAHUSA ip-aﬂpeca HOI[CI/ICTGMLI MOHHUTOpHHI'A
H606XOI[I/IMO BBIITIOJITHUTDH CJIICAYIOIINEC I[GflCTBI/ISII

1) B BeG-unrepdeiice CI'Y «l'opusonT-BC» B OCHOBHOM MeHIO uHTepdeiica BbIOpaTh
nozpaszaen «Hacrpoiika cucremb» — «Hacrpoiikn» (cMm. Pucynok 4.9).

. & admin
TOPU3OHT-BC HacTpolikn
CoCTosHME CUCTEMBI . 20t
(i) i il % =] L = il
MawuHb! WUHdopmaums Kondurypauus OT4eTHOCTL AyTeHTucbrkaums HypHan OGHOBUTL Idap MoHuTopuHr 1 CPK
XpaHunuue
Cetb WHpopMauua
Wndpactpykrypa ID 0
HacTpoiika cuMcTeMbl HassaHue admin
& MMonb3sosatenu TMopAnek Tabnuus! = 4
P
1y T Habik uHTepdeiica u_RU €2
Cnwckun koHTpona

% > Pons admin =
DO Pommn

TOKEN_PASSWORD ©9b31990c446df1ec7720339dce6dad73391a084 & w
MoHuTOopUHI

PR ©

000 "L "Bappvkaat!

Pucynok 4.9 — Hactpoiika noakiarodenus k [loacncreme MOHMTOPUHTA
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2) Ilenkuyts mo Bkaaake MoHuTopuur u CPK. VkaszaTe B COOTBETCTBYIOIIEM ITOJI€ HOBBIN aapec
(cm. Pucynok 4.10) um maxkath kHONKYy WM3MeHUTb afgpec CMCTEMbl MOHWTOPWHra uist
COXPAHEHUS U3MEHEHUN.

& admin
TOPU3OHT-BC Hacrpoliku

CocTofHWe CUCTEMBI

(1] i il & =] L = al
MawnHb! VHdhopmaLus KoHdurypaums OT4eTHOCTb AyTeHTHMKALWA JKypHan OGHOBHTL dap MOHUTOPUHT U CPK
XpaHunuuwe

hitp//10.1.12.165|

Cets

WHdpacTpykTypa

HacTpoiika cuctembl

& Monssosarenu
385 Tpynnst

@, CnucKu KOHTpONs
0 Ponm

£} Hacrporiku

MoHuTOpUHI

PI/IcyHOK 4,10 - PeIlaKTPIpOBaHI/Ie aJipeca NoAKJIIYCHUs HO}ICHCTCMBI MOHMUTOPHHIA

Ecau nsmenenue aZipeca Mpou3onuIo yCreuHo, TO 1oa KHOIIKOH MOSIBUTCSA COO6H_ICHI/Ie «YCIICITHO»
Y U3MEHHTCS BT KHONKK M3MEHUTb aapec CUCTEMbI MOHUTOPUHTA (cM. Pucynok 4.11).

& admin
[OPU30HT-BC HacTtpo#ku

CocTosHMe cUCTEMBI

[ i il a B A = al
MawuHe! WHpopmauma Kondwvrypauus OT4eTHOCTL AyTeHTUdMKaUMA HKypHan OBHoBHTL dap MonuTopuHr u CPK

Xpanunuie

hitp://10.1.144 35
CeTb e

UHdpacTpykTypa ‘“.!aueumb anpec CUMCTEMbl MOHUTOPMHTa

HacTporika cucteMs!

yereLwHo
Monbsosatenu

.
'D

Mpynne!
Cnnckn KoHTRons

Ponn

- R

HacTponkn

MoHUTOPUHI

Pucynok 4.11 — YcenemHasi cMeHa JaHHBIX MOJKJII0OYeHUs

4.2 Hacrpoiika napaMeTpoOB CeTeBOr0 B3aUMO/1eiicTBUS

4.2.1  Hacmpoiuika oocmyna Iloocucmemvl MOHUmMOpuUH2a K 31eMeHmMam
«I'opuzonm-BC»

Jnis nonHonenHoro gyukiuonupoBanus [loncucremsr MonuTopunra «I"opuzoHT-BCy» HE0O6X01MMO
HACTPOUTH CUCTEMY OCTYIIOB B KOPIOPATUBHOM CETH, BKIIOYAIOIILYIO:

e joctyn Kk BeO-uHTepdeiicy [ToacucreMbl MOHUTOPHUHTA;

e joctym Ko BceM y3iaM CI'Y mo npotokony XMP-RPC;
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e noctyl Kk BeO-unrepdeiicy CI'Y;
e JIOCTYI Ha Bce runepsu3opsl o SSH.

JlaHHBIC [UTSI HACTPOIKHU JH0CTYNOB [1oICHCTEMbI MOHUTOPHHTA B KOPIIOPATUBHYIO CETh MPHBEICHBI
B Tabmune 3.1 (Mon IP o6o3nauaer IP-aapec nns [lomcucteMpl MOHUTOPUHTA).

HaCTPOﬁKa JOCTYIIOB B KOPIIOPATUBHYIO CETh OCYHICCTBIIACTCA CETEBBIMU AAMUHUCTPATOPaAMMU.

Ta6auna 4.1 — IlapameTpsl HACTPOHKH CUCTEMBI JOCTYNOB B KOPINOPATHBHOI ceTH

Ne | Anpec Anpec opt IIpotoxoa Onucanue
HCTOYHHKA Ha3HAYCHUus Ha3HaAYE€HUsA B3aHMOHeﬁCT
BUA
1 | ITonb3oBatens| Mon IP* tcp/80 HTTP Hoctyn k BeO-uHTEpdEiicy
CHCTEMBI CHCTEMbI MOHUTOPHHTA
2 | Ilons3oBatens| Mon IP* tcp/443 HTTPS JHoctym k BeO-unTepdeiicy
CHCTEMBI CHCTEMBI MOHUTOPHHTA T10

3alMUIICHHOMY KaHally

2 | MonlIP Bce CIT'Y tcp/2634 XML-RPC | IlonyuyeHue naHHBIX
(HTTP) MOHHUTOPHHTA OT BCEX Y3JIOB,
rae ycraHosieH CI'Y

3 | MonIP Bee CTY tcp/443 HTTPS [TpoBepka gOCTYIMHOCTH BEO-
unrepdeiica CI'Y
4 | Mon IP Bce tcp/22 SSH [Tonydenue gaHHBIX
TUTICPBH30PBI MOHHTOPHHTA OT BCEX
THIIEPBU30POB

* — nasHaueHHbld [P-anpec mist [loacucTeMbl MOHUTOPUHTA.

4.2.2  Hacmpoiika oocmyna Iloocucmemvl monumopunza Kk 0060py0osanuio

[Tpu HeoOxomumoctu ¢ mnomomibio [loxcucrembl MonHuTOpHHra «l'opu3oHT-BC» BO3MOXKHA
OpraHM3aisi MOHHUTOPUHIa OO0OpyIOBaHHUS, Ha KOTOPOM pa3MellieHbl O00BeKThl CucTemsl
Buptyamuzanun  «l'opuzoHT-BC». B3aumoneiictBue ¢ 000pyAOBaHMEM OCYIIECTBISETCS 10
nporokoiy IPMI winu ¢ ucnonbp3oBanreM yTuiautel Ping.

Jannble 1yig HacTpoiiku B3aumojeictBus IloacucremMbl MOHMTOpUHTA € 00OpYyJIOBaHHEM IO
nportokony IPMI npusenenst B Tabnune 3.2.

HaCTpOﬁKa B3aumonaecTeus Ilogcucremel MOHUTOpHHTA C O60py,ZLOBaHI/IeM OCYHICCTBIIACTCA
CCTCBbIMU AAMUHUCTPATOPAMMU.

Ta6uuna 4.2 — IlapameTpsl HacTpoiiku B3aumoeiicTBus IlogcucreMbpl MOHUTOPUHTA ¢
odopynoBanueM «I'opuzont-BC»

Ne | Anpec Anpec opT IIpoToxoa Onucanue
HCTOYHHKA Ha3HAaYCeHUA Ha3HAYEeHUA B3auUMOJACHUCT
BUSA
1 | Mon IP* [1naTe udp/623 IPMI Omnpoc mapamMeTpoB GU3HUECKUX
yIpaBJICHUS cepBepoB «I'opuzonT-BC» 1o
duznuecKkum IPMI
Y CepBEpaMu
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* — nasHaueHnbld [P-aapec mist [logcucreMbl MOHUTOpPHHTA.

4.2.3  Hacmpoiika oocmyna Iloocucmemsl MoHUmMOpUuHza K CMopoHHUM
cucmemam

[Ipu HEOOX0IMMOCTH BO3MOXHA Tiepeiaya JaHHbIX ¢ [logcucreMbl MonutopuHra «I'opu3zonT-BC» B
CTOPOHHHUE CHCTEMBI, TaKHe Kak: Zabbix, syslog-cepep u SNMP-cepsep. st peaniuzaiuu rnepegaqn
JAHHBIX HY>KHO OTKPBITh JIOCTYM K JAHHBIM CUCTEMAaM U BBIOJIHUTH CJIEAYIOLINE HACTPOUKHU:

e HACTPOWKY B3aUMOJICHCTBHS C cHCTeMOl Zabbix;
e HACTPOWKY B3aUMOJCUCTBHS Ha OCHOBE SYSI0Q-cooOeHwmii;
e HACTPOMKY B3aMMOJAEHCTBHS 110 npoTokoixy SNMP (trap-coObrtus).

JlanHble 17151 HACTPOUKH B3auMoeicTBus [loacrucTeMbl MOHUTOPUHIA CO CTOPOHHUMM CUCTEMAMHU B
KOPITIOpaTHBHOM ceTH npuBeneHs! B Tabmure 3.3.

HaCTpOﬁKa BSaHMOﬂCﬁCTBHH HOI[CI/ICTGMBI MOHHUTOpHUHIA «FOpI/ISOHT'BC» C CUCTEMaMHU N3 COCTaBa
KOpHOpaTI/IBHOI\/JI CCTU OCYHICCTBJIACTCA CCTECBBIMU AAMUHUCTPATOPAMMU.

Ta6auna 4.3 — [lapameTpbl HacTpoiiku B3anmoaeiictBus IlogcucTeMbl MOHUTOPHHIA CO CTOPOHHUMU
cHucTeMaMu

IIpoToxo.a
Ne Anpec Anpec Topr B3aumojeiict | Onucanue
HCTOYHHUKA Ha3HaAYCHUsA Ha3HaA4YCcHUA T
1 | Mon IP* Zabbix server | tcp/443 REST APl | Toctymn k API Zabbix
(HTTPS)
2 | Mon IP Zabbix server | tcp/10051 HTTP Hoctym k Zabbix trapper s
nepcaadu HSMepeHI/Iﬁ 10 XO0CTaM
3 | MonlIP Syslog server | udp/514 Syslog IMepenaua syslog-cooOmieHmii
protocol
4 | Mon IP SNMP server | udp/162 SNMP [Tepenaua trap-coObITHI 11O
SNMP

* — naznaueHHsbIi [P-aapec nns [loncucteMbl MOHUTOPHHTA.

4.3 3amena cepruduxara SSL/TLS
3amena ceptudukara SSL/TLS Tpebyercs B CACAYIONMX CITydasx:

e HEOOXOJUMO 3aMEHUTh CaMOIOANMCAHHBIN cepTU(UKAT, TEHEPUPYEMbIN 110 YMOIYAHUIO HpU
ycraHoBke IloacucTeMbl MOHUTOPHUHTA,

e HE00X0IUMO OOHOBUTH CepTU(UKAT, CPOK JEHCTBHS KOTOPOTO UCTEK.

Jns 3amensl ceptudurara SSL/TLS nns BeG-cepepa [loacucTeMbl MOHUTOPHHTA HEOOXOIMMO
BBITIOJIHUTH CJICTYIONIYIO TOCIEA0BATEILHOCTD IEUCTBUIN:

1) TloaroToBUTH HOBBIE CEPTUPUKATHI — EPET HAYAIOM IpoIecca YOSIUThCS, YTO Y TOCTYITHBI:
- HOBBIN cepTUdUKAT: (pailin qoHKEeH UMETh Ha3BaHHe cert. pem;
- HOBBIN IPUBATHBIN KITIOY: (ails 10JKeH nMeTh Ha3BaHue key . pem.

2) OcraHoBUTH paboTarolinii KOHTeHHEp ¢ BeO-cepBepoM [logcucTeMbl MOHUTOPUHTA, YTOOBI
6e301acHO OOHOBUTH CEPTU(UKATHI:
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docker stop frontend

3) CkomnupoBaTh HOBbIEC CepTU(DHUKAT U KIIFOY B KOHTCHHED, BBIMIOJIHUB CIICAYIOIINE KOMAHIbI:

docker cp cert.pem frontend:/etc/ssl/certs/cert.pem

docker cp key.pem frontend:/etc/ssl/private/key.pem

4) Tlocne konupoBanus (ailyioB mepe3anycTuTh KOHTEHHEP:

docker start frontend

5) IlpoBeputh, uTO cepTHdUKATHl ycnemHo OOHOBJIEHBI W BeO-cepBep NQINX paboraer
KOppekTHO. J1yist 3Toro OTKpBITH BeO-cTpanuity uepe3 HTTPS IToacucrtemMbl MOHUTOpPHHTA B
Opay3epe 1 IpOBEepUTH HHPOPMAITUIO O cepTU]HKATE.

4.4 Ycranoska arentoB QEMU-Guest-Agent

441 Obwue ceeoenusn

Jns obecrieueHust BceX BO3MOYKHOCTEH MOHHUTOPHHTA BUPTYaJIbHOW MAIIWHBI C MCIIOJIB30BaHUEM
[Toncucrembl MoHuTopuHra «l'opu3zoHT-BC» Heobxomumo Hamuuue B coctaBe OC BUpPTyaIbHOM
MamuHbI cienuansHoro arenta — QEMU-Guest-Agent (manee Arenr).

Ecim B coctaB OC naHHBII ATEHT HE BXOJIUT, TO €ro HaJl0 YCTaHOBUTb. Huke npuBeneHsl
MHCTPYKIIMU IO YCTaHOBKE ATEHTOB Ha paclpocTpaHEeHHbIe poccuiickue n OpenSource Bepcun
Linux.

4.4.2 Yemanoeka azenmoe
4.4.2.1 OC Ubuntu
1. Ubuntu 22.04 LTS:

Cxkayath ¢aii JIFo0bIM yI0OHBIM CIIOCOOOM U PA3MECTUTH €T0 B JOMAIITHIOK JUPEKTOPHUIO:

http://archive.ubuntu.com/ubuntu/pool/universe/q/gemu/gemu-guest-agent 6.2+dfsg-
2ubuntu6.21 amd64.deb

B SSH ceccuu BbIMOAHUT C MpaBaMu aJIMUHUCTPATOPA:

sudo dpkg -i ~/gemu-guest-agent 6.2+dfsg-2ubuntu6.21 amd64.deb

2. Ubuntu 20.04 LTS:

Ckauartsb (aii m00bsIM y100HBIM CIOCOOOM M Pa3MECTUTh €T0 B IOMAILHIOI TUPEKTOPHIO:

http://archive.ubuntu.com/ubuntu/pool/universe/q/gemu/gemu-guest-agent 4.2-
3ubuntu6 amd64.deb

B SSH ceccuu BBINONMHUTD C TpaBaMu aIMUHUACTPATOPA:

sudo dpkg -i ~/gemu-guest-agent 4.2-3ubuntu6_amd64.deb
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3. Ubuntu 18.04 LTS:

Ckauatp (haiiin 1100bIM y1OOHBIM CIIOCOOOM U Pa3MECTHTh €r0 B JOMAIIHIOI TUPEKTOPHIO:

http://archive.ubuntu.com/ubuntu/pool/universe/q/gemu/gemu-guest-agent 2.11+dfsg-
lubuntu7.42 amd64.deb

B SSH ceccun BbINOAHUTH C IpaBaMu aJIMUHUCTPATOPA.:

sudo dpkg -i ~/gemu-guest-agent 2.11+dfsg-lubuntu7.42 amd64.deb

4.4.2.2 OC CentOS/ Fedora/ RHEL
1. CentOS 9/Fedora 39/RHEL 9:

Ckauatp (haiisn 1r00bIM y100HBIM CIIOCOOOM U PA3MECTUTH €T0 B JJOMAIIHIO JTUPEKTOPHIO:

https://mirror.stream.centos.org/9-stream/AppStream/x86 64/os/Packages/gemu-
guest-agent-8.2.0-11.e19.x86 64.rpm

B SSH ceccuu BbINOTHUTH C ITpaBaMu aIMUHUCTPATOPA:

rpm -iv ~/gemu-guest-agent-8.2.0-11.e19.x86 64.rpm

2. CentOS 8/Fedora 25/RHEL 8:

Ckauarts (haiiin 100bIM yIOOHBIM CIIOCOOOM B Pa3MECTUTh €T0 B IOMAIITHIOK TUPEKTOPHIO:

http://mirror.centos.org/centos/8-stream/AppStream/x86 64/os/Packages/gemu-guest-
agent-6.2.0-49.module el18+991+097el56d.x86 64.rpm

B SSH ceccuu BbINOTHUTH C ITpaBaMu aIMUHUCTPATOPA:

rpm -iv ~/gemu-guest-agent-6.2.0-49.module e18+991+097e156d.x86 64.rpm

3. CentOS 7/Fedora Rawhide/RHEL 7:

Cxkavath ¢ain J1r00bIM yI00HBIM CIIOCOOOM U PA3MECTHTH €0 B JOMAIIIHIOK JUPEKTOPUIO:

http://mirror.centos.org/centos/7/0s/x86 64/Packages/gemu-guest-agent-2.12.0-
3.e17.x86 64.rpm

B SSH ceccuu BBIOTHUTE C TpaBaMu aIMUHHUCTPATOPA:

rpm -iv ~/gemu-guest-agent-2.12.0-3.el7.x86 64.rpm

4.4.2.3 OC Debian

1. Debian 12:

Cxkagats ¢aiin JIFo0bIM yI0OHBIM CTIOCOOOM U PA3MECTHUTH €T0 B JOMAIITHIOK JUPEKTOPHUIO:
http://ftp.de.debian.org/debian/pool/main/qg/gemu/gemu-guest-agent 7.2+dfsg-
7+debl2u5 amd64.deb

B SSH ceccuu BRIMOHATH C TTpaBaMu aJMUHUCTPATOPA:

dpkg -1 ~/gemu-guest-agent 7.2+dfsg-7+debl2u5 amd64.deb
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2. Debian 11:

Ckauatp (haiinn 1r00bIM y10OHBIM CIIOCOOOM U Pa3MECTUTH €T0 B JJOMAIIHIO JUPEKTOPHIO:

http://ftp.de.debian.org/debian/pool/main/q/gemu/gemu-guest-agent 5.2+dfsg-
11+debllu3 amdo64.deb

B SSH ceccuu BbINOMHUTH C ITpaBaMu aIMUHUCTPATOPA:

dpkg -i ~/gemu-quest-agent 5.2+dfsg-11+debllu3 amd64.deb

3. Debian 10:

Ckauartsb (aiin m00bsIM y10O0HBIM CIOCOOOM U Pa3MECTUTh €T0 B IOMAILHIOI TUPEKTOPHIO:

http://ftp.de.debian.org/debian/pool/main/qg/gemu/gemu-guest-agent 3.1+dfsg-
8+debl0u8 amdo4.deb

B SSH ceccuu BBINOTHUTE C TpaBaMu aIMUHUCTPATOPA:

dpkg -1 ~/gemu-guest-agent 3.1+dfsg-8+debl0u8 amd64.deb

4.4.2.4 OC cemeiicta Windows
Yepes Opaysep ckauaTh ¢aiin:

https://fedorapeople.org/groups/virt/virtio-win/direct-downloads/archive-
virtio/virtio-win-0.1.248-1/virtio-win-guest-tools.exe

3amycTUTh CKauyaHHBIN (aiin ¢ mpaBaMu aAMMHHUCTPATOPA.

4425 OC Astra Linux
1. Astra Linux (obwas uncmpykyust 051 GkmyaibHbiX epCuil):

Ckauartsb (aiin 1006IM yI00HBIM CIOCOOOM M pa3MECTUTH €0 B IOMAILIHIO TUPEKTOPHUIO:

https://dl.astralinux.ru/astra/stable/2.12 x86-
64/repository/pool/main/q/gemu/gemu-guest-agent 2.8+dfsg-6+deb9ul7 amd64.deb

B SSH ceccun BBINOIHUTE C IpaBaMU aIMHUHHUCTPATOpa:

dpkg -1 ~/gemu-guest-agent 2.8+dfsg-6+deb9ul7 amd64.deb

2. Astra Linux Cmonenck

[TakeTsl areHTOB NOCTYIHBI TOJIBKO B odunmanpHoM ISO gucTpuOyTHBe, W PACIIOIOKEHBI TI0
CIENYIOLIUM MYTIM:

/media/cdrom0/pool/main/q/gemu/gemu-guest-agent 7.2+dfsg-4.astra.se6 amd64.deb
/media/cdrom0/pool/main/n/numactl/libnumal 2.0.12-1 amd64.deb
/media/cdrom0/pool/main/libu/liburing/liburingl 0.7-3~bpol0+1l amd64.deb

B SSH ceccun BbIMOIHUTS C MpaBaMu aIMUHUACTPATOPA:

sudo dpkg -i ./liburingl 0.7-3~bpol0O+l amd64.deb
sudo dpkg -i ./libnumal 2.0.12-1 amd64.deb
sudo dpkg -i ./gemu-guest-agent 7.2+dfsg-4.astra.se6 amd64.deb
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4426 OC RedOS
1. RedOS 8:

Ckauats (haiisisl JIFOOBIM YAO0OHBIM CITIOCOOOM U Pa3MECTUTh UX B IOMAIIHIO TUPEKTOPHIO:

https://repol.red-soft.ru/redos/8.0/x86 64/0s/liburing-2.0-3.red80.x86 64.rpm
https://repol.red-soft.ru/redos/8.0/x86 64/0s/gemu-guest-agent-8.2.0-
1.red80.x86_ 64.rpm

B SSH ceccuu BbINOMHUTH C ITpaBaMu aIMUHUCTPATOPA:

rpm -iv ~/1liburing-2.0-3.red80.x86 64.rpm
rpm -iv ~/gemu-guest-agent-8.2.0-1.red80.x86 64.rpm

2. RedOS 7 (redos-MUROM-7.3.1-20220225.0),

Ckauartsb (haiiiasl 1I00bIM YA0OHBIM CIIOCOOOM U pa3MECTUTh UX B IOMAIIHIOI TUPEKTOPHIO:

https://repol.red-soft.ru/redos/7.3/x86 64/o0s/liburing-0.7-1.el17.x86 64.rpm
https://repol.red-soft.ru/redos/7.3/x86 64/0os/gemu-guest-agent-7.2.7-
0.15.e17.x86_64.rpm

B SSH ceccuu BbINOTHUTH C TpaBaMu aIMUHUCTPATOPA:

rpm -iv ~/1liburing-0.7-1.el17.x86 64.rpm
rpm -iv ~/gemu-guest-agent-7.2.7-0.15.e17.x86 64.rpm

4427 OC AlterOS
1. AlterOS 7.5 (70po 5.16):

Cxkayath ¢aiin JIro0bIM yI0OHBIM CIIOCOOOM U PA3MECTHTH €T0 B JJOMAIIIHIOIO TUPEKTOPUIO:

http://repo.alter-os.ru/alteros/7/0s/x86 64/Packages/gemu-guest-agent-2.8.0-
2.el7.alteros.x86 64.rpm

B SSH ceccun BBINOIHUTE C IpaBaMU aIMHUHHUCTPATOpa:

rpm -iv ~/gemu-guest-agent-2.8.0-2.el7.alteros.x86 64.rpm

4.4.2.8 OC POCA (ROSA)
1. POCA «®PEIII» (ROSA Fresh)12.5

Ckauartsb (ailiisl 1I00bIM YA00HBIM CLIOCOOOM U pa3MECTUTh UX B IOMAILIHIOI TUPEKTOPHIO:

http://mirror.rosalinux.ru/rosa/rosa2021l.1/repository/x86 64/main/release/lib64ur
ing2-2.1-1-rosa2021.1.x86 64.rpm

http://mirror.rosalinux.ru/rosa/rosa2021.1/repository/x86 64/main/release/gemu-
guest-agent-7.2.7-2-ro0sa2021.1.x86 64.rpm

B SSH ceccuu BBIOJHATH C TpaBaMyu aJMUHUCTPATOPA:

rpm -iv ~/1ib64uring2-2.1-1-rosa2021.1.x86 64.rpm
rpm -iv ~/gemu-guest-agent-7.2.7-2-r0sa2021.1.x86 64.rpm
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2. POCA «XPOM»y:

Ckauatb (hailiibl TI00BIM YIOOHBIM CIOCOOOM U Pa3MECTHTh UX B JIOMAIIHIOKO JUPEKTOPHIO:

http://mirror.yandex.ru/rosa/rosa2021.1/repository/x86 64/main/release/lib64uring
2-2.1-1-ro0sa2021.1.x86 64.rpm

http://mirror.yandex.ru/rosa/rosa2021.1/repository/x86 64/main/release/gemu-
guest-agent-7.2.7-2-rosa2021.1.x86 64.rpm

B SSH ceccuu BbINOMHUTH C ITpaBaMu aIMUHUCTPATOPA:

rpm -iv ./lib64uring2-2.1-1-rosa2021.1.x86 64.rpm
rpm -iv ./gemu-guest-agent-7.2.7-2-r0sa2021.1.x86 64.rpm

443  3anyck Azenmoeé npu cmapme Iloocucmemovt monumopunza

Jns 3amycka AreHtoB (s Bcex Bepcuit Linux) mpu crapre Ilogcuctembl MOHHTOPHHIA
PEKOMEH/1yeTCsl BBINOJIHUTD CIIEIYIOIEe KOMaH/IblI:

1) TIpoBepka ycTaHOBICHHO BepcHH ATEHTA:

sudo gemu-ga -V

2) 3amyck v aBTO3aIyCK ATE€HTa IPU CTApPTE CUCTEMBI:

sudo systemctl enable --now gemu-guest-agent

3) IlpoBepka ctaryca AreHra:

sudo systemctl status gemu-guest-agent

444  Jlononnumenvhuie Hacmpoiiku 0is OC na ocnoge CentOS
Homnonaenne mo OC Ha ocHoBe CentOS:

Ha Bupryanpneix Mammuax ¢ CentOS wHorma mo ymoigaHwio 3a0JIOKMPOBaHAa BO3MOXKHOCTB
BBINOJIHEHHS] BHYTPEHHUX KOMaHJ, JJIsl UX BKJIIOUEHHs Ha TOCTEBOM MalllMHE B MaIke

/etc/sysconfig/gemu-ga BBINOIHUTH CIEAYIOUIME KOMaH/bI C IPaBaMy aAMUHHUCTpATOpa:

1) B nepemennyio FILTER_RPC_ARGS nonucath uepe3s 3amsaTyro: guest-exec,guest-exec-
status .

2) Tlepesamyctuth cepsuc: systemctl restart gemu-guest-agent

49



S5 Be0-unrtepdeiic IloncucreMbl MOHUTOPUHTA. DYHKITUN
aJIMMHUCTPATOPA

5.1 OOmue nanHble 0 BeO-unTepeiice IlogcucreMbl MOHUTOPUHTA

Be6-unrepdetiic [ToacucreMbl MOHUTOPUHTA COCTOUT M3 CICAYIOIIUX pa3zesoB (cM. Pucynok 5.1):

1) Pasgen «CocTOSTHMS» — COCTOUT M3 CICAYIOIIUX MOIPa3IeIOB:

«Ilnardopma» — mnoapasnen sBISETCS CTAPTOBOM cTpaHUIEeld BeO-uHTEpderica
[Toncucremsr MonuTOpUHTA. [IpencraBuser co6oit MpUOOPHYIO MAHETh U 00ECIICYNBACT
oToOpaxeHue cBojHON mMHPopManuu mo odbektam «l opuzoHT-BC» B rpaduyeckom
Buze (cm. Pucynok 5.1).

«O0opynoBanue» — TOIpa3fes TNPEACTABISCT Co0OM MNpHOOPHYIO TMaHENh |
npelHa3HayeH JJi KOHTPOJs paboThl pa3IUMYHBIX THUIIOB OOOPYJOBAaHHS B COCTaBe
«I"opuzoHT-BC».

«Hocutenun undopmamum» — moapasien npeacTaBiseT codoit mpuOOpHYO MaHENb U

MIpeIHa3HAYEH Il KOHTPOJISI pabOThI pa3IudHBIX TUIIOB HOCHTENCH HH(POPMAIINH, TAKHX
kak: RAID maccussl, xxéctkue AUCKH, (Ien-HaKOTUTEIH

2) Paznen «IIpon3BOAMTESBHOCTH» — COCTOHT M3 CIEIYIOIIUX IT0IPA3IEIIOB:

«Ilmargopma» — mnpeaHasHaueH JUISI  OPOCMOTpa  CBOJHBIX  JIAaHHBIX O
MPOU3BOIUTENBHOCTH MIaTPopmbl «I opru3oHT-BC».

«'mnepBu30pb — MpeHA3HAYEH JJIS IPOCMOTpa JAaHHBIX 0 paboTe TMIIEPBU30POB HA
y3nax wiatopmsl «'opu3zoHT-BCy».

«BupryajibHble MAIIMHbDY — MIPEeIHA3HAUEH U TPOCMOTpPA JaHHBIX 0 pabote BM B
coctaBe m1atdopMsel «I opu3zoHT-BC».

3) Paszgen «OTY€THI» — COCTOUT M3 CIEAYIOIIUX MOAPa3/IeiIoB:

«CoObITHSI» — 00€ecreunBaeT 10CTYI MoJib3oBaTens K JKypHany coObITuii
[Toacuctemsl, B KOTOpOM 0TOOpaxkaroTcst coObITHsI co cratycamu Kputnueckas owmnbka
(€) u Npepynpexpenne (), mpousomieamme Ha 00bekTax «I opu3oHT-BCy;
WH(POPMAIMOHHBIE COOOIICHUS O MTPOU3OMIEANINX B CHCTEME BaXKHBIX COOBITHSX,
HanpUMep, COOBIIEHHUs 00 YCIIENHOM pe3epBHOM KonupoBanud BM (@ ).

«I[Ipou3BOAUTENLHOCTB) — TpeAHa3HayeH I (OPMUPOBAHUS U BBITPY3KH U3
[ToncucTeMbl MOHUTOPUHTA OTYETOB O NMPOU3BOIUTENBHOCTH TAKMX 00bEKTOB CHCTEMBI
BUPTYaJIU3alMH KaK MaaT(opmMa, THIepBU30pbl, BUPTYaIbHbIE MAIIMHBI.

«/JlmarmocTuka» — InpeaHazHadyeH Uil (GopMupoBaHus M BbITpY3kH U3 Iloacucremsl
MOHMTOPHMHTA JIMarHOCTUYECKUX OTYETOB cocTosiHUs Cucrtembl BUPTyalnu3aluu
«T"opuzoHT-BC» 1M BXOAfIMIKMX B COCTaB KOMIIOHEHTOB B (opmare .txt. OTdersl
npeIHa3HayYeHbl ISl YIPOIIEeHUs U 6osee 3pPeKTUBHOIO B3aUMOJIEHCTBUS € CIyK00i
TEXHUUECKOH nojaepxku I'opnzont-BC.

4) Pazgen «A}:[MHHP[CTpHpOBaHI/Ie» npeaAHa3HA4YCH JIA pa6OTLI MMOJIB30BaTCIIsl C IMpaBaMU
AIMUHHUCTpATOpPAa U BKIIIOYACT CICAYIOIINEC MMOAPa3aACiibl:

«IHoab30BaTe Ny — npeaHasHauCH I YyHOpaBJICHUS I1OJIb30BaATCIAMHA HO)ICI/ICTeMI)I
MOHUTOPHHTA.

«O0opynoBanmne» — TpeIHA3HAYeH s HACTPOWKM MOHMTOpPUHIa 00OpYyIOBaHUS
«"opuzonT-BC» 1o nporokony IPMI;

«YBeaoMJIeHUs» — MpeJHa3HaueH sl HaCTPOMKHU MpaBuil OTIPaBKU YBEJOMJICHUH B
[Toncucreme MOHUTOPUHTA.

«Tpurreps» — npeqHa3HAa4YeH Ui CO3JAHHUS U HACTPOWMKM INPABUI OTCIEKHUBAHUS
(TpUTTEpOB), TMO3BOJSIOUIMX KOHTPOJIMPOBATH JIOCTH)KEHHWE TIIOPOTOBBIX 3HAYCHHM
pa3ianuHbIX MeTpuk CucteMsl BUpTyann3anuu «I opu3oHT-BC».
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- «Hacrpoiiku» — TnpegHa3zHayeH Ui TpoBeAeHHUs HacTpoiiku Iloacucremsl
MOHHUTOPHHTA, a TaKKe cOpoca CUCTEMBI U MOJKIIoueHus K nHomy CI'Y.

Jlnst mosib30BaTelIs ¢ POJIbIO aJIMUHUCTPATOP JOCTYITHBI Bee pasneisl BeO-unTepdeiica [loacucreMbr
MoHuTOpuHra. HenocpenctBeHHO it  paOOThl  aAMUHUCTpATOpa IMpeAHA3HAYEH pas3feln
«AIMHUHHCTPUPOBaHMe» U ntoApazaen «OT4érbdy — «/Inarnocrukay.

[TonpoGHOE onucanue Bcex paszaenoB BeO-unTepdeiica [ToacucreMb MOHUTOPUHTA (KpOME pa3feria
«AJIMUHUCTPUPOBAHKEY) U MPaBUiIa pabOThI PUBEACHBI B TOKyMeHTe «/lodcucmema MoHUmMopuHaa
«lopuzonm-BCy. Pyxosoocmeo noniv3osamens».

~
@ O6wee coctosHne () Cy " ) admin |
MNpoueccopsl Namate — XpaHunuwe
Beinenexo Beinenexo 3auATo
34.5% 276 49.9% 2513 8.5% 44972
anep rs e
CeoBoaHo CeoBonHo CeoboaHo
276180 spep 52.4 251.25/503.4T6 2521 449718/ 53207.01T6 487098
fnep re re
KoMnoHeHTbI CocToaHWe y3noB

@  AnnapatHan CXO BMpPTYankHii  BUpTyankHbie
Appec cry rvnepexaop CPK O6opynoeaH1e
KOMMYTaTOp MalHbI

©  Xpanunuwa nanHbIx

101145 [] (] (] (] D 7 ®

AKTHBHbIE COBBITUA

[uarHocTvka

o AnavHK

Data
Cratyc Yaen KoMnoHeHT O6bekT MpoAoNKMTENEHOCTL OnucaHue
Havana

BupTyancHble BM issabel5-USB-DVD- 27.06.2024,
MalLMHB x86_64-20240430_PBX 12:02:36

101145 0n.04.30M. BurpTyansHas MawmHa B cocToaHWM UNDEPLOYED

BupTyansHsie BM debian-amdé4- 27.06.2024,
0065 PTYENeHY R 00.04.30m BUPTYaNLHaA MalLMHa B COCTOAHMM UNDEPLOYED
MalLMHbI netinst-3cx_v18 12:02:41

BupTyansHble BM SNG7- 27.06.2024,
101145 ) 0R.04.30Mm. BupTyansHasa malumha B cocToaHu UNDEPLOYED
MalUMHBI PBX16-64bit-2306-1_FreePBX 12:02:43

BupTyanoHoie BM debian-amd64- 27.06.2024,
100145 MPTYANGHE ' 0n.04.30Mm. BupTyansHan MawmHa B cocToaHw UNDEPLOYED
MaLWMHBI netinst-3cx_v20 12:02:54

Pucynok 5.1 — CraproBas crpannua Beo-unrepgeiica IloacucreMmbl MOHUTOpUHTA (MPH
HcnoJib30Banuu npooHoii Bepcuu I1O IMogcucreMbl MOHUTOPUHTA)

[Tocne yctaHoBku 1 HacTpoiku [logcrcTeMbl MOHUTOPHUHTA U MTOAKIIIOUEHUS K Hell «I"oprn3oHT-BC»
(cM. 1.3) moyp30BaTeNb C POJBI AJMHHUCTPATOpPa MNEPEeXOAUT Ha OCHOBHYIO CTpaHMIy BeO-
unrepdeiica [logcucremsr MoHuTOopHHTra — pazaen «Cocrosaus» (cM. Pucynok 5.1).

5.2 TIlepeuenb ¢QyHkuuii agMunHucTparopa B Bed-uHTepgeiice IMoacucrembl
MoHuTopuHra «l'opuzonT-BC»

OcHoBHbIe (YHKITUN aIMUHUCTpaTopa npu padote B [logcrcreMe MOHUTOPUHTA!
1) Vmupasnenue MIOJIb30BaTEISIMA TToncucreMsl MOHUTOPHHTA — MoIpa3 e
«AnmuHucTpupoBanmne» — «Iloab3oBaTeam».

2) Hactpoiika MOHHTOpPHHTA COCTOsIHUSL 000opynoBanus «I"opu3oHT-BCy» mo nporokoiy IPMI
WK C UCTIONIb30BaHueM Ping — moapasaen « AaMuHUCTpUpoBanue» — «O0opy1oBaHune».

3) Hactpoiika mpaBujI OTIIPABKH MTOJIb30BATEISAM YBEIOMICHHH O COOBITHSIX, TPOU3OIIE/IIINX B
[Toncucreme MOHUTOPUHTA — MOAPA3AET «KAAMUHUCTPUPOBAHNE» — «Y BeIOMJICHUSD).
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4) Co3maHvie W HACTpOWMKa TMpPaBWI OTCJICKHBAHHS, MO3BOJISIONINX KOHTPOJIUPOBATH
JOCTUXKEHUE TIOPOTOBBIX 3HAYEHMM pa3IuuHbIX MeETpuK CucTeMbl BHUpTyalu3aluu
«"opuzoHT-BC» — noapasnen « AIMUHUCTPUPOBaHUEe» — «Tpurrepbi».

5) Hacrpoiika noaxiIto4eHns K Mo4ToBoMy cepBepy IlojcrcTeMbl MOHUTOPHHTA — OAPA3IeI
«AnmMuHHCcTpUpOBaHHe» — «HacTpoiikn».

6) Hactpoiika wWHTerpammu ¢ CHCTEMOH  MoHUTOpHHra Zabbix —  moapasuen
«AaMuHucTpUpOBaHue» — «HacTpoiikmuy.

7) Hacrpoiika oTIpaBKd 3a)MKCUPOBAHHBIX COOBITHI MO TPOTOKOIY Syslog — moapasnen
«AnMuHHCTpUpOBaHHe» — «HacTpoiikn».

8) Hacrpoiika ornpaBku 3aduKcUpoBaHHBIX cOObITUH B Bujae SNMP trap cooOmenmii —
nojpaszien «AAMUHHCTpUpoBaHue» — «Hacrpoiikm».

9) Hsmenenue yuérnoii 3amucu (Y3), ucrmonszyemoit st noakiarouenus k CI'Y — moapasaen
«AnMuHHCTpUpOBaHHe» — «HacTpoiikn».

10)3amena SSH  wimoua JUisi  MOAKIIOYCHHS K THIEPBU30paM  —  [OJpa3jeln
«AaMuHucTpUpPOBaHue» — «HacTpoiikmuy.

11) Orkmouenne  Ilomcuctembr  monutTopunra ot CI'Y  jgns  cOpoca HacTpoek
nepenoakatoueHus k unomy CI'Y —noapasnen «AaMuuucrpupoBanue» — «HacTpoiikm».

12) ®opMupoBaHHe W  BBITPY3Ka JAMArHOCTHYECKHUX  OTYETOB  cocTossHUus ~ CHCTEMBI
BupTyanuzanuu «l'opu3oHT-BC» U BXxoasmux B €€ cOCTaB KOMINOHEHTOB — «OTYéTh» —
«/luarHocTuka.

5.3 ¥YmnpasJ/ieHue 1noJib30BaTeJISIMU

5.3.1  Jlocmyn k ¢pynkyuu. Haznauenue u cocmae noopaszoena
«llonv3zoeamenu

VYupasnenne mnosb3oBarensimMu lloncuctemsl MonuTopuHra «l'opuzoHT-BC» ocyuiectBiser B
nozpaseine «AaMuHucTpupoBanue» — «Iloab3oBaTenm» (cMm. PucyHok 5.2).

B nonpaznene orobpaxaercs ciemyromias nHPOopMaIusi:

e TAaONMYHBIA CHUCOK IIOJIB30BaTENEH, 3aperucrpupoBaHHbIXx B IlojcucreMe MOHUTOpPHHTA
«I"opuzoHT-BC»;

° q)yHKHI/If{ )106aBJ'IeHI/I$I HOBOTI'O ITOJIB30BATEJIA B IIOJACUCTEMY MOHUTOPHUHTI A,
. q)YHKI_II/I}I YAaJICHUA IMOJIb30BATCIIA U3 HOI[CI/ICTGMBI;

e (DYHKIUS IPOCMOTPA U PEAAKTUPOBAHUS JAHHBIX MTOJIb30BATEIS.
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MonbaoeaTenu admin

Cnucok nonb3oBaTenei

Coanatk Nnonb3osatens

Wmanonb3oBaTensa [ol[e] Mouta Ponb [aTta co3gaHua MNapons
Oneparop 2 Bacunees MH. adx@djfru 02.02.2024, 15:05:08 2z |E\
Onepatop 3 Xurapes 1.8 asdf@xv.ru 02.02.2024, 15:06:07 2z |E\
— Anni 1 ouenko DA, - 02.02.2024, 15:07:38 V4 |E\
T Anih 2 Meipbesa M.A safds@sds.ru 02.02.2024, 15:08:46 2 |E\
itk Onepatop1 Cunopos ALA sadx@bv.ru 02.02.2024, 15:04:19 2 |E\
admin - - 02.02.2024, 10:56:59 2z
AOMWH TECTOBLIA CeMeHos A.P. asd@sd.ru 02.02.2024, 15:06:58 Z | ‘

(o] (o]

IS

OnepaTop TeCTOBbIA MeaHos M.B. asdcf@asd.ru 02.02.2024, 15:03:27

PI/IcyHOK 5.2 — Cnucok nojin30BaTeiei HOI{CI/ICTeMbI MOHUTOpPHUHIA

5.3.2 Cnucok noav3oeameseil

Crmcok monb30BaTenedl mpeacTaBisieT co00i TAaOMMYHBIA CIHMCOK, B KOTOPOM ISl KaXKIOTO
HOJIb30BATENsl YKa3bIBAIOTCS CIIEAYIOIINE TapaMeTphl:

« AMs nonb3oBaTens — JoruH mMoJIL30BaTENS B HOI[CI/ICTeMe MOHHMTOPHHIA,

®UO — pamuust, ©MsI, OTIECTBO 3aPETUCTPUPOBAHHOTO MOJIH30BATEIIS;

Moura — 3JICKTPOHHAsA IIOYTA I10JIb30BATEIIA,

e Ponb - pomp momp3oBarens npu  pabore ¢ IlogcucTemMoil  MOHUTOpPHHTA — —
Anmvunuctpatop/Oneparop;

[ata co3paHusl — nara co3maHus mojb3oBareis B [lojcucreMe MOHUTOpPHMHTA B (opmarte:
«IJL.MM.ITIT, Y4:MM:CC»;

Maponb — craTyc maposist MoIb30BaTENS:
- — IIOCTOSIHHEBIN;
- — BPEMEHHBIH (TpeOyeT CMEHBI apoJis);

e Z — (QyHKIMS NIPOCMOTPA JAHHBIX MOJIB30BATENS U PEAAKTUPOBAHUS POJIM MTOJIb30BATENS,;

|0 — yHKIMS yJaTeHNS MOTb30BATENS.

5.3.3 /Jlobasnenue no6o2o nonvzosames

Jlns no6aBieHus HOBOro ToJib3oBarens B [lojcucTeMy MOHHTOPHHIA HEOOXOJWMO BBIMOJIHUTH
CIEAYIOLIUE ECUCTBUA:
1) Ilenxuyts o GpyHkiKu CO3AaTh NONL30BATENS.

2) B otkpeiBieiics popme «Co3naHue MONTb30BaTENIs» YKa3aTh CICAYIOIINE JaHHBIC HOBOTO
noJb3oBarens (cMm. Pucynok 5.3):

- Wmsa nonb3oBaTens — uMs mMoIb30BaTes B Iloacucreme MOHUTOPHHTIA (J'IOFI/IH).

- Ponb — ponp momp3oBaTens, ompenensioias IpaBa IOJb30BaTeNsl NMpH padoTre B
[Moncucreme  MonurTopuHra:  Aamunucrparop/Omneparop.  Boibupaercs — u3
PaCKpBIBAIOILErOCs CIUCKA.
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Maponb — BpeMeHHBI Mapoib HOBOTO TMOJb30BaTens sl Bxoga B Iloacucremy
MOHUTOpPUHTA (HE MEHEee 6 CHMBOJIOB).

MoBTOpPMTE NAPONb — OATBEPKICHHE BPEMEHHOTO TIAPOJIs.
- ®UO — paMuus, ©MsI 1 OTIECTBO HOBOT'O MOJIb30BaTEIIS (HEOOS3aTEIBHOE MOJIE).
- Mouyta — snexTpoHHas oYTa MOJIb30BaTeNs (HE00A3aTeIBbHOE TI0JIE).

3) Haxarp xnomky CospaTb musi co3manust B [lojcucreMe MOHHTOpPHHIA MOJBb30BATENs C
yKa3aHHBIMH JJaHHBIMH.

Ha skpaHe H0KHO TOSIBUTCS BCIUTBIBAIOIIEE COOOIIEHUE 00 YCIENTHOM CO3/IaHUU TOJIb30BATEIS.
HoBelit mosib30BaTelb T0JDKEH OTOOPA3UTCS B CIIMCKE MOJIH30BATENICH.

Co3gaHue nonb3oBarens

* Mima nonb3oBaTensa

AJMUH 3

* Ponb

AAMUWHWUCTPaTOpP

* Maponb

* [oBTOpUTE Naponb

olile]

Ceprees Oner BrnagumupoBuy

Mouta

[ SerOVI@ya.ru| J

OTmeHa Co3paatb

PucyHnok 5.3 — ®@opma Aj15 coO37aHUSI HOBOTO MM0JIL30BaTEs
B [loncucreme monutopunra «I'opnzont-BC»

5.34 Yoanenue nonvzoeamens

Jns ynanenus mosib3oBatess u3 [loacucTeMbl MOHUTOPUHTA HEOOXOAMMO!

1) B crucke nosb30BaTesteil MENKHyTh MO 3HaYKy | 7 B CTpOKe yaaaseMoro Mojib30BaTess.
2) B oTkpbIBIIEMCS OKHE [TOJTBEPXKICHUSI HIENKHYTH oaTBepxAato (cm. Pucynok 5.4).

J1omKHO MOSBUTCS BCIUIBIBAIOIIEE COOOIIeHHE 00 YCIENTHOM yalleHUH MoIb30BaTens (cM. PucyHok
5.5). Ctpoka JaHHOTO MMOJIb30BATEIIS JOHKHA OBITh y/IaieHa U3 CIIMCKa MMoJib3oBaresei [loacucTemMpl
MOHHTOPHHTA.
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YnanuTb nons3oBaTtens

Bl eCTBATENEHO XOTHUTE YOANUTL NONL3acBaTena
OnepaTop TeCTOBbIA?

OTmeHa NopTeepxpaio

Pucynok 5.4 — Yianenue mojib30Batesist

Cnucok nonb3oBatenen
Wmsa nonb3oeatens PHO MNouta Ponb [Lata coapaHus Maponb

Onepatop 2 Bacunbes V1 H adx@dif.ru 02.02.2024, 15:05:08 2 o]
Onepatop 3 Xurapes UB. asdf@xv.ru 02.02.2024, 15:06:07 ¢ O
AgMn 1 TloLeHko H0.A. = 02.02.2024, 15:07:38 2| o
Y BeaoOMNeHnA N
. Aamun 2 Mepbesa LA, safds@sds.ru 02.02.2024, 15:08:46 e o
purrepbl -/
N Oneparop1 Craopos ALA sadx@bvru 02.02.2024, 15:04:19 20|

admin - - 02.02.2024, 10:56:59 VA
AAMWH TECTOBBIM CemeHoB A.P. asd@sd.ru 02.02.2024, 15:06:58 2z ‘ O |
o Mons3oBaters YCNewHo yaaneH x

Pucynok 5.5 — CooGieHue 06 ynajieHnu noJib30BaTess

5.3.5 IIpocmomp u pedoakmuposanue OAGHHBIX NOIb30BAMEIA

ITpu HEOOXOAMMOCTH MPOCMOTPA W PEAAKTUPOBAHUSA MAaHHBIX IMOJH30BATEIsl HAMA0 B CITHCKE
nosp3oBaresield I1oCHCTeMBI MOHMTOPHMHTA IIEIKHYTh 10 3HAYKy £ B CTPOKE HHTEPECYIOIIErO
nosk30Batesst. OTKpoeTcst OKHO «Pe1akTHPOBaHUE MOJIb30BATENSD» COCTOSINEE U3 ABYX BKJIAIOK:
YuéTHble faHHble (cMm. Pucynok 5.6) u Maponb (cMm. Pucynok 5.7).

Brxiagka YY€THble AaHHble mpeaHa3HauyeHa I PEJaKTHPOBAHUS apaMeTpPOB YUETHOH 3amucu
BbIOpaHHOTO monb3oBarens (cMm. Pucynok 5.6). Ha nmanHOM BKJIajke agMHUHUCTPATOP MOXKET
OTpEIaKTUPOBATh TaKUe MmapaMeTpsl mojs3oBaresst kak PUO, MoyTa, BeIOpaTh HOBYIO POJIb B CITUCKE
Ponb. IMapamerp Wma nonb3oBatens seisiercss Hew3MeHsieMbIM. JIJisi COXpaHEHHs ClIEIaHHBIX
U3MCHEHHI B YUETHOM 3aITUCH TIOJIb30BaTEs HaXKaTh KHOMKY COXpaHUTb.

Bknanka lMaponb npenHasnadeHa Juisi CMEHBI MTapoJis y BBIOPAHHOTO TOb30Barens (cM. PucyHok
5.7). Wcnonb3yercst CTaHAAPTHBIN QJITOPUTM CMEHBI TMapoiis. J[ias coxpaHEHHs HOBOTO IMapoJis
I0JTb30BaTE sl HasKaTh KHOMKY COXpaHUTb.
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PenaKTHPOBaHHe none3oBarteny X

Y4&THble [aHHbIEe Maponb

Mma nonb3oeaTens

ulile]

Cupopos H.A.

MouTa

sadx@bv.ru

Ponb

Onepatop

CoxpaHuTb

Pucynok 5.6 — PeraktupoBanune y4éTHbIX JaAHHBIX NOJb30BaTEs

PenaKTuponaHMe I'IO.I'IbZ!OBaT'EHSI: X

YYETHHIE OaHHble MNapone

+ HoBbIM Naponb

I & @

# [OBTOPUTL HOBLIKM Naponk

CoxpaHuTb

Pucynok 5.7 — PenaktupoBanue napoJs nojab3oBares

5.3.6  Cmena epemennozo napons

BHOBb cO31aHHOMY MOJIH30BATENI0 HE 3aBUCHUMO OT POJIM MPHCBaMBAaeTCsl BPEMEHHBIN Mapoib. B

CITUCKE TIOJI30BaTeIed BpEMEHHBIM CTATyC MapoJisi 0TOOPaXKaeTCsi OPaHIKEBBIM 3HAUKOM — (U (CM.
Pucynok 5.5).
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IIpu Bxone B [logcucTeMy MOHUTOPUHTA MO YYETHOM 3aMUCHI0 C BPEMEHHBIM MapoJIeM:
e TPO(UIIb MOJIL30BATEIISI OTMEYACTCSI OPAHIKEBOM METKOM B BHJIE TOYKH (cM. PucyHok 5.8);

e Ha 3KpaHe O0TOOpa)KaeTcs BO BCIUIBIBAIOIIEM OKHE MPEAYNPEkKICHUE O BPEMEHHOM Tapoiie U
HEOOXOIUMOCTH ero cMeHbl (cM. Pucyrnok 5.8).

Monb3osatenu

Cnucok nonb3oBaTenen

Co3pnaTh NONbL30BaTeENs

AHWA

n POM3BOLAUTENBHOCTE

WmMa nonb3oeaTens 1o MouTa Ponb NaTa coapnaHua MNaponb

Onepatop2 Bacwnbes UH. adx@djt.ru 02.02.2024, 15:05:08 ¢ |G|

Onepatop 3 Xurapes 1B asdf@xv.ru 02.02.2024, 15:06:07 2 0]
Veenomnens Anvni 1 oo KA. - 02.02.2024, 15:07:38 ¢ g
Tpurreps AfIMUH 2 MeipbeBa KA safds@sds.ru ° Bbil yCrEWHO BOLIMH B aKKayHT %
AEBIE o ] c ah dxab ___——. Lo

nepatop 1aopos A.A, sadx@bv.ru nepatop / s - \
: : Moenympexese x
% MNoxanyiicTa, NepenanTe B HacTPOMKK
ALMHH TECTOBbI Cemenos A.P. asd@sd.ru NPOGUNS B NPABOM BEPXHEM YNy M M3MEHUTE
napons.
OnepaTop 4 Cepebpuukan OB werwr@fd.ru

B COOTBETCTEBMM C HALEA NONUTUKOH
6€e30MacHOCTH, BPEMEHHBIE NapPO UMeloT
OrpaHnyeHHOe BpeMA NeHCTBMA U AOMKHE!
6bITb U3MEHEHBI.

o /

Pucynok 5.8 — Orodpaxenne B unrepdeiice noip3oBarelisi ¢ BpeMEHHBIM MAPOJIEM

I[J'IH CMCHBI ITapOoJidt € BPEMCHHOI'O Ha MMOCTOSIHHBIH, ITOJIb30BaTEIIIO HCO6XOI[I/IMO:

1) 3aiitu B [logcucTeMy MOHHUTOPUHTA TOJ CBOCH YYETHOM 3amUChio (MMEIOIIEH BpPEeMEHHBIH
apoJb).

2) 3aiiti B mpoduib MONB30BaTENsl, BEIOPAB B PACKPHIBAIOIIEMCS MEHIO CTpoky [podunb
(cm. Pucynok 5.9).

Monb3soBaTenu AﬂMWMQ

A Mpodunb

(C=T ]

Cnucok nons3oBartenei

CozpnaTe none3oeartens

Pucynoxk 5.9 — I[Ipo¢duiis BpeMeHHOT 0 M0JIb30BaTE s

3) B orkpeiBmemMcs okHe npoduist BbIOpaTh BKiaaky [laponb u ykasare HOBBIH TapoIib
(cm. Pucynok 5.10).
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Mpodpwib X

Obuiee YuéTHble AaHHble Maponb

MpeaynpexaeHne

B cooTtBeTCTBMM € Hallel NONUTMKOWK BesonacHocTy,
BPEMEHHbIE MAPON UMEIOT OrPaHNUYEHHOE BpeMs

ﬂ,eﬁCTBMﬂ N AON>KHbI 6bITb M3MEHEHDbI.

* HoBbIW napob

[ eseeee ® 0|

* [ToBTOPUTbL HOBbLIW Naposb

NameHuTb

Pucynok 5.10 — Cmena napoJis

ITocme cMeHEI BPEMCHHOTO IIapoJId OpaHKEBAad MCTKA BO3JIC JAHHBIX ITOJIbB30BATCIA GYIICT yaajcHa.

B BeO-unTepdeiice agMmuHHCTpaTopa B CIHCKE MOJb30Bareseii («AIMHHHCTPHPOBAHHE» —
«ITonb30BaTeIM») TaHHBIA NOJB30BATENb OYAET OTOOPAXKAThCS KaK MOJb30BATENb C MOCTOSIHHBIM

napoJsieM — B riosie Maponb 6yaer oroOpakaThCst 3eEHBIH 3HAYOK

Taxk xe npu HGO6XO}II/IMOCTI/I HU3MCHUTH BpGMGHHBIfI MapoJib MOJB30BaTCIA MOXKET aIMUHHUCTPATOP,
HCIIOJIb3Y (l)yHKI_II/IIO PEAAKTUPOBAHUA JAHHBIX ITOJIb30BATCIA — CM. m.5.3.5.

5.4 Hacrpoiika moHuTOpuHIra odopynoBanus «I'opuzont-BC»

541  Jlocmyn Kk ¢hpynkuuu
Hactpoiiku MoHuTopusra o6opynoBanus «I opu3zoHT-BC» 10CTyNHBIL:
o B nmonpasnene natepdeiica «kAaMuHHCTpUpOoBanue» — «OoopynoBanue» (cM. 11.5.4.2):

- HOPOCMOTP CIIHMCKaA IMMOAKIIFOYCHHOT'O OGOpy,I[OBaHI/I}I;

MNOAKJIIFOYCHUE HOBOI'O O60py,HOBaHI/I$[ k Iloacucreme MOHHTOPHHTIA,

OTKJIIOYCHUC O60py,[l0BaHI/I}I ot Iloacucremel MOHUTOPHHTA,
- PCAAKTUPOBAHUC MTApPpAMETPOB MMOAKITIOYEHHOTO O60py,Z[OBaHI/I$I.

o B noppaznene «Cocrossnus» — «Ilnardgopmar: noaxiodeHne 000pyI0BaHHS K TTOJACUCTEME
MoHHUTOpHUHTa (cM. 11.5.4.3).
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@OyHKIMSA NpeAHa3HauYeHa JUIsl MOCTAaHOBKM HAa MOHMTOPUHI CIIEAYIOIIEro THMa 00OpyJOBaHUS,
UCTIOJIb3YEMOro IS pa3MerieHus: 00bekToB «I opu3oHT-BC»: CepBepsl 1 annapatHas CX/I.

5.4.2  Hacmpoiika monumopunza ooopyoosanusn «I opuzonm-BCy» 6 pazoene
unmepgeiica «AOmunucmpuposanue»
5.4.2.1 Ha3HauyeHHe U COCTAB MoJpa3esa

[Moapasmen «AIMHHHCTPUPOBaHHE» — «O00PYI0BAHHE» COIEPKUT CICAYIONIME TaHHBIE (CM.
Pucynoxk 5.11):

e TaOJMYHBIN CIIMCOK 000PYI0BaHNUS, MTOAKIIOUEHHOTO K [locucTeMe MOHUTOPHUHTA HA TEKYIIUI
MOMEHT BPEMEHU;

e (yHKIUS TOJKITIOUEHHSI HOBOTO 00opyaoBaHus k [logcucteMme MOHUTOPHHT A,
e (QYHKLUSA OIPOCMOTpA U PEIaKTUPOBAHMSI TAPaMETPOB MOAKIIOYEHNUs 000pYyJ0BaHUS;
o (YyHKUUS OTKIIOYEHUSI 000pyaoBaHus oT [locucTeMbl MOHUTOPUHTA;

. q)YHKI_II/IH OT06pa)K€HI/IH napoJist, Mo KOTOpOMY IIPOUCXOAUT IMOAKIIFOYCHUC K O60py,Z[OBaHI/IIO.

0O6opynoeaHue admin

MoaknioveHHoe o6opyaoBaHmne

MoakNIouMTE 060pYaoBaHWE

Cratyc Tun Yaen Haseanue Tun onpoca Mepwnop onpoca Wma nonsaoearens Maponb

lonb3oBaTeny /] Cepsep 10114150  Cepsep ipmi 2 MIH. admin = esesse

Y

Xpavunuwe - cxm ipmi 10 MuH. admin ssssse Z |0

VBeAOMNEHHA

I

Tpurrepsl

Q Cepsep 10114152 Cepeep 2 ipmi 5 MUH. AnmH 2 sessee

&Y
b

Cepeep 10114153 Cepeep 3Tect ipmi 10 MuH. Aammn 2 TITTTY

Pucynok 5.11 — Pa3znen unrepdeiica 1Jisi HACTPOHKH MOAKJIIOYEHHS 000Py10BaAHHA

5.4.2.2 Cunucok 06opynoBaHusi, NoaAK/J04YeHHOro K [loncucreme MmoHUTOpPHHTA

Cnucok obopynoBanus, MoAkIO4EHHOro K Ilomcucrteme MOHWUTOpWHIA, HPEACTAaBISET COOOM
TaOJIMYHBINA CIIMCOK, B KOTOPOM JIJISl K&XKJJOT0 0OBEKTA YKa3bIBAIOTCS CIIEAYIOLINE TapaMeTphl:

o CTaTyc — 1BETOBOI MapKep TEKYIIETO COCTOSHHUS 00BEKTA.

o Tun — tun obopynoBanus: Cepsep wiu annaparHas CX/I.

Y3en — IP-aapec wim TOMEHHOE MMs TUIIEPBU30pA, Pa3MEIICHHOTO Ha JaHHOM 00OPYIOBaHUH.
Hns CX]I He yka3bpIBaeTcs.

HazBaHue — YHUKAJIbHOC HA3BAHUC O60py2[OBaHI/I$I B Iloncucreme MOHHTOpPHHIA.

Tun onpoca — ucronb3yemslit Tum orpoca: Ping nimm IPMI.

Mepuopa onpoca — nepuos onpoca 00OPYAOBAHUS B MUHYTaX.
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IPMI.

Umsa nonb3oBaTens — JIOrWH MOJIB30BATENS ISl IOCTYIA K 000PYIOBaHUIO TIPH UCIIOJIH30BAHUU

Maponb — naposis MOJIB30BATENIS AJIs TOCTYIA K 000pYIOBaHHIO MPH HUCTOjIb30Banuu IPMI.

. — (yHKOMS BU3YAIHM3allMKM T1apOJIs IMOJIh30BATENS JUIA JOCTYNa K OOOPYIOBAHHIO IIPH
ucnoiirzosanuu [IPMI.

e Z — QyHKUHUSA NIPOCMOTPA U PEIAKTUPOBAHMS MTAPAMETPOB MOAKIIOYCHUST 000PYI0OBaHUS;

(6]

GbyHKIMS OTKIIIOUeHUs: 00opynoBanus ot [loxcucTeMbl MOHUTOPHHTA.

5.4.2.3 TloakJ/iloueHue HOBOIo 000PY/0BAHMS

Jns moakiroueHus: HOBOro obopynosanus k IlojcucreMe MOHUTOPUHTA HEOOXOJAUMO BBIOTHUTH
CIeayrolure TeUCTBUA:

1) IHenkuyts o pyukuu MogknounTs 060pyAOBaHME.

2) B otkpeiBiremcs 0nanke «[loakarouenne 000pya0BaHUI» YKa3aTh CIACAYIOIINE TapaMeTPhI
HOBOTO MOAKIIOUYeHHs (cM. PrucyHok 5.12):

HasBaHMe — ykaszarh yHHMKaIbHOE Ha3BaHUE OOOPYAOBaHUS, KOTOpoe OyneT
otoOpaxartbcs B BeO-untTepdeiice [logcuctempl MOHUTOpUHTA.

Tun obopynoBaHMA — B pAacCKpBIBAIOIIEMCS] CIIMCKE BBIOpPAaTh THUI 00OPYHIOBAaHUS.
Hocrtynusl cnenyromue tunsl: CepBep, Annaparnas CX/I.

Y3en — BwIOpaTh u3 packpeiBaromierocs choucka IP-agpec wium goMeHHOE HMsI
TUIEPBU30pa, Pa3MEIIEHHOr0 Ha MoAkiIroYaeMoM obopynoBanuu. Jns CXJ[ nanubIi
apaMeTp HE YKa3bIBacTCs.

Appec — ykasath ajapec [ npoBeaeHus onpoca no Ping/ IPMI.

Onpoc — B pacKphIBAOIIEMCsl CIIUCKE BBIOpATh THII ompoca 00opymaoBaHus. JJOCTYIHBI
crenytomue 3HaueHus: Ping ninun [PMLL

YacTtoTa onpoca — B pacKkpbIBarOIIEeMCsl CIIMCKE BhIOpaTh Mepuoj orpoca. JIOCTYITHBI
cienyrwolye 3HaueHus: 1 MuH., 2 MUH., 5 MuH., 10 MuH., 15 Mun, 20 muH., 25 MuH. u 30
MMH.

Umsa nonb3oBaTens — ykasaTh JIOTHH MOJIB30BATENsl Ui JOCTyNa K 00OPYIOBAHHUIO 11O
IPMI.

Maponb — yka3zath mapoJib MoJb30BaTes sl I J0CTyIa K 000pyaoBaHuio mo IPMI.

3) Haxare xkHomky [logknountb st co3manuss B [lojcucTeMe MOHHUTOPHHTA HOBOTO
MOJIKIIIOUEHUS] 000y IOBaHHUSI.

Ha »5kpaHe [0MKHO TOSBUTCS BCIUIBIBAIOLIEE COOOIIEHME 00 YCIEHNIHOM IOJKIIOYEHHH
ob0opynoBanusi. HoBbllf 00BEKT JODKEH OTOOpA3UTCs B CUCKE 000PYI0OBAaHHUS, TOJIKIOYEHHOTO K
IToacucreme MOHMTOPHUHTA.
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NMoaknioyeHe obopyaoBaHUA X

+ HasgaHue

Cepeep1

# Tun obopynosaH1a

Cepeep

* ¥Y3en

10114150

+ Appec

| 177

+ Onpoc

IPMI

* YacToTa onpoca

5 MUH

* MmA nonb3oeaTtens

ANMKH 2

+ Mapons

aponb ar

Pucynok 5.12 — ®opma aJ1s1 co31aHUS HOBOT'0 MOAK/IIOYEHUS 000PY/10BAHUS
K [loacucreme monntopunra «I'opusonT-BC» Ha npuMepe cepBepa

54.2.4 Orkmouyenne odopyaoBanus ot [logcucreMbl MOHUTOPUHTA

Hns otkmoueHuss obopymoBanuss oT IloacuctemMbl MOHHTOpPHHTa HEOOXOAMMO BBITOTHHUTH
CIEAYIOIIME TEUCTBUSA:

1) B choucke NOAKTIOYEHHOrO O0OOPYIOBAaHHS IIENKHYTh MO 3HAUKy /| B CTpOKe
000pymoBaHus, KOTOPOe TpeOyeTcs: OTKIIIOUUTH.

2) B oTkpbIBIIEMCS OKHE MTOATBEPXkKICHUS LICNKHYTH MoaTBepxaar (cm. Pucynok 5.13).

JIOIKHO TMOSIBUTCSL  BCIUIBIBAIOIEE COOOIIEHHE 00 YCHEIIHOM OTKJIIOYEHHH O000pYyAOBaHUS
(cm. Pucynok 5.14). Ctpoka nmapaMeTpoB JaHHOTO 000pyJ0BaHUS TODKHA OBITh yaajeHa U3 CIUCKa
obopynoBanus, noAKI0YEHHOTO K [ToacucTeMme MOHUTOpPUHTA.
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(1) CHTb ¢ MOHUTOPUHIa

Bl EACTEHTENEHO XOTHTE CHATE 0G0PYOOBaHUE C
moHUTOpUHra Cepeep TecToBbIN?

Moareepxaaio

Pucynok 5.13 — OTkiaiouenne ooopynoBanusi ot [loncucreMbl MOHUTOPHHT A

O6opynoBanue admin

MoaxnioueHHoe o6opyaoBaHue

MoakmoynTs 06OpyaoBaHue

Cratyc Tun Yaen HaseaHwe Tunonpoca [epuopnonpoca Wwusnonb3osatens [laponb
—
[] Cepsep 10114150 Cepsepl  ipmi 5 MUH. admin seseee & 2 | o
-
—
[] XpaHunmwe - cxan ipmi 10 MuH. AamaH 2 ssssse <o) 2 | o
—
—
@  Cepsep 10114152 Cepsep2  ping 5 MUH. - - 2 |0
—
—
@  Cepeep 10114151  Cepsep3  ping 5 MUH. 2 |G
—
° O60pynoBaHWe YCnewHo CHATO C X

MOHWTOpUHra

Pucynok 5.14 — Cool1enue 00 OTKJIIOYeHUH 000PY10BaHUS

5.4.25 TIpocMOTp U pelaKTHPOBaHUE MApaMeTPOB MOAKJII0YeHUsI 000py10BAHUA

[Ipr HEOOXOOMMOCTH TPOCMOTPAa M PEAAKTHPOBAHUS IMMAapaMETPOB MOIKIIOUYECHUS 000pyIOBaHUS
HE00XO0/IMMO BBITOJIHUTH CIIEIYIOIINE JeHCTBUS:

1) B cmucke MOAKIIOYEHHOTO OOOPYMOBaHUS INEIKHYTH TI0 3HaUYkKy £ B CTPOKE
UHTEpecyromero oobekta. OTKpoeTcss OKHO «PegakTHpoBaHHe NOAKIOYEHHs» (CM.
Pucynoxk 5.15).

2) BaHecTH HEOOXOMMbIC KOPPEKTHPOBKH B MAPAMETPHI MOAKIFOUCHHS.

Jlnsi KOPPEeKTUPOBKU JIOCTYIHBI Bce mapaMeTpbl kpome (cM. Pucynok 5.15): Ha3sanue
(na3Banue o0bekTa B [Toacucreme MoHuTOpHHTa), TUN 000PYAOBaHUA 1 Y3en (TOJIBKO IS
00BekToB THITA CepBep).
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3) s coxpaHeHHs H3MEHCHHH HaKaTh KHONKY COXPaHUTD.

Ecnu m3menenus B napamMeTpbl MOAKIFOYCHHA OBUIH BHECECHBI IMPaBUJIbHO, TO Ha 3KpPAHE HOJIXKHO
0T06pa3I/ITC$I OKHO IOATBCPKACHHUA COXPAHCHUS HOBBIX TAHHBIX IMTOAKIHOUCHUA.

PeaakTMpoBaHue NoaKnoueH e X

* Ha3saHue

* Tun obopyaoBaHna

*Yaen

* Appec

1014134

Onpoc

Ping
IPMI

MmaA none3oeaTtens
WMms nonb3oeatens ans IPM

Maponb

OtmeHa CoxpaHuTb

Pucynok 5.15 — PegakTupoBanue napaMeTpoB MOAKJIIOYEHUSsI

L

5.4.3  Ilooknwuenue ooopyoosanusn usz pazoena unmepgeiica « Cocmosanusn,

[Tonb3oBarens ¢ mpaBamMM aAMHHHCTPATOpa MOXKET COBEPIIUTH MOJKIIOYEHHE 000pYAOBaHUS K
[ojcucTeMe MOHUTOpHHTa U3 pasaena «Cocrosinus» — «Ilaardopmar,

Ha nmannoii crtpanune (cMm. Pucynok 5.16) peannszoBanbl cieayroniue (QYHKIMH IMOIKIIOYCHUS
000pyIOBaHUS:

o [lonkmroueHue cepBepoB — peann3oBaHo B obmactu «CocrtosiHue y3i10B» B niosie 06opyaoBaHue

B BUJe (PYHKIIMOHATHHOTO 3HAYKa . [TonkioueHHoe 000pyAOBaHKE 0003HAUYEHO 3HAYKOM

e [Tonkmouenue anmapatHoit CXJI — peanmuzoBaHo B objactu «KOMIIOHEHTBI» B CTpPOKE
AnnapatHas CX[l B Buae (GyHKIIMOHATHHOTO 3HAYKA . Ecimun CX]I yxe moakioueHo, TO B

ctpoke CX]JI Oyaer cTosITh 3HA4YOK .

! Jlannas pyHKIMS HEOCTYIHA JIs MIOJIb30BaTeNEN ¢ MpaBaMu orepatopa [101CHCTEMbI MOHUTOPHHTA
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O6wee cocToAHHE O admin

-\ Mpoueccopsbi NamaTb '\ Xpauunuwe

Bbinenexo BeipeneHo 3aHaTo
171% 41 29.9% 13.67 10.9% 10223
Raep 6 e
CeobopnHo CeoboaHo CrobopHo
41/ 24 apep 19.9 1367145776 _32'0 102.23/937.687b 835.4
snep B s
KoMnoHeHTbI CocTosHue y3nos
£ AQMUHUCTPHPOBaHHE
AnnapaTtHas CX[ BMPTyanbHbli BupTyanbHbie
Appec cry Minepsuaop CPK O6opynoeaHue
KOMMYTaTop MalWHBI
o XpaHunuia fAaHHbIX
10114171 /] [x] ] ] (1]
10114173 [] (] - (] [1)
10114172 [] (] (]

AKTUBHbIE COBbITHA

Pucynok 5.16 — ®yHKIINY NOAKIIOUEHNs 000PY10BaHHUSI HA cTPaHuLe nHTepdeiica
«Cocrossnus» — «['opuzonT-BC»

I[J'IH IIOAKJIFOYCHHA HOBOI'O 060py,Z[OBaHI/I$I K Iloxpcucreme MOHHUTOpHUHTA HCO6XOI[I/IMO:

1) IIEnkHyTh MO 3HAYKY B CTPOKE y3Ja WM KOMIOHEHTa annapaTtHoro CXJl, y koToporo
HEOO0X0IMMO TOJAKIIOYHTE o0opynoBaHue. Ha skpaHe OTKpoeTcs ONaHK IOAKIIOYCHHUS
o0OpyJOBaHUs, AaHAJIOTMYHBIA OJaHKy NOJKJIIOYEHUS B  pasjene HMHTepdeiica
«AnMUHHCTpHpOBaHuEe» — «OoopyaoBanue» (cMm. Pucynok 5.17).

2) Vka3zarh mapaMeTpbl NoakiIoueHus. [logpoOHOe omnucaHWe YCTAHOBKH MapaMeTpoB
npuBeneHo B 11.5.4.2.3.

3) Haxartp xHomky [0AKNOYMTD.

B cTpoke y31a unm KOMIOHEHTA ¢ MOAKII0YaeMbIM 000pYA0BaHUEM 3HAYOK JIOJKEH U3MEHUTCS
Ha . IoxxnroueHnoe o0060OpyIOBaHUE AOMKHO OTOOpaszutcs B paszaene «CocTosiHUSDY —

«O0opynoBanue».

IIpumeuyanue. OyHKIUA OTKIHOYEHHUS oOopynoBaHus oT [logcucreMbl MOHHUTOPUHIA U
GyHKLUS peAAKTHPOBAHUS IapaMeTPOB MOAKIIOUEHHs OOOpYyJOBaHHS B JIAHHOM
nojpasjaene uarepderica HeJOCTYITHBI.
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MoaknoueHue obopynosaHua X

* HaspaHve

* Tun obopyAoBaHWs

Cepeep

*Ysen

10114173

* Anpec
* Onpoc
# YacToTa onpoca

Wma nonb3osaTtens

Wmsa nonb3osatens ans IPMI
Maponb

]

OTMmeHa MoakniounTb

PucyHnok 5.17 — bBiank nmoakJ/iroueHusi 000pya0BaHusi

Maponb ans IPMI

65



5.5 Hacrpoiika cucreMbl pacChblIKH YBeIOMJICHUH

5.5.1  Jocmyn k ¢pynkuyuu. Haznauenue u cocmae

Hactpoiiku cucteMsl paccblIki yBe1oMIeHHH [loicncTeMbl MOHUTOPUHTA JOCTYIIHBI B IIOAPA3LEIIE
uHTepdeiica KAIMHHHUCTPUPOBaHHE» — «YBegomJaeHus» (cM. Pucynok 5.18). Pazngen cocrout us
JIByX o0JiacTeil:

1) «'pynnbl  agpecaTtoB» — o00JacTh MpenHa3HadeHa Uit (OPMHUPOBAHUS  TPYIII
MOJIL30BaTENICH aapecaToB JJisi TOW WM MHOM PacChUIKU yBeIOMIICHMN. Brirodaer B cebs
TaOJIMYHBIA CIIMCOK TPYIIN aJIpecaToB PacChUIKM, (QYHKLUMU CO3JIaHUS, PElIaKTUPOBAHUS U
yZaJeHUs TPYII aIpecaToB PacChUIKH.

2) «PaccpLikm» — obyacTh mpeHa3HadeHa Uit GOPMHUPOBAHUS CUCTEMbI YBEIOMIICHUH s
paccbuiku. Britouaet B ceOsi TaOMMYHBIA CIIMCOK TEKYIIMX PAcChUIOK, (PYHKIIUU CO3/IaHUs,
PEIaKTUPOBAHUS M YIAJICHHUS PACCHUIOK.

Yeepomnexus admin

T CocroaHus

Ipynnbl agpecaTos

Cospatk rpynny

Haseanne YuyacTHUKM [aTta uameHeHus

Nexypras rpynna 3 no CIY Rluen 12.02 2024, 14:30:10 d |E|

OesxypHas rpynna no BM 1 Alven. 12.02.2024, 14:30:54 Va |E|
Tpurrepel MexypHaa rpynna 2 no Cr'Y Rbuen. 12.02.2024, 14:29:09 Zz |E|
RERIEAL) TecTtosasrpynna Abuen. 12.02.2024, 14:31:19 z |§|

Tex. noanepxka RBuen. 12.02.2024, 14:29:53 4 |E|

NexypHas rpynna 1 no Gry R2uen 12.02.2024, 14:28:24 2z |E|

Paccbinku

Cratyc HaszeaHue YyacTHUKK [aTa co3naHusa

Bikn BM &1 rpynna 12.02.2024,19:37:59 2 |E|

Bkn. Inepemn3opsl (Bce) A1 rpynna 12.02.2024,19:38:43 4 |E|

Bikn Funepenzop 153 B3 rpynnsl 12.02.2024, 19:45:56 4 |E|

Bikn 153 (8ce obexTh) &1 rpynna 12.02.2024, 19:46:39 2 |E|

Pucynok 5.18 — Pa3nen unrepdeiica 1/151 HacCTPOiiKu yBe10MJIeHHUI
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5.5.2  Vnpaenenue epynnamu aopecamoe paccoiiku

5.5.2.1 Cnucok rpynm aapecaToB paccblIKH

Crnmcok Tpymm agpecaToB PacChUIKK IMPEACTaBIseT CO00M TaOMWYHBIA CIUCOK, B KOTOPOM JIJIst
Ka)KJIO¥ IPYIIbI YKa3bIBAKOTCS CIIEAYIONIHE mapameTpsl (cM. Pucynok 5.18):

 HasBaHue — na3Banue rpymnmbl agpecaroB pacchuiku B [logcucreMe MOHUTOPUHTA,;

YYaCTHUKU — KOJIMYECTBO YUACTHUKOB B TPYIIIIC;

[ata M3MeHeHMA — jara TOCIEAHEro HM3MEHEHUs mnapaMmeTpoB rpymmbel B [lomcucreme
MOHHUTOPHHTA B (popMaTe: «IJ.MM.ITIT, Y4:MM:CC»;

Z — (hyHKIUSA TPOCMOTPA U PEAAKTUPOBAHUS JAHHBIX PYIIIIbL;

'O — QyHKUUS yaaneHus TPYIIIb.

5.5.2.2 Co3nanue HOBOJi rpyINmbl apecaToB PacChlIKH
Jliis co3anust HOBOM TPYIIIBI aJpecaToB PACChUIKM HEOOXO0IMMO BBIIIOJHUTD CIEAYIOIUE JeHCTBUSA:
1) Haxare kHomnky Cosgatb rpynny. Otkpoer ¢opma is (OPMHUPOBAHUS HOBOM TPYIIIIBI
azmpecatoB pacchliku — «Co3manue rpymmbh» (cM. Pucyrok 5.19).
2) B otkpeiBuieiics ¢popme B nosie Ha3BaHMe BBecTH Ha3BaHHE TPYIIIIBL.

3) B obnactu «/loctymHo», copepskalieldl CIMCOK AOCTYIHBIX IMoJib3oBaTelneit [logcucTeMsr
MOHHUTOPHUHTA, YCTAaHOBHUTH (JIAKKU BO3JIE IOJIb30BATENCH, KOTOpPHIE JOJDKHBI BOWTU B
cocraB rpymisl (cM. Pucynok 5.19).

bonee moxpobHo paboTta co chnuckamu mojb3oBareneid B oOnactax «/loctymHo» u
«Bb16pano» npusesnena B [Ipuinoxenun A.
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CozpaHue rpynnsl X

* HaspaHwve

OreeTtcTBeHHbIe 33 CX/]

locrynHo BeibpaHo
B v 2/7 anem. v 0 anem.
B Wmsa nonbsosarens [lourta Ponb Wmsa nonbzosarens Moura Ponb
Oneparop 1 - [}
A 2 :
iv wdeaq@ghcf.ru
Aamun 3 SerOVI@ya.ru
Adm mda04800903@ya.ru
admin asdfa@sva.com

(0

Pucynok 5.19 — ®opma 1151 co31aHus HOBOIi TPYNINBI /IPeCaTOB PACCHIKH

4) HaxaTtp 3HA4Y0K , pacnoJjoXeHHbI Mexay obsactsmu «JloctynHo» u «BbiOpano»
(cM. Pucynok 5.19). Bei6pannslie B 061actu «JlocTymTHO» MOJIb30BaTeN OyIyT MepeHeCEeHbl
B oOstacTh «BoiOpano» (cM. Pucynok 5.20).

5) Jlnst 3aBepuieHus: GopMUPOBAHUS IPYIIIBI aJPECaTOB PACCHUIKK HaXkaTh KHOIIKY Co3AaTh.

Ha sxpaHe 10KHO MOSIBUTCS BCILIBIBAIOIIEE COOOIIEHHE 00 YCTIeITHOM Co3JaHuu rpymmbl. HoBas
rpynna J1oJiKHa 0TOOpa3uTCs B CIUCKE TPYII aIpecaToB PacChUIKH.
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Co3zpaHue rpynnbi

* HasBaHue

OrtBetcTBeHHble 3a CX/[,

[foctynHo BbibpaHo

V 53nem. V 2 anem.

Wms nonb3oBarens Ponb Wms nonb3osatens
wdesq@ghetru
Serovieyan 0
mda04800903@ya.ru

O

OtmeHa Cozpatb

Pucynok 5.20 — Co3naHue cMcKa NMOJIb30BaTeJIei 1J1sl HOBOI I'PYINIbI aIPecaTOB PACCHLIKH

5.5.2.3 PegakTupoBaHHWe JAHHBIX IPYNIbI 3PECATOB PACCHIIKH

[Ipn HEOOXOAMMOCTH ISl TPYMIBI AAPECaToB PACCHUIKM BO3MOXKHO OTPENAKTUPOBATH COCTaB
YYaCTHUKOB.

Jlnist peqakTHpOBaHUS COCTaBa YYaCTHUKOB TPYIIIBI HEOOXOAUMO HIETKHYTh 10 3HAUKy £ B CTPOKE
JAHHOU Tpymmel. B pe3ynprare gelcTBHil oTpoeTcs hopMma Ui peJaKTHPOBAHUS COCTaBa TPYIIIHI,
aHajornyHas ¢opme co3manus rpynmsl (cM. Pucynok 5.21). Ums rpynner B none HasBawue s
penaKkTUpOBaHUS HEAOCTYITHO.
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HasBaHue

[octynHo

B Nie5/7 anem.

test
Onepartop 1

iv

(<

Adm

admin

(< <}

Oneparop 2

< ]

Onepetop 3

PenaktupoBaHue rpynnel

Bbibpath Bce AaHHblE

B Wwmsa nonb3osarens

WHeepTMpoBaTh BbIGOP

Moura

wdeaq@ghcf.ru

mda04800903@ya.ru

asdfa@sva.com
sadakjhg@ya.ru

vdgjsdfbj@YA.ru

Ponb

AaMUHWCTpaTOp

)

BbibpaHo

Vv 2 3nem.

Wwmsa nonsb3osarens Mouta Ponb
AamuH 3 SerOVI@ya.ru
A 2 :

()

OtmeHa CoxpaHuTe

Pucynok 5.21 — PejakTupoBaHue coCTaBa rpymnmnbl

Jlyist 100aBJIeHUsI HOBBIX TI0JIb30BATENICH B PEIAKTHUPYEMYIO TPYIIITY HEOOXOIMMO:

1) B ob6nactu «/locTymHO» OTMETHTB HYXHBIX 0JIb30BaTenell Gpuaxkkamu (cMm. Pucynok 5.21).
[Tocie yero craHeT JOCTYIHBIM 3HaYOK NepeHOCa Bl BEIOPaHHBIX MOJIb30BaTENEN B CIIUCOK
nojb3oBarened rpymnmnsl B obrnactu «BpiOpaHo» (moapoOHoe omnmcanue oOmacteil co
cnuckamu — cM. [Ipunoxenue A).

2) Haxatp 3Ha490K > | BriOpannbie B 001actu «JloCTYITHO» 10JIb30BaTeN OyIyT NEPEHECEHBI
B o0nacTh «BpIOpaHO».

3) st coxpaHeHHs ClIeaHHbIX H3MEHEHHI HakaTh KHONKY COXpaHUTb.

B pesynbTare npoBeneHHbIX IEHCTBUI Ha IKpaHEe JI0JKHO MOSBUTCS BCILIbIBAaKOIIee cOOOIeHHE 00
YCIEITHOM M3MEHEHUH TPYIIEL. B criucke rpynn y OTpe1akTHPOBaHHOM TPYIIITBI B TIOJIEe YYaCTHUKM
JOJDKHO OTOOpa3UTCsl HOBOE KOJMYECTBO YYACTHUKOB.

st ynanenusi moip30oBaTeseil U3 peakTUPYyeMO TPyl HEOOXO0IUMO:

1) B obnactu «BbiOpaHO» OTMETHTH yAQIsSeMbIX MOJb30Barenell (uaxkkamu. Ilocie dero
CTaHET JOCTYIHBIM 3HAYOK MepeHoca [ BHIOpaHHBIX MOJIb30BaTeNel U3 CIIUCKA IPYIIbI B
o0ImMii CIMCOK MoJb30BaTeNneil B oosactu «JloctynHo» (moapobHoe onrcanue obaactet co
cnuckamu — cM. [lpunoxenue A).

2) Haxarp 3Ha4OK . VYkazanHsle B o6nactu «BbiOpaHo» mosib30BaTenu Oya1yT IepeHeCEeHb! B
obnacth «JlocTymHO.

3) st coxpaHeHHs ClIeIaHHBIX H3MEHEHHI HaXaTh KHONKY COXpaHUTb.

B pesynbTare npoBeneHHBIX JIEHCTBUI Ha HKpaHe JO0JKHO MOSIBUTCS BCIUIBIBAKOIEE cO00IIeHnE 00
YCIEITHOM M3MEHEHUH TPYIIEL. B crucke rpynn y oTpe1akTHPOBaHHOM TPYIIIBI B TIOJIE YYaCTHUKM
JOJDKHO OTOOPa3UTCsl HOBOE KOJIMYECTBO YYaCTHUKOB.
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5.5.2.4 VYnpajieHue rpynmnsl apecaToB PacCbLIKH

Jlns ynaneHus rpynmsl agpecaTtoB pacchliku U3 [logcrcTeMbl MOHUTOPUHTA HEOOXOIUMO:

1) B cmucke rpyni MIEIKHYTh MO 3HAYKY B CTPOKE yJaJsieMOH TPYIIIIbL.
2) B oTKpBIBIIEMCS] OKHE MTOJITBEPKICHUS MeTKHYThH [oaTBepxAar (cm. Pucynok 5.22).

JIOJDKHO TOSIBUTCSL BCIUIBIBAIOIIEE COOOLICHHE 00 YCHCHIHOM YAAJICHHH TPYIIIBI aJpecaTtoB
paccouiku (cM. Pucynok 5.23).

@ YaanuTtb rpynny

Bbl 0EACTBUTENBHO XOTUTE YAanMTe Fpynny?

OTmeHa Noareepxaaio

PucyHnok 5.22 — YajeHue rpynnsl aipecaToB PacCcblIKH

HasgaHue YyacTHUKK [LaTauaMeHeHHa

[OexypHas rpynna 3 no CryY Aluen. 12.02.2024, 14:30:10

IS

[OexypHas rpynna no BM 1 Aluen. 12.02.2024, 14:30:54

s

[OexypHas rpynna 2 no CT'Y R4 uen. 12.02.2024, 14:29:09

IS

Tectosas rpynna R4 uen. 12.02.2024, 14:31:19

s

Tex. noaaepxka a6 uyen. 12.02.2024, 14:29:53

IS

() (2] (o] (0] (o] (9]

OexypHas rpynna1no Cry R2uen. 12.02.2024, 20:14:19

IS

Paccbinkm
o Ipynna ycnewHo ynaneHa X

Pucynok 5.23 — [loaTBep:kaeHne ynajaeHus rpynnbl aIpecaToB PacchblIKU

553  ¥Ympaenenue paccolikamu

5.5.3.1 Cunucok paccbLI0K

Cnucok pacchUIOK YBEJOMIIEHUH NIPEACTABISIET COO0M TaOMUYHBIN CTUCOK, B KOTOPOM TSI KaxXI0i
PacChUTKK yKa3bIBAIOTCS CIEAYIOIINE mapaMeTpsl (cM. Pucyrok 5.24):
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z

Tpwrrepel Bran. Mnepen3opsl (Bce) A1 rpynna 12.02.2024,19:38:43

HacTtponku

5.5.3.2

CraTyC — TeKyIIHii CTaTyC PaCChUIKHU: BKJI/BBIKIL.;
Ha3BaHue — Ha3Banwue paccouiku B [logcucreMe MOHUTOPHHT A,
YYaCTHUKU — riepedeHb aipecaToB PACChUIKU: TPYIIIbI U OT/ACIBHBIC MT0JIb30BATEIH,

,uaTa CO34aHuUA — nara Co31aHusl paCChUIKU B (bopMaTe: «IOO.MM.ITIT, Y4:MM:.CC»,

— (G YHKIMS IPOCMOTpPA U PEIaKTUPOBAHUSI TAHHBIX PACCHLIKH;

|0 — yHKIMS yHaTeHns PacChLIKY.

YeegomneHusa admin

I
o] |

NexypHaa rpynna 1no CT'Y R2yven 12.02.2024, 20:14:19

Paccbinkn

Co3paTk pacchinky

CraTyc HaseaHue YyacTHUKK [aTa co3naHua

Bkn BM Al rpynna 12.02.2024,19:37:59

KN

%

Bxn Mvnepewsop 153 A3 rpynnsl 12.02.2024,19:45:56

In

o] (o] (o o

I~

Bkn 153 (Bce 06bekTHI) [y Alrpynna 12.02.2024,19:46:39

Pucynok 5.24 — O6aactb «Pacebuikm»

Co3nanne HOBOH pacChbUIKH

Jl1s co3aHust HOBOM pacChlIKM HEOOXOMMO BBIIOIHUTH CIAEAYIOLINE IeHCTBUS:

1)

2)

3)

4)

5)

6)

7)

Haxatp kHonky Co3patb paccbinky (cMm. Pucynok 5.24). Otkpoer ¢opma ajst CO3AaHHs
HOBO pacchuiku yBenomieHuit «Co3nanue pacchliku» (cM. Pucynok 5.25).

B otkpeiBIIeiics Gpopme B mosie Ha3BaHWe BBecTH Ha3BaHUE HOBOW PACCHUTKU YBEIOMIICHUIA.

U3 packpeiBatomierocs criucka O6beKTbl BEIOpaTh 00BEKTHl MOHUTOPUHTA, YBEJOMIICHHS OT
KOTOpPBIX OYyIyT ydacTBOBaTh B CO3/JaBacMoOil pacchuike (Oonee moapoOHO Mpo BHIOOP
00BekTOoB npuBezieHo B [Ipunoxenun b).

W3 packpbiBaronierocs cnucka Y4aCTHUKW BHIOpaTh TpyNHITY(-bl) aJpecaToB pacChUIKU H/WUIN
OTIENBHBIX TI0JIb30BaTeNlei, KOTOPBIM OYAYT NPUXOAWUTH YBEAOMIICHUS, COCTABISIOIINE
JTAaHHYIO pacchUIKy (OoJee moipoOHO Mpo BHIOOP YUaCTHUKOB IpuBeaeHO B [Ipunoxxenun b).
B mosie KpUTUYHOCTL COBLITMA yCTaHOBUTH OT COOBITHI C KAKHM CTaTyCOM, YBEIOMIICHHS
OyayT momaaaTh B PAacCHIIKY — BO3MOXHBI cTarychl [peaynpexaenne u/uian Kputuyeckas
owmbKa.

N3 packpeiBatomerocs crucka MWH. ANUTENbHOCTb BHIOpATh BpeMst 3aJepKKH OTHPABKA
YBEJIOMJICHH, BXOJAIINX B pacchbuIKy (Oosiee moapoOHO Mpo BEIOOP BpEMEHH MPUBEICHO B
[Tpunoxxenuu b).

[lpy HEOOXOAWMOCTH aKTHUBUPOBATH pPACCHUIKY, YCTaHOBHB TymOiep AKTUBUPOBATb
paccbIKy B mostoskenue Bkn.
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8) Ilpu HEOOXOIMMOCTH BKJIIOUUTH YBEAOMIIEHUE O 3aKPHITUH PACCHIIKH, YCTAHOBUB TyMOJIEp
YBeaoMnATh 0 3aKPbITUU B mosioskeHue Bkn.

9) Jlust 3aBepIIeHUs CO3IaHMS PACCHUIKM HaXaTh KHOMKY C03AaTh.

Co3aaHue paccblnkn X

* HaspaHue

[

* O6bekTbl ()
* Yyacthuku

* KpUTUYHOCTL cOBbITUSA

Kputnueckas owwmbka X

* MeToa oTnpaBku

MWH. annTenbHoCTbL @

0 cek.

* AKTMBMPOBATb PaCCbLIKY YBeAoMAATb O 3aKpbITUK

Pucynok 5.25 — @opma 1151 c031aHUA HOBO# PacChbLIKH

5.5.3.3 PeapakTupoBaHue JaHHBIX PACCHUIKH

[Ipu He0OX0IMMOCTH TapaMETPhI PACCHUIKH BO3MOXKHO OTPENaKTHUPOBATh, IIEIKHYB MO 3HAUKYy £
B CTPOKE MHTEpECYIoIel pacchliku. B pe3ynbTaTe neiicTBuil oTpoeTcs Gpopma sl peIaKTHPOBAHUS
napaMeTpoB PACChUIKH, aHajlormuHas (opme cosmanus paccbulku (cMm. Pucynok 5.25). Nwms
pacchuIKy B iosie Ha3BaHue it pejakTHpOBaHUsL HEIOCTYITHO.

B03MOKHO OTpeaakTHPOBATh CIEAYIONIHE TapaMeTPhl PACCHUIKH:
o B nose O6beKTbl H3MEHUTH CIIUCOK OOBEKTOB, UbH YBEIOMIICHHS BXO/ISIT B PACCHLIKY.

e B mose Y4aCTHUKN M3MEHUTE CITHCOK HOJIL3OB3.TCJI€I>1, KOTOPLIM IMPEAHAa3HA4YCHA pacCChlJIKaA.
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e B mome KpUTMYHOCTbL COObITUA H3MCHHWTH CIIMCOK CTAaTyCOB COOBITHH, IO KOTOPBIM
(OPMHPYIOTCS YBEIOMICHHUS PACCHUIKH.

e B nosie MUH. ANUTENbHOCTb M3MEHUTH BPEMsI 3aJICPYKKU OTIPABKH YBEIOMJICHHI B PACCHUIKE.
o UM3menuts cocrosuue TyMO1epoB AKTUBUPOBATb PacChinKy 1 YBeAOMNATL O 3aKPbITUM.

Bonee moapobHoe onucanue padboTel ¢ oasiMu GopMbl ipuBeaeHO B [Ipunoxenun b.

5.5.3.4 VYnaaenue pacchliIKu
Jlnst ynanenust pacchiike u3 [logcucTeMpl MOHUTOPHHTA HEOOXOAUMO:
1) B cmucke pacchUIOK HISTKHYTH 0 3HAUKY [ B CTpOKe yAansieMol pacChUIKH.
2) B oTKpBIBIIEMCS] OKHE MTOJITBEPKACHUS MenKHYTh [oaTBepxAar (cm. Pucynok 5.26).

Ecnu ynanenue npou3oluio y1a4Ho, To B uHTepeice T0DKHO MOSBUTCS BCIUIBIBAIOIIEE COOOICHUE
00 yCIIeIHOM yaJIeHUU pacchuiku (cM. PucyHok 5.27).

(©) YmanuTb pacceinky

Bbl AEACTBUTENBHO XOTUTE YOanUTL PacckInky?

OTmeHa MoaTeepxaaro

Pucynok 5.26 — YajeHue paccblIKH

Paccbinku

L
Cratyc HaseaHue YyacTHUKK [aTa cozgaHua
Bkr. Tunepauaopsl (Bce) Alrpynna 12.02.2024, 19:38:43 4 ‘ o ‘
Bkn. Funepeuaop 153 B3 rpynms 12.02.2026,19:45:56 ¢ |
Bkn. 153 (BCE OBLEKTLI) A1rpynna 12.02.20
° Paccbinka ycnewHo yaaneHa X

Pucynok 5.27 — IloaTBepikaeHue YIaJIeHUS PACCHIIKH
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5.6 Hacrpoiika Tpurrepon

5.6.1  docmyn k ¢pynkuyuu. Haznauenue u cocmae

Cozlanue M HacTpoiika NpaBHJl OTCICKHUBAHMS (TPUITEPOB), MO3BOJSAIOIIMX KOHTPOJIUPOBATH
JOCTH>KEHUE TIOPOTOBBIX 3HaYeHUH pa3nnyHbiX MeTpuk Cuctemsl BupTyanusanuu «I'opuzoHT-BC»
JOCTYITHO B TIOZIpa3/ien uuTepdeiica «KAAMuHuCTpUpoBaHue» — « Tpurrepbn» (cm. Pucynok 5.28).

OyHKIMS TNpeAHa3HaueHa [UIsl CO3JaHMsl IMOPOTOBBIX 3HAUYCHUN I CIEAYIOLIUX AJIEMEHTOB
Cuctembl BupTyanuzanuu « opu3zoHT-BCy»:

e [Inardopma,

['unepsusop;

BupryansHas MamuHa;
o CPK;
« VDI;
o XpaHMUIUILIA JaHHBIX.
[Toxpa3snein cConEpKUT CIEAYIOINE JaHHBIC:

e TaOJMYHBIN CHMCOK TPUITEPOB, CO3AaHHBIX B [logcucTeMe MOHUTOPUHIA HA TEKYIIUH MOMEHT
BpPEMEHU;

q)YHKI_II/II/I COPTHUPOBKH TPUITCPOB I10 3HAYCHUAM MOJICH CIIHCKA,

(GYHKIMS cO3/JaHUsI HOBOI'O TpUITepa A 00bekToB CructeMbl BUpTyanu3anuu «I'opusont-BCy,
NoJKII04YeHHbIX K [logcucreMe MOHUTOPUHTa;

(GYHKIMS IPOCMOTpPA U PEaKTUPOBAHUSI TPUITEPA;

GbyHKIUS yoaleHus TpUrrepa.
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Tpurrepbl admin
CnUcoK TpUrrepos

Cratyc HassaHue Tun o6bexTa MeTpuka

Bxn. Tpurrep no ymonuarmo 0 (Mcnonsaoeanue CPU) Knactep Wenons3sosanne CPU 4

Bin. Tpurrep no ymonuanmio 1 {Menonsb3osaHue CPU) Knacrep Vcnons3osarne CPU 2 |0
Brn Tpurrep no ymonuaHmo 2 (Mcnonsaosarme RAM) Knacrep Vicnonssoeanne RAM 2 |
Brn. Tpurrep no ymondaHwio 3 (Mcnonb3osaHue RAM) Knactep Wcnone3osaHue RAM v C
Brn. TpUrrep No yMONYaHHio 4 (AnTarm) runepeuaop AnTaim 2

Brn. Tpurrep No yMonyaHmio 5 (PacxoxaeHne CUHXPOHW3aLMK BpemeHi NTRD) runepeu1aop PacxokaeHue CHHXPOHM3aLLMK BpemeHn NTPD 2 |0
Bkn. Tpurrep No yMonqaHmio 6 (PacxoxaeHHe CHHXPOHU3aLMA BpemeHid NTPD) Funepensop PacxokaeHue CHHXPOHMIaLLMK BpemeHn NTPD 2 |0
Brn Tpurrep no ymonyano 7 (Mcnonsaosanme CPU) Mvnepensop Vcnonsaosaxue CPU 2 |0
Bxn. Tpurrep no ymonuanmio 8 (Mcnonszosanie CPU) Mwnepswzop Wcnonszosarxne CPU 2

Ben Tpurrep no ymonuaHmo 9 (Menonbaosaxue RAM) Tvnepeuzop VicnonsaceaHne RAM 2

Bin Tpurrep no ymonyaHuo 10 (Mononk3oeaHue RAM) rvnepensop Vcnons3osakme RAM 2 |0
B TpUrrep no ymonyaHmio 11 (YHCNo BUPTYankHbIX MaluH) runepeuop YT BHPTYANBHBIX MALWWMH 2 O
Brn. Tpurrep No yMonyaHwio 12 (3anonHeHHOCTs pazaena hvs-root) rvnepeuaop 3anonHeHHOCTL pasaena hvs-root 2

Bwn. Tpurrep No yMonyaHwio 13 (3anonHeHHOCTs pasaena hvs-root) runepeursop 3ancnHeHHOCTL pasgena hvs-root 2

B Tpurrep No ymonuaruio 14 (3anonHerHocTs pasaena hvs-data) runepansop 3anonHeHHoCTs pasaena hvs-data ra

B Tpurrep no ymonyaHmio 15 (3anonHeHHocTs pasaena hvs-data) runepansop 3anonHeHHoCTs pasaena hvs-data 2 |0
Bxn Tpurrep no ymonuarmo 16 (Ownbkn Ha ceTesoM uHTephence) Iwnepensop OwnBku Ha CETEBOM MHTepheiice Z

Brn Tpurrep no ymonuarmo 17 (OwMBKM Ha CETEBOM HHTepderce) runepsnsop OwuBKiA Ha CETEBOM MHTEpP(EICE 2

Bkn TpUrrep no ymonuaHuio 18 ([1ponkl NaKeTos Ha CETEBOM WHTEphEiCe) Tunepsusop [IpOnEl NAKETOR Ha CETEROM UHTEphEIACE 2

Brn TpUrrep no yMonuaHMo 19 ([ponsl NakeTos Ha CETEBOM MHTEPhEACE) Tunepauzop [ponbl NaKETOR Ha CETEBOM MHTEphERACcE 2

Brn. Tpurrep no ymonuaHmio 20 (HUCno oWMBOUHBX KONMPOBaHUA BM) CPK YN0 OWHBOUHBIX KONUPOBaHMA BM 2

Brn. Tpurrep No yMondaHmio 21 (YACNo oLMBOUHEIX KONMPOBaHKE BM) CPK HYKECNO OWHGOHHLIX KONHPOBaHKIA BM ra

Brn. Tpurrep No yMon{arnio 22 (YHCNo CIMBOHHLIX KOMMPOBAHMIA KOHMMIYPaLAi) CPK HNENO OWHGOHHLIX KONHPOBAHA KOHQUIYRaLLAR ra

Brn. TPHITEP NO YMOMHaHHIO 23 (YMCNO CWMBOHHBIX KONMPOBAHII KOHQMyPaLIMit) CPK YICNO OLIMBOMHBIX KOMHPOBAHHI KOHGMT ALy 2

B Tpurrep no ymonuaHmo 24 (Yieno owmbok B nore) VDI Yneno ownBoK B nore ra

Brn Tpurrep No yMonuaHmo 25 (3aN0NHEHHOCTb XPaHUNHLLE NaHHLIX) XpaHUNMUIE ABHHBIX  38NCNHEHHOCTE XPEHUNHLLA NAHHbIX 2

Brn TpUrrep No yMONUaHMo 26 (3aNoNHEHHOCTE XPEHUNKLLA AEHHEIXK) XpaHunuIua ABHHBIX  3aN0NHEHHOCTb XPaHHIHLLA faHHBIX 2

Pucynok 5.28 — Paznen unrepdeiica 1y1s1 co31aHus TPUTTEPOB

5.6.2  Cnucox mpuzzepos

[Tepeuens Tpurrepos, co3gaHHbix B [logcucTremMe MOHUTOpPWHTA, IPEICTABIAET COOOM TAaOIMYHBII
CIIMCOK, B KOTOPOM JUISl K&KJIOTO TPUITEPA YKA3BIBAKOTCS CIEAYIOLINE IapaMeTPhI:

o CraTyc — oToOpakaeT MCITOJIB3YETCS WM HET B JAHHBIA MOMEHT TPHUITEp. BO3MOXKHbBIC 3HAYECHUS
Bkn./BbIKN — COOTBETCTBEHHO aKTUBEH/HEAKTUBEH.

» Ha3sBaHue — yHukanpHOE Ha3BaHue Tpurrepa B [logcucremMe MOHUTOPHHTA.

e Tun obbekta — tumn oobekta Crucrembl BupTyanu3anuu «I'opu3oHT-BCy» 17151 KOTOPOro co3iaan
JTAHHBIN TPUTTEP.

o MeTpukKa — MeTprKa 110 KOTOPOU CETIaH TPUTTEP.

e Z — (pyHKUIMS IPOCMOTPA U PEIAKTUPOBAHUS [TAPAMETPOB TPUTTEPA;
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= ¢byHkus ynanenus tpurrepa u3 [loacucreMbl MOHUTOPHHTA.

5.6.3  Copmupoeku 3anuceil ¢ cnucke mpuz2epos no 3Ha4eHuAM noseil

CopTupOBKa 3amKcell B CIIUCKE TPUTTEPOB OCYIIECTBILSICTCS 110 3HAYCHUSAM CIICAYIOUIUX MOJIeH (CM.
Pucynoxk 5.29):

o HasBaHue — mpsimasi/oOpaTHasi COPTUPOBKA CTPOK O aj(aBHUTy IO YHHKAJIbHOMY HA3BaAHHIO
TpUITEpa;
o Tun obbekTa — npsimas/oOpaTHasi COPTUPOBKA CTPOK MO aihaBUTY IO HA3BAHHIO THIIA OOBEKTa

Cucremsl Buptyanmzauuu «l'opu3oHT-BC» mms koToporo cosmanel Tpurrepsl (miatrdopma,
runepsusop, CPK u T.1.).

e MeTtpuka — mpsimasi/oOpaTHasi COPTHPOBKA CTPOK 1O ai(aBUTy MO HA3BaHUIO METPHKH I10
KOTOPOM C/eNIaH TpUrrep.

[Tons, MO KOTOPHIM BO3MOKHAa COPTUPOBKA CTPOK CIMCKA, OTMEUEHBI CTAHIAPTHBIM 3HAUYKOM
COPTUPOBKH CTPOK |:| (cM. Pucynok 5.29). Ipwu 1ienuke MBIIIKO#H 110 Ha3BaHHUIO MOJIsI, OTMEUYECHHOTO

JaHHBIM 3HAYKOM, NPCAOCTABIAIOTCA CIICAYIOIINEC BOSMOXHOCTH COPTHUPOBKHU:

o [lonckaska HaxmuTte Ans COPTUPOBKM NO BO3PACTaHUIO — CIIMCOK TPUITEPOB OyaeT chopMHUPOBaH
COIIACHO PACIOJIOKEHUIO 3HAUEHUH YKa3aHHOIO 1oJid 1o andasuty A— 5.

o ITloxckaska Haxmute Ans COPTMPOBKU NO YObIBAHUIO — CITMCOK TPUITEPOB OyaeT cHOpMHUPOBAH
COTJIACHO PACIOJIOKEHHUIO 3HAUEHUH YKa3aHHOIO MOJis B 00paTHOM mopsaake A—A.

o IToackaska Haxmute, 4ToGbl OTMEHUTb COPTUPOBKY — CIIMCOK TPHMITEPOB OyJET BO3BPALIEH B
HCXOOHOE COCTOAHUEC (HO BPCMCHH CO3J1aHUA 3aHI/ICGI>'I).

Tpurrepbl admin

CnWCOK TpUrrepos

Co3gaTb TpUrrep HaxmuTte, UToBbl OTMEHUTL
COPTHPOBKY

-~

A

Cratyc HasgaHue Twnoﬁhema‘ ¥ Mertpuka

I

Bxkn. Tpurrep no yMonyaHnio 24 (Yucno ownbok e nore) VDI Ynecno owmnbok B nore

GINE)

Bkn. Tpurrep no ymonuaHuio &4 (AnTaiiM) rvnepem3op AnTaiim

I

Tpmrrep no ymMon4aHuo 5 (Pacxoxne»—me CUHXPOHW3aLLNA Pacxoxnenve CUHXpOHW3aunv BpeMeHn
Bkn. rvnepemaop
BpemeHr NTPD) NTPD

Iy
(o)

TOUFFeD MO VMOAUAHAIN B (PAcyow NeHUs cUHYDOHUAA! WA PAaryOM NEHAE CULYDOHHA2A! AU BROMEH A

Pucynok 5.29 — CopTupoBKa cniMcka TpUITEPOB

5.6.4  Co3oanue nosozo mpuzzepa

st co3nanust HoBoro Tpurrepa B [loacucreMe MOHUTOPUHTA HEOOXOAUMO BBITIOJHUTD CIIETYIOIINE
JIEUCTBHUA:

1) Ienkuyts no pyukiuu Co3patb TpUrrep.

2) B otkpsiBiiemcs Onanke «Co3naHue TpUITEpay yKas3aTh CIEAYIOIIUe MapaMeTpbl HOBOTO
npaBuiia oTciaexuBanus (cMm. Pucynok 5.30):
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- Ha3sBaHue — yka3zatp yHHKaIbHOE Ha3BaHHE TPHUITEPA, KOTOpOe OyIeT OTOOpa)xaThesi B
BeO-uHTepdeiice [logcucreMbl MOHUTOPUHTA.

- Tun obbeKkTa — B pacKpbIBaOLIEMCS CIHCKE BBIOpaTh THII OOBEKTa M3 COCTaBa
«I"opuzoHT-BC».

- OObeKTbl — BEIOPATh M3 PACKPHIBAIOMIETOCS CITUCKA OJMH MM HECKOJIBKO OOBEKTOB, IS
KOTOPBIX OY/IE€T CO37aBaThCsl TPUTTED.

- MeTpuka — BBIOpaTh W3 PaACKPBIBAIOIIETOCS CIIMCKA METPUKY, IO KOTOpOil Oyner
YCTaHaBIIMBATLCS TOPOTOBOE 3HAUCHUS TPUTTEpa.

- YcnoBue — B packphIBaloLIeMcsl CIIUCKE BEIOPATh yCIOBHE CpabaThIBaHUs TIOPOTa.
- 3HayeHue — B pacKphIBAIOIIEMCS CITUCKE BBHIOPATh 3HAYEHHUE [TOPOTa.

- KpuTUYHOCTb COOLITUA — B pacKpBIBAIOIIEMCS CIHCKE BHIOPATh KPUTUIHOCTH COOBITHS
cpabaThIBaHUS [TOPOTA.

- MuH. ANUTEeNLHOCTL — B PACKPBIBAIOLIEMCS CIHUCKE BBIOpATh BpEMS 3aJICPKKH
cpabaThIBaHUS TPUTTEPA U OTHPABKU COOOIICHHUSI O COOBITHH T10 MPEBBIIICHUIO TTOPOTa.

- AKTMBMpOBaTb TPUITEP — YCTAaHOBHUTH TyMmOJep B moioxkeHue BKN. s axTuBarmu
TpUTITEpa cpa3y Iocie COXpaHEeHHs HACTPOEK. Y CTAHOBUTH TyMOJIep B mojioxeHue BbIkn.
JUIS COXpaHEHMsI TpUrrepa 6e3 ero UCroyib30BaHus TP MOHUTOPUHIE CUCTEMBI.

3) Haxatp kHonky Co3pathb s cozaanus B [logcucreMe MOHUTOPUHIA HOBOI'O TPHUITEpa JUTs
00BbekToB «I ' opu30HT-BC».

Ha skpaHe 10J1KHO MOSBUTCSI BCIUIBIBAIOILEE COOOIEHNE 00 YCIEIIHOM CO3/IaHMH HOBOT'O TPUITEPA.
Hogglii Tpurrep nomkeH 0To0pa3uTces B criucke Tpurrepos IloacucteMsl MOHUTOPUHTA.
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CospaHue Tpurrepa X

* HasBaHuWe

MnepsuM3op 150. OWwWnbKM ceTeBoro MHTepdenca

# Trn obbekTa

rMnepBu3op

# OBbeKTbl

10114150 x

* MeTpuka

OwnbkK Ha ceTeBOM WHTepdhence

* Ycnoeue # 3HaJveHue

> 5

<>
X

# KpUTUYHOCTb COBBITUA

MpenynpexneHve

# MWH. DNUTENbHOCTb @

2 MUH. @

* AKTWBUPOBATL TPMITEP

JAS ‘|

Pucynok 5.30 — ®@opma a5 coznanus B [logcucreme MOHUTOPHHTA
HOBOTO Tpurrepa st 00bekToB «I"opu3oHT-BC»

5.6.5 Yoanenue mpuzzepa

Hns ynanenuss tpurrepa u3 llomcucteMbl MOHHUTOpPHHTa HEOOXOJUMO BBIMOJHUTH CIEAYIOIINE
IEUCTBU:

1) B chmcke TpUITepoB MIEIKHYTh MO 3Ha4uKy | O | B CTpOKe TpUITepa, KOTOphIH TpebyeTcs
YIAJIATh.
2) B oTkpsIBIIEMCS OKHE ITOATBEPKACHUS 1IeaKHyTh [oaTBepXAat (cm. Pucynok 5.31).
JIOIDKHO TIOSIBUTCSI BCIUTBIBAIOIEE COOOIIEHHEe 00 YCIENTHOM yAaJeHuH Tpurrepa (cm. PucyHok

5.32). Crpoka maHHOTO TpHUITEpa JOHKHA OBITh yJIaleHa W3 chucka TpurrepoB IlojmcucTemsl
MOHHTOPHHTA.
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(1) YnanuTb Tpurrep

Bl AeACTBHUTENLHO XOTUTE YAANUTL TpUrTep?

OTmena MonTeepxnato

Pucynok 5.31 — Yianenue Tpurrepa

Tpurrepsl admin
Cnucok Tpurrepos
Cratyc HassaHue % Tunob6bekTa *  Metpuka s
B BM1 BUPTYanbHas MalwmHa WcnonbaosaHue CPU Z 0
Bkn. BM 11CNONb30BaHHE NaMATH BupTyanbHas MalwuHa Wcnone3osaque RAM 2 O
Bkn. XpaHWNUILE - 3aM0oNHEHHOCTb, KP. XpaHunuiua naHHbIX 3anonNHEeHHOCTL XPaHHMMWILE [aHHbIX ﬁ 1:[
Bkn XpaHunuLLe - 3aMonNHeHHOCTb, NpeaynpexaeH+e XpaHUN1Wa AaHHbIX 3anoNHeHHOCTb XPaHUNMLLA AaHHbIX 2 0
Bin. Munepausop 150. CeTesoi uHTepdeic. MNpeaynpexaeHue rnepauaop Ownbxu Ha CETEBOM UHTephece 2 0
° Tpurrep ycnewHo yaaneH X

Pucynok 5.32 — Coobmmenue 06 ynanenuu Tpurrepa u3 IloacucreMbl MOHUTOPUHTA

5.6.6  IIpocmomp u pedaxmupoeanue napamempos mpuzzepa

[Tpu HE0OX0UMOCTH TPOCMOTPA U PEAAKTUPOBAHUS TAPAMETPOB TPUTTEPA HEOOXOAUMO BHITIOTHHUTH
CIEAYyIOIIME TEUCTBUSA:

1) B chmcke TpUITepoB HICAKHYTh MO 3HauKy £ B CTPOKE HHTEPECYIOIIEr0 TPHITEpa.
OTtkpoertcs okHO «PenakTupoBanue Tpurrepa» (cMm. Pucynok 5.33).

2) BaHecTH HE0OXOIMMbIE KOPPEKTUPOBKH B TIAPAMETPhI TPUTTEPA.

JIst KOpPEKTHPOBKH TOCTYIHBI Bce mapameTpbl kpome (cM. PrucyHok 5.33) nons HasBaHue
(na3Banue Tpurrepa B [logcuctemMe MOHUTOPHHTA).
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3) g coxpaHeHHs H3MEHCHHI HakaTh KHONKY COXPaHUTD.

Ecnn m3aMeHeHus B mapameTpbl MOJIKIIOYEHUS ObUIM BHECEHBI NPABHJIBHO, TO HA SKpaHE JIOJDKHO
0TOOpa3UTCS OKHO MOJATBEPKICHHSI YCIIEITHOTO H3MEHEHUS TPUTTEpPa.

PenakTupoBaHue Tpurrepa X

+ HassaHue

# Tun obbekTa

XpaHunuila gaHHbIX

# OBbEKTHI

ceph_system x ceph_images x

* MeTpuka

3anonHeHHoCTb XpaHWnULa daHHbIX

* Ycnosue * 3HadeHue

> l 95‘ < %

* KpUTUYHOCTb COBLITUA

KpuTieckas olumnbka

MWH. ANUTENBHOCTL @

10 MUH.

* AKTUBMPOBATbL TPUrTEP

OtmeHa CoxpaN®rb

PucyHnok 5.33 — PenakTupoBaHue mapaMeTpoB TPUITEpPA

| S

5.7 Hacrpoiika mnoakJw4YeHuss K mo4yrosomy cepsepy Iloacucremsl
MOHUTOPHUHIA

5.1.1  Jocmyn k ¢pynkuyuu. Haznauenue u cocmas

@yHKIMS HACTPOWKH IMOYTOBOro cepBepa lloacucTemMbl MOHMTOpHMHIa IOCTYIIHA B IOJpas3zeiie
unrepdeiica «AamuHucTpupoBanue» — «Hacrpoiikmw» (cm.  Pucynok 5.34).  Oynkims
peanu3oBaHa B obsactu «HacTpoiika mo4ToBoro ceppepay 1 npeaHa3HaueHa s

e IMOJKIIIOYCHUSA IMOYTOBOI'0 CEPBEpaA MOCIC YCTAHOBKH HO)ICI/ICTGMI)I MOHHTOPHHTA;

e CMCHBI TCKYIIUX HACTPOCK IMOYTOBOI'O CCPBLEPpaA IIpU HCO6XOI[I/IMOCTI/I (KHOHKa PeﬂaKTMPOBaTb);
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e TIPOBEPKH PabOTHI TOYTOBOTO cepBepa (kHomKa [poBepUThb).

HacTtpo¥iku cucTemsl admin
¥ CocToaHua /_ \
HacTpoiika nouToBoro cepeepa 14
il.  MpoussoauTENLHOCTL ¥
OTuéTel o © Anpec No4TOBOro Cepeepa * VIMa nonbaosatens
# MopT # Naponb
Monb3osatenu
&
O6opynosaHue
¥ MeToa WwudposaHus * QTnpasuTens
YBEAOMNEHNA
Tpurrepsbl
MpoBepUTL PepakTupoBaTh
. . L
HacTtpoika Zabbix y

Pucynok 5.34 — O06acTh HACTPOEK MOYTOBOI0 cepBepa

O06acTh HACTPOEK MOYTOBOTO CEPBEPA COACPIKUT CICAYIONINE MTapaMeTphl (IT0JIs):

o Afapec NoYTOBOro cepeepa — ip-aapec Wik JOMEHHOE MMs TI0YTOBOTO CepBepa.

MopT — mopT /TSt MOAKITIOYEHUS K TIOYTOBOMY CEPBEPY.

MeTtoa wWwKUpOBaHUA — pacKPHIBAIOIIMICSA CIIMCOK METOMOB IMH(POBAHHUS COOOIICHHIA.
Hoctynnsl cnenyromue metoasl SSL, TLS, STARTTLS.

WM nonb3oBaTens — ums U1 aBTOPHM3allMKU HAa TIOYTOBOM CEPBEPE.

I'Iaponb — apoJib JJIA aBTOPU3alU HAa ITIOUYTOBOM CEPBEPC.

OTnpaBMTenb - BHCKTpOHHHﬁ aapec, € KOTOpOoro 6y,Z[y paccbuIaTbCd YBCAOMIICHUA OT
HO)ICI/ICTGMI)I MOHUTOPHHTA.

5.7.2  Ilookniwouenue noumoesozo cepsepa nocie ycmanosxku Iloocucmemol
MOHUmMOpUH2A

[Tocne ycranoBku Ilogcmcremsl MoHuTOpHHTa B oOmacti «HacTpoiika mo4YToBOro cepsepay
0TOOPA3ATCs MyCThIE MO HACTPOWKU M CTaTyC MOYTOBOTO cepBepa He noakntouyeHo (cMm. PucyHok
5.35).
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HacTpoiiku cucTembl admin

HacTpolka NoUToBOro cepeepa

Afpec NOYTOBOrO Cepeepa * MIMA Nonb3oBaTens
MopT * Mapons
MeTon wudposaHms # QTnpaBuTens
PepaktuposaTth

HacTpoika Zabbix

Anpec APluHTepdenca Zabbix cepsepa * IMA none3oBaTtens

Pucynok 5.35 — O0aacTh HACTPOWKHU MOYTOBOT0 cepBepa nmocJie ycranoBku Iloacucrempl
MOHUTOPHHTA

J51s HaCTpOMKM OYTOBOTO CepBepa HEOOXOAMMO BBITIOTHHUTH CIIEAYIOIINE ICHCTBHS:
1) Haxatsr kuonky PepaktupoBathb (cM. Pucynok 5.35). Ilosisi ctaHyT MOCTYIHBI JJIs1 BBOJA
nanabix. Hasnauenue knonku PegaktupoBatb usmenutcs Ha MOAKNHOYUTD.

2) B COOTBETCTBYIOIIUX IMOJISIX BBECTH MApaMETPhI TIOYTOBOTO cepBepa (BCe Mouist 00s13aTelIbHbI
Ju1s 3aronHeHus ). Onucanue nojei — cm. 1m.5.7.1.

3) Jlns monkiroYeHHs MOYTOBOTO cepBepa HaxaTh KHOMKY [ogknioyutb (cM. PucyHok 5.36).

HacTpoiikn cuctemsl admin

HacTpoiika no4Tosoro cepeepa

“+ AfpeC NCHTOBOrO Cepeepa * AMA nonb3oceatens 1

mail.nic.ru dmorkovnik@integral-analytics.ru

* Mopt * Maponb

465 essecesecee B

* MeTop wndposaH1a * OTnpasuTent

SSL [ dmorkovnik@integral-analytics. ru| J

OTmMeHa MoakmounTs

PucyHok 5.36 — BBoa 1aHHBIX M MOIKJII0YEHHE MIOYTOBOI0 CepBepa

Ecnu Bce manHbie ObLIN BBCICHBI 0e3 OIJ_II/I60K, TO:

e Ha DJKpaHe JOJDKHO OTOOpa3HTCs BCIUIbIBarolee coodOmieHne «[lodToBBI cepBep YCIEIHO
HOIKITIOYEH);
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e CTaTyc MOYTOBOTO CepBepa JOJDKeH n3MeHuTcs Ha [loaknioyeHo Ha 3enenom ¢ore (cM. PucyHok

5.37);

e JIaHHBIC, BBGI[éHHBIG B IOJIAX, CTAHYT HCAOCTYIIHBIMHU JJISI U3MCHCHMU S,

e CTaHYT JOCTYIHBI KHONKH poBepuTb 1 PeaakTupoBath.

HacTpoHKu cUcTeMbl

HacTpoiika noutoBoro cepeepa

* Anpec NoYToOBOrO cepeepa

Mopt

MeTon wudposaHua

HacTtpolika Zabbix

Anpec APl nHTepdelica Zabbix cepeepa

Anpec cepsepa

MopT cepeepa

Wma none3osatens

* Mapons

OTnpasuTens

# MIMA nonb3oeatens

Mapons

AKTMBMPOBATH PACCHINKY

MpoeepuTb

o MoYToBLIM CEPBEP YCNEWHO
nookniyeH

PepaxktnposaTe
A A

admin

Pucynok 5.37 — IlouToBblii cepBep MOAKIIOYEH

5.7.3

Koppexmupoexa oannvix npu nooxnouenuu cepeepa

Ecnu B mporiecce moJkiaroueHusi ObUTM BBEIEHBl HEBEPHBIE JAaHHBIE, TO MOCJIE Ha)KaTHs KHOIKH
MoaknoYMTb MoSIBUTCS BCIUTBIBatOIEe COOOIIeHHe 00 ONMMOKe BBEICHHBIX JAHHBIX (cM. PrcyHOK

5.38).

84



HacTpoiiku cucTembl admin

He nopknwoyeHo

HacTpoiika no4ToBoro cepeepa

 Agpec nouTOBOro cepeepa W none3oeatens

* MopT * [Naponb

* MeToa WhdposaHuis * OTnpasuTens

MpoBepuTh Pepaktuposats

° Ownbka x

HacTtpoiika Zabbix HekoppekTHele NapameTpbl NOYTOBOIC cepBepa

PI/IcyHOK 5.38 — IlonbITKa MOAKJIIOYCHHUS MOYTOBOI0 CEpBEPa MPU YKAa3aHUU HEBEPHLIX JTaHHbIX

J11s1 KOPPEKTUPOBKH JTAHHBIX BBITIOJIHUTD CIICIYIOIIHE ACHCTBHUSA:
1) Haxatr kHonky PepaktupoBaTtb. [losiss cTaHyT JOCTYNHBIMH IS PEIAKTHPOBAHHSL.
Hasnauenue knonku PepgaktupoBatb usmeHutcs Ha [OAKNHOYUTD.
2) IlpoBectr HEOOXOAUMYIO KOPPEKTHPOBKY JTaHHBIX.
3) Haxartp xHomky [oAKNOYMUTD.

5.74  Peoaxkmupoeanue HacCmpoeK noUmoeozo cepeepa

B citydae cMeHBI HAaCTpOEK MOYTOBOI'O CEpBEpa UX TaK )K€ HEOOXOIUMO OTPEJaKTUPOBATh B 00JaCTH
«HacTtpoiika mouytoBoro cepsepa» B BeO-uHTepdeiice [lomcucreMbl  MOHHTOpPUWHTA.
PenaxktupoBanue HACTPOEK yKe IMOAKIIOUEHHOIO CepBepa IMPOUCXOJIUT aHAJIOTUYHO KOPPEKTUPOBKE
mapaMeTpoB MMOYTOBOTO CepBEPaA MPH IMIEPBOM MOAKITIOYCHUN — CM. 11.5.7.3.

5.7.5  Ilposepka pabomovt noumoeozo cepsepa

[Tocrie MOAKIIFOUEHHST TIOYTOBOTO CepBepa KeaaTebHO MPOBEPUTH €ro paboTocmocoOHOCTh. J[is
3TOTO HEOOXOAMMO BBIITOJHHUTE CIEAYIOIINE ICHCTBHS:
1) Haxars kHonky [poBepuTh.

2) B OTKpbIBIIEMCS OKHE BBECTH O3JICKTPOHHBIH aIpec, Ha KOTOPBIA MOYTOBBIM CEPBEPOM
[Toncucrembl MOHHUTOpPUHra OylET OTIPABICHO TECTOBOE MUCbMO, M HaXaTb KHOIKY
OtnpaButhb (cMm. Pucynok 5.39).

Mpoeepka NouToOBOrO CepBepa

Monyuatens

Pucynok 5.39 — OTnpaBka TecTOBOro NucbMa
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Ecnu oTnpaBka TecTOBOro muchbMa MpoIUIa YCHEIIHO, TO HOSABUTCS BCIUIbIBAIOLIEE COOOLIEHHE 00
YCIEIIHOW OTIPAaBKE MHChMa.

Ha ay1eKTpoHHYI0 TOUTY, YKa3aHHYIO B Ka4eCTBE IMOJIy4aTelisi TECTOBOTO IMHCHhMA, JIOJKHO MPUHTH
CoOoOIIeHHE CO cleayrommuMu napamerpamu (cM. Pucynok 5.40):

e 3arosoBok coobmenus — «[['opu3onT-BC] TecToBOE MUCHMOY;
e TeKCT coobienus — «IIpoBepka mapaMeTpoB OUYTOBOTO CEPBEPAY;

e aJIpec OTMPABUTENS — AIEKTPOHHBIN a/ipec, yKa3aHHbIN B HACTPOMKaX ITOYTOBOTO CEpBEPA B MOJIE
Otnpasutens (cm. 1.5.7.2).

[FopusonT-BC ] Tectosoe nucemo

MorkovnikEniegral-analyTics.

n

j!]l’}i]f‘.‘](ﬂ NapasMeTpoB NoYTOROND CEpBepa

Pucynok 5.40 — O0pa3en TeCTOBOro NMuCbMa 0T MOYTOBOI0 cepBepa
IMoacucreMbl MOHUTOPHHTA

5.8 Hacrtpoiika B3aumoelicTBUs ¢ cucTeMoii MOHMTOpPUHTa Zabbix

5.8.1  Jlocmyn k ¢pynkuyuu. Haznauenue u cocmae

[Tpn HEOOXOAMMOCTH MOKHO HACTPOHTH IMPOIIECC Tepeady JaHHbIX 0 cOCTOSTHUU «[ opn3oHT-BC»
u3 [loacucremsr Monutopunra «I'opu3onT-BC» B cuctemy MoHuTOpuHTra Zabbix, pacmonoxeHHy o
B KOPIIOPATHBHOMW CETH.

Wurerpanus [Moacucrtembr Monutopunra ¢ Zabbix mpoucxomuT aBTOMaTH4eckd W He Tpedyer
JIOTIOJTHUTENBHBIX HacTpoek B ZabbiX. IloacucTemMa MOHHTOPHHIA aBTOMAaTHYECKH CO3/a€T BHYTPU
Zabbix psim 00bEKTOB Ha OCHOBAHUM CBOMX BHYTPEHHHUX IIa0JIOHOB. ABTOMATHYECKH CO3/[aBaeMbIe
OOBEKTHI:

e xoct-rpymmna: HCS cluster;

e TeMmIuIeiTh BHYTpH XocT-Tpymsl: hes-cluster, hes-node, hes-hypervisor, hes-vm, hes-vdi,
hcs-bus, BHYTpH Kak10# M3 KOTOPBIX OMPEAENISIOTCS MapaMeTpPhl 11 MOHUTOPHHTA;

® KOHKPCTHBIC XOCThI C YKa3aHHBIMH BBIIIC TeMHHeﬁTaMH, 10 KOTOPbIM 6y,HYT nepeaaBaTbCAa
JaHHBIC MOHUTOPUHTIA.

HaJ'II/I‘-II/IC HCpC‘-II/ICHCHHLIX BBIIIIC 06’LCKTOB HpOBCpHCTCH Ka)KI[BIfI pa3 HpI/I 3anyCI<e KOHTeﬁHCpa
monitor.

@yHKIMA HacTpoiiku B3aumogeiicTBus Iloncucremsl MmonuTopunra «I'opu3zonT-BC» ¢ cTopoHHen
cucteMoit MmonuTopunra Zabbix mocrymnHa B moapasnene unrepdeiica « ATMHHHCTPUPOBAHUE» —>
«Hactpoiikn» (cm. Pucynok 5.41). ®ynkuus peanu3oBaHa B obnactu «Hacrtpoiika Zabbix» u
npeaHa3HaYeHa JUIS:

e WHTETpAIMK C CHCTeMON MOHHUTOpUHTa Zabbix mocie ycTaHoBkH [logcucTteMbpl MOHUTOPHHTA
«"opu3oHT-BCy);
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CMEHBI TEKYIIIUX HACTPOCK MHTErpaIiy MPH HeoOXoauMocTH (KHOTKa PefakTupoBathb);

BKJTFOUCHHE/BBIKITIOUCHHE TTepeaull JaHHBIX TIPU HATUYUH HACTPOCHHOW MHTErparu (Tymoep
AKTUBUPOBATb PacchbInky).

HacTpoiKu cucTemsl admin
MpoBepuTs PepaktupoBats
¥ CocToarua
0 npal‘i".EE-EHT{:TEHFJ['TE e / \
HacTpoiika Zabbix 14
B OTuéthl
* Anpec APl uHTepderica Zabbix cepeepa * VIm#A nonbaoeatens
* Afpec cepsepa < Mapons
B
“ Mopt cepsepa AKTUBMPOBATbL PACChINKky
Tpurreps!
PepakTupoBaTs
HacTpoiika Syslog HacTpoiika oTnpaBku SNMP trap-coo6ieHuin

Pucynok 5.41 — O6aactb HacTpoek uHTerpanuu ¢ Zabbix

O6nacte HacTpoek ZabbiX coaepxut crieayromue mapameTpsl (1Mosis):
o Appec APl untepdcpeiica Zabbix cepsepa;
o Wwms nonb3oBatens u Maponb — norun u mapos A qoctyna k APl unrepdeticy Zabbix cepsepa;

o Appec cepsepa u [lopT cepBepa — mapamerpbl Zabbix Tpammepa s MOJyYEHHs JaHHBIX
MOHHUTOPHHTA.

5.8.2  Hacmpoiika e3aumooeiicmeus ¢ cucmemoiut Zabbix nocne ycmanosku
Iloocucmemvr monumopunza

[Tocne ycranoBku Ilomcuctembl MoHuTOpuHra B obOnactu «Hactpoiika Zabbix» oroOpassrtcs
MYCThIC NOJIS HACTPO#KK U ctatyc He nogkntoyeHo (cMm. Pucynok 5.42).
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HacTpoitka Zabbix

* Appec APluHTepdeiica Zabbix cepeepa * WMMs none3osaTens

Appec cepsepa * Maponk

MopT cepeepa AKTVBMPOBATH PACCHINKY

PenakTpoBaTh

Pucynok 5.42 — QO6aacTh HACTPOHKHM B3auUMoO/IelcTBHUSI ¢ cucTeMoii MoHUTOpUHra Zabbix mocie
ycranoBku IloacucreMbl MOHMTOPUHTA

Jnis HacTpoiiky uHTErpamuu ¢ Zabbix Heo0X0AUMO BBIMOIHUTE CIACIYIOIINE ICHCTBHS:

1) Haxars kHonky PepaktupoBatb (cM. Pucynok 5.42). Iloss ctaHyT MOCTYIHBI JJIsl BBOJA
nanabix. Hasnauenue knonku PegaktupoBatb usmenutcs Ha MOAKNHOYUTD.

2) B coBeryiomux TOJNSX BBECTH AaHHbIe cepBepa ZabbiX (Bce mons 00s3aTesbHBI IS
3amoHeHus ). Onucanue moyied — cM. 1m.5.8.1.

3) VYcranoButh TymMOaep AKTUBUPOBATb PaccbiiKy B mosiokeHue BKN. s Havyana mepemayu
naHHbIX B ZabbixX cpa3y mocie coxpaHeHHs HACTPOEK. Y CTaHOBUTH TyMOJIEp B MOJIOKEHHE
Bbikn. ms COXpaHEHHUs HACTPOEK MHTErpaluu 0e3 OCYyIIEeCTBICHUS Mepeadu JaHHbBIX.

4) Jlns coxpaHeHuss HacTpoek uHTerpaiuu I[lomcucremsr MonutTopuHra «I'opu3zoHT-BCy» ¢
cuctemoit Zabbix HaxaTh kHONKY MoAaKNYUTL (cM. PucyHok 5.43).

HacTporika Zabbix

# Anpec APl uHTepdeiica Zabbix cepsepa * Vms nons3oBatens
https:/10114120 Admin
Anpec cepeepa * MNapons
10114120 ssssee &
+ MNopT cepeepa AKTHBMPOBATb PACChINKY
N
10054 '

OTtmeHa MoakmoYUTL

Pucynok 5.43 — BBoa naHHbIX /151 HHTerpamnuu ¢ Zabbix

Ecnu Bce manuble ObLIN BBEIEHEI O€3 OIIMOOK, TO:

e Ha dKpaHe J0JDKHO 0TOOpa3HuTCs BCIUTbIBaomee coodmenre «Hactpoiiku uarerpammu ¢ Zabbix
YCIICIITHO COXPAHCHBI;
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e craryc wuHTerpamuu ¢ ZabbiX momken wusmenutcs Ha [lOAKMIOYEHO Ha 3ermeHOM (OHE
(cMm. Pucynok 5.44);

e JIaHHBIC, BBGI[éHHbIe B ITIOJIAX, CTAHYT HCAOCTYITHBIMU JISI U3MCHCHUS |

e CTaHET JIOCTYITHA KHOTIKa PeAakTupoBars.

HacTporika Zabbix

Appec APlvHTepdelca Zabbix cepeepa VimA nonb3osatens
Anpec cepeepa MNapone

MopT cepeepa AKTWBMPOBATL PACCHINKY

PepakTuposaTb
r

HacTpofika Syslog HacTpofika oTnpai HacTpoiiku uHTerpaumm ¢ Zabbix
YCNEWHO CoXpaHeHb!
Anpec syslog-cepeepa Anpec

Pucynok 5.44 — B3aumopneiicTBue ¢ cucteMoii MOHUTOpUHTa ZabbixX HACTPOeHO U AKTHBHPOBAHO

5.8.3  Peoaxkmupoeanue nacmpoek é3aumooeiicmeus ¢ Zabbix

B ciyuae cMeHBI MapaMeTpoB CHUCTEMbl MOHHTOpHHra ZabbixX, maHHbIE mapameTpbl Tak Xe
HeoOXoauMo oTpenakTiHpoBath B obaactu «HacTtpoiika Zabbix» B BeO-untepdetice IToacucrempr
MOHHUTOPHHTA.

I[J'IS[ KOPPEKTHPOBKU JAHHBIX BBIITOJHUTD CJICAYIOIIUC Z[GflCTBI/If[I

1) Haxare knomky PepaktmpoBatb. Ilojst CTaHYT JOCTYMHBIMH Ui PEIaKTHPOBAHHMS.
Haznauenue kHonku PefjlakTupoBaTb n3meHuTCs Ha [OAKNOYUTD.

2) TIpoBecTr HEOOXOAMMYIO KOPPEKTHPOBKY JTAHHBIX.

3) Haxarp kHOKY MOAKNIOUUTS.

5.9 Hacrpoiika ornpaBku 3adukcupoBaHHbix I[loacucreMoii MOHUTOPUHIA
COOBITHIT HA cTopoHHM SYSI0g-cepBep

5.9.1  Jlocmyn k ¢pynkuyuu. Haznauenue u cocmae

[Tpu He0OXOAMMOCTH MOKHO HACTPOUTBH MPOLIECC Mepejaul JAHHBIX O COOBITHAX, 3a(UKCUPOBAHHBIX
[Moacucremoii MoruTopunra «I opu3oHT-BCy, Ha Sysl0g-cepBep pacroyioxKeHHbIH B KOPIOPATHBHOM
CETH.

OYHKIMS HACTPOWKH OTHPaBKU 3a(UKCHUpPOBAHHBIX COOBITUH Ha syslog-cepBep AoCTynHa B
nojpaszene narepderica «KAnMuHucTpupoBanne» — «Hacrpoiikm» (cM. Pucynok 5.45). @yHkims
peanu3oBana B oonactu «Hacrpoiika Syslog» u npenHazHadeHa Jist:

e HACTPOWKHU B3aMMOJCHCTBHsSI C SYSlOQ-cepBepoM Al OTIPAaBKU COOBITHI, 3a)MKCHPOBaHHBIX
IToacucremoit MoHUTOpHHTA «I'0pH30HT-BCy;
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e BKIIIOUCHHE/BBIKIIIOUCHNE Mepeqayd JAHHBIX O 3a()MKCHPOBAHHBIX COOBITUSX IMPU HATHYHU
HACTPOCHHOT'O B3aMMOJICHCTBUS ¢ syslog-cepBepoM (TymOaep AKTUBUPOBATL PACChINKY).

CocTosHua

HacTtpo#ku cuctemsl

0 ﬂ;]l’)}‘&EOEV:TE‘HLHGCYL} i f

Monb3osatenu

oBaHue

Tpurreps

L

HacTpoiika Syslog

Anpec syslog-cepsepa

MopT

MuHUManbHas KPUTUUHOCTb COBbITUSA

AKTUBMPOBATL PaCcChINKY

PepaktvposaTh

i

W3ameHeHue Y3, ucnonbsyemon ans
noaknoveHus K Cry

admin

PepnaktuposaTh

HacTtpoika ornpasku SNMP trap-coo6wexunin

s Anpec

MopTt

Community

MUHUMaNBHAEN KPUTUYHOCTb COBLITUS

AKTUBUPOBATL PACCHINKY

PepaktposaTh

SSH knioy Ana NoAKNIOYEHUS K runepensopam

Pucynok 5.45 — O6aacte Hactpoiiku B3aumoneiicrBusi [loncucremsl monntopunra «Copuzont-BC» ¢
syslog-cepBepoM KOpnoOpaTHBHO¥ CeTH

O6nacts «Hactpoiika Syslog» comepkut ciaeayrome mapaMmeTps (ToJis):

« Appec Syslog-cepBepa — ip-aapec Syslog-cepepa B KOpIIOPaTHBHOM CETH.

o [opT — mopT, yepe3 KoTOpHkI TOCTyMaeT HHPOpMaIHs Ha syslog-cepsep.

o MuHumanbHas KPUTUYHOCTb cobbITUA

— CIIMUCOK KPUTHYHOCTH coObITuil [lomcucremsl

MOHUTOPHHTIA JJIs CO3JIaHusl (PUIIbTpa OTIIpaBIIsieMbIX Ha syslog-cepBep coObiTHil. Ecnu cratyc
coObITHs, 3apuKcupoBaHHOro [loacucTeMoit MOHUTOPHHTA, BBILIE WM PABEH YCTAHOBIEHHOMY
NOpPOr'y MMUHHUMAJIbHOM KPUTUYHOCTH, TO JIaHHBIE O COOBITUH IepenaroTcs Ha syslog-cepsep,
€CIIN HWKE — HE NIePearoTCs.

5.9.2  Hacmpouka omnpaexu 3agpuxcuposannvix coovimuii na Syslog-cepeep
nocne ycmanosxku Iloocucmemvt monumopunza

[Tocne ycranoBku Iloncucremsr monuTopuHra B obmactu «Hactpoiika Syslog» oroOpassitcs
MyCThIE NOJIsI HACTPOiKH (cM. PrucyHok 5.46).
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HacTponku cuctemsl admin

PepakTuposaTb

/ HacTpo¥ika Syslog \\ HacTpoiika ornpaeky SNMP trap-coo6weHui

+ Apnpec syslog-cepsepa < Appec

* MopT # MopT

# MUHMMENbHARA KPUTUUYHOCTE COBLITHA # Community

AKTUBMPOBATbL PACCHINKY MUHUMANBHAS KPUTUUHOCTL COBLITUA

AKTUBMPOBATH PACCHINKY
PepaktuposaTh PepakTuposaTth
. /
WMameHeHue Y3, ucnonbayemon ana SSH kniou oA NOAKNIOYEHUA K FTMNepBRU30OpaM

PucyHnok 5.46 — Od61acTh HACTPOWKHU OTHPABKHU 3a(pMKCHPOBAHHBIX COOBITHIT Ha syslog-cepBep mocJie

ycranoBku IlogcuereMbl MOHMTOPUHIA

Jiis HacTpOIKM OTIpPaBKU COOBITHIA, 3aUKCUPOBaHHBIX [locrcTeMOit MOHUTOPUHTA Ha CTOPOHHHIA
syslog-cepBep HEOOXOAUMO BBIMOIHUTH CICIYIOIINE ACHCTBUSL:

1)
2)

3)

4)

5)

Haxars xHomky PepaktupoBatb (cMm. PucyHok 5.46). Ilomist cTaHyT JDOCTYIHBI [Jis BBOJA
naHHbIX. Ha3zHaueHne kHonku PeaakTupoBaTtb n3MeHuTcs Ha [oAKNoYmnTS.

B coseryrommx mosissx BBecTH Ip-aapec Syslog-cepBepa u HOMep moprta (BCe MO
o0s3aTenbHbl Ui 3anoiaHenus). [lonpobHoe onucanue noneit — cm. 1m.5.9.1.

BeiOpats B packpsiBaroniemMcst criucke MUHMManbHas KpUTUYHOCTbL COObITUA HeoOXxoanmoe

3HaYeHHE Mopora KpUTWYHOCTH (cM. Pucynok 5.47). TlompoOHoe ommcaHHe CIHCKA —
cm. 11.5.9.1.

YcranoBuTh TymMOJep AKTUBUPOBATL PAcCbiKy B mosiokeHue BKN. s Havana mepemaun
JAHHBIX O COOBITHSX, 3aduKcupoBaHHBIX Iloacucremoli MoHuTOpHHTa, Ha SYSlOg-cepsep
Cpa3y TMOCJie COXpaHCHHsS HACTPOCK. YCTaHOBHTH TyMOliep B MoJiokeHHe BbIKN. s
COXpaHEHUS HACTPOEK 0e3 OCYIIEeCTBICHUS Mepeaaun JaHHbIX.

Jlnst coxpaHeHHs HACTPOEK OTIPABKHU 3a(pMKCHPOBAHHBIX cOObITHIT Ha SYsl0g-cepBep HaxkaTh
kHomKy MoaknouunTb (cMm. Pucynok 5.47).
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Hacrpolika Syslog

Agpec syslog-cepeepa

10.1.14.7

Mopt

514

MuHWManbHas KPUTUYHOCTEL cobbITMA

NHpopmunposaHue
MpeaynpexaeHue
Kputnueckas owmnbka v

HeuzpectHas ownbka

OTmeHa MoaknounTL

PucyHnok 5.47 — BBoa JaHHBIX /151 HACTPOHKH OTHPAaBKHU
3a(KCHPOBAaHHBIX cOObITHII Ha syslog-cepBep

Eciu Bce manuble ObLIN BBEOEHEI O€3 OMINOOK, TO:

e HA DJKpaHE JODKHO OTOOpasuTcs BeIUIbIBaomiee coobmienue «Hactpoiiku oTmnpaBku
yBeIOMJICHHH Syslog yCTIeIIHO COXpaHEHBIY;

e JIAHHBIC, BBEJIEHHBIC B oJIsIX, CTAaHYT HEAOCTYIIHBIMU JIST U3MCHCHU A,

e CTaHET JIOCTYITHA KHOIMKa PeAakTupoBarh.

5.9.3  Peoaxkmuposanue nacmpoek g3aumooeiicmeus c Syslog-cepseepom

B ciydae cmensl mapamerpoB y SYslog-cepBepa, maHHBIE MapamMeTpbl TaK XK€ HEOOXOIMMO
otpenakTupoBath B oonactu «Hacrpoiika Syslog» B BeG-untepdeiice [TogcucreMbl MOHUTOPHHTA.

JInst KOppEKTUPOBKH MapaMeTPOB B3aUMOJICUCTBHUS BBIIIOJIHUTD CIEAYIOIIUE IEUCTBUS:

1) Haxare knomky PepaktmpoBatb. Ilosst CTaHYT JOCTYMHBIMH Ui PeIaKTHPOBAHHMS.
Haznauenue kHonku PefjlakTupoBaTb u3meHuTCs Ha [0AKN0YUTD.

2) TIpoBecTr HEOOXOAUMYIO KOPPEKTHPOBKY TaHHBIX.

3) Haxartp kHOnKy MOAKNIOUUTS.

5.10 Hacrpoiika otnpaBku 3aduxkcupoBaHHbIX coObiTHii B Buae SNMP trap
CO00IIeHN A HA CTOPOHHMI pecypc

5.10.1 Jocmyn k ¢pynkuyuu. Haznauenue u cocmae

[Ipu HEOOXOIMMOCTH MOKHO HACTPOWTH MPOIECC TMEepeAadyd Ha PECypChl KOPIOPATHBHOW CETH

JAHHBIX O COOBITHAX, 3aduKcupoBaHHbIX [lomcucremoii moHuTOopuHra «I'opuzoHT-BC», B BUjE
SNMP trap-cooOmeHuii.
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DyHKIUS HACTPOMKH OTHpaBKH 3adUKCUpoBaHHBIX coObITHH B Buae SNMP trap-cooOmenmii
JOCTyIIHA B Mojpaszzene uHrepdeiica «AnmMunucTtpupopanmue» — «Hacrpoiikm» (cMm. Pucynok
5.48). ®yuknus peanusoBana B obmactu «Hacrpoiika ormpaBkm SNMP trap-coo6ienuii» u
IpelHa3HayeHa JUIst:

e HACTPOMKHU OTIPABKU HA CTOPOHHME pecypchl 3aduxcupoBanHbix [loncucreMoil MOHUTOPUHTA
«"opuzonT-BC» cobriTuii B Bune SNMP trap-cooGmenuii;

e BKJIIOUCHUE/BBIKIIOYCHHE TEpeJauyd JaHHBIX O 3a(UKCHUPOBAHHBIX COOBITHSX MPHU HAIUYUU
HAaCTPOCHHOI'O0 B3aUMOJIEUCTBUS CO CTOPOHHHMH pecypcamu mocpenctsoM SNMP  trap-
coobmieHunii (Tym61ep AKTMBMPOBaTb PacChIsKy).

HacTpoiku cuctemst admin

PepaktuposaTh
< CocrosHua

ili MpousBoaUTEeNbHOCTL v f \

HacTtpoiika Syslog HacTpoiika otnpasku SNMP trap-coo6wexum

Anpec syslog-cepeepa s Anpec
Monb3oBaTenu
MNopt MopT

O6opynosaHue

YBeaomnexuns

MuHMManbHaa KPUTUYHOCTL COBLITUR Community

Tpurreps

AKTUBMPOBATbL PacChiNKy MUHUMENBHAA KPUTUHHOCTb COBLITUS

AKTMBMPOBATb PACCHINKY

PepaktuposaTb PepaktuposaTb

- g

W3ameHeHue Y3, ucnonbsyemon ans SSH kniou Ana NOAKNIOYEHUSA K runepBu3opam
noaknoyeHusa Kk Cry

Pucynok 5.48 — O6J1acTh HACTPOHKH OTHPABKH 3aHKCUPOBAHHBIX COOBITHIA
B Buje SNMP trap-coo0menuii

Obnacte «Hactpoiika ornpaBkun SNMP trap-coodmenunii» colepXuT cieAyrole napameTpsl
(moms):
o Agpec — ip-ampec pecypca B KOPHOPAaTHBHOH CeTH, Ha KOTOpBI Oymy mepeaaBaTbes
3auxcupoBanHbie coObITHS B Busie SNMP trap-cooOmieHuii.

e MopT — mopT pecypca, Ha KoTOpBIH OyAyT pux0aUTh SNMP trap-coobmenwus ot [TomcucreMsr
MOHUTOPHHIA.

o Community — umst cooOmecTBa 1 B3auMoieicTBus mo mpotokory SNMP.

e MuHMManbHas KpPUTMYHOCTb COObITUA — CIMCOK KPUTHYHOCTH COObITHH IloacucTeMsr
MOHHUTOPHHTA JIJISl CO3/IaHUsl (GUIBTPa OTIPABISIEMbIX COOBITUN HA CTOPOHHUE pecypchl. Ecnu
cTtaTtyc coOwITHs, 3aduxcupoBaHHOro [lomcucremMoll MOHWUTOPWHTA, BBINIE WM PaBeH
YCTaHOBJIEHHOMY MOPOTY MUHUMAIbHOW KPUTUYHOCTH, TO JAHHBIE O COOBITHH TIEpearoTCs Ha
cTopoHHHUE pecypchl B Buae SNMP trap-coobOmienuii, eciiv HUKe — TO He TIEpeIatoTCs.
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5.10.2 Hacmpoiika omnpasku 3agukcuposannuvix coovimuii 6 suoe SNMP trap-
cooouwenuil nocie ycmanosku Iloocucmemsl monumopunza

[Tocne ycranoBku Iloacucremsl monutopunra B obmactu «Hacrtpoiika ornpaBkun SNMP trap-
€o00IIeHHiT» 0TOOpa3ATCS MyCThIE MOJIS HACTPOIKHU (cM. PucyHok 5.49).

HacTponku cucTemsl admin
PepaktuporaTe
HacTpoiika Syslog r HacTpolika otnpaeku SNMP trap-coo6ieHui h
* Anpec syslog-cepsepa “ Afpec
# MopT # MopT
# MWUHUManbHas KPUTUUHOCTE COBbLITHA * Community
AKTMBWPOBATD PACCHINKY # MWHMManbHas KPUTUHHOCTE COBLITHS
AKTUBMPOBATE PACCHINKY
PepakTupoBaTs PepaktupoeaTe
. /
WameHeHHe Y3, ucnone3yeMon ana SSH knou AnNg NOAKNIOYEHUA K FTUNepPBU3OpaM

Pucynok 5.49 — O6/1acTh HacCTpOiiKM OTHIPaBKH 3aMKCHPOBAHHBIX coObITUI B Bae SNMP trap-
coo0meHuii mocie ycranopku IloacucreMbl MOHUTOPUHTA

Js HacTpoiiKu OTHpaBKH 3aQUKCUPOBaHHBIX cOObITHH B Busie SNMP trap-cooOieHuii Heo0xo1umMo
BBITIOJIHUTD CIEAYIOUINE IEHCTBU:

1) Haxars kHonky PepaktupoBath (cM. Pucynok 5.49). Ilonst ctaHyT MOCTYIHBI JJsl BBOJA
nanHbIX. Hasnauenue knonku Pepaktuposatb m3menutcs Ha [ogknounTb.

2) B coBeTyrOIIUX MOJISIX BBECTH IP-aJpec CTOPOHHETO pecypca, HOMep MopTa Ha pecypce U HMst
coobmectBa (community) s B3aumopeiictBuss 1o mnpotokony SNMP  (Bce mouns
o0s3aTenbHbl 11 3anoiaHeHus). [lonpobHoe onucanue noneit — cm. 1m1.5.10.1.

3) BroiOpath B packpbiBaroiemcs ciucke MUHUManbHas KPUTUHHOCTL COBBLITUA HEOOXOIUMOE

3HaueHue mnopora kputudHoctu (cM. Pucynok 5.50). IlompoOHoe omucanue crucka —
cm. 1.5.10.1.

4) YcranoBuTh TymMOsiep AKTUBUPOBATb PACChINKY B mosiokeHre BKN. s Havana mepenayn Ha
pecypc JaHHBIX 0 COOBITHAX, 3aduKcupoBaHHbIX [loncucTeMoil MoHUTOpPUHTA, B BUsie SNMP
trap-coo01enuii cpa3y mocjiae COXpaHEHHUs HACTPOEeK. Y CTAaHOBUTH TyMOJEp B IOJIOKEHUE
BbIKn. 1715t coxpaHeHust HacTpoek 03 OCYIIECTBICHHUS TIepeIauyl JaHHBIX.

5) s coxpaHeHHsl HAaCTPOCK OTHPABKH 3a()MKCHPOBAHHBIX COOBITHI B BUJIE trap-COOOIICHHI
HaxaTh KHOKY [loAknouuntb (cMm. Pucynok 5.50).
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Hactpoiika otnpaekm SNMP trap-coobieHunin

Anpec

10.1.14.120

* Mopt

162

* Community

public

* MUHUManbHanA KPUTUYHOCTb cobbiTUA

AKTMBMPOBATb PaccbIAKy

[ 2x @)

OtMmeHa MoaknounTh

Pucynoxk 5.50 — BBoa 1aHHBIX /151 HACTPOI KM OTHPAaBKH
3auKcHPOBAHHBIX coObITHIT B BHIe SNMP trap-coodmennii

Ecin Bce manuble ObLIM BBEIEHEI O€3 OIIMOOK, TO:

e HA DJKpaHe JODKHO OTOOpasuTcs BeIUIbIBaomiee coobmienue «Hactpoiiku oTmnpaBku
yBegomiiennit SNMP ycrienHo coxpaHneHb»;

e JJAHHBIC, BBEJEHHEIC B MoJIsIX, CTAHYT HEAOCTYIIHBIMU JIST U3MCHCHUS

e CTaHET JIOCTYyIHA KHOIMKa PeAakTupoBsarh.

5.10.3 Peoakmupoeanue Hacmpoex 63aumooeiucmeus co CHopoOHHUMU
pecypcamu c ucnoavzosanuem SNMP trap-cooowenuii

B ciygae cmensl mapametpoB cepBepa SNMP ux Tak e He00X0UMO OTpeIaKTHPOBATh B 001aCTH
«Hactpoiika ornpaBkun SNMP trap-coo6mennii» B Be6-untepdeiice [loacucreMbl MOHUTOPUHTA.

I[J'IS[ KOPPEKTHPOBKU JAHHBIX BBIITOJHUTL CJICAYIOIIUC HGfICTBI/ISII

1) Haxare kHonky PepaktupoBaTb. I[lossi CTaHYT [JOCTYIHBIMH JUIS PEIaKTHPOBAHHMS.
Hasnauenre knonku PefakTupoBatb usmenutcs Ha MoaKnoYUTb.

2) IlpoBecTr HEOOXOAUMYIO KOPPEKTHPOBKY JaHHBIX.
3) Haxarp xHomKy [10AKNIOYMUTD.
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5.11 U3menenue Y3, ucnojb3yemoii Aist noaxawodenus k CI'Y

5.11.1 Jocmyn k ¢pynkuuu

@yHKIMSA U3MEHeHUs Y3, ucnoiab3yemor ans noxaximoueHus k CI'Y, moctymHa B mojpaszene
unrepdeiica «KAaMuHucTpUpoBanue» — «Hacrpoiikn» (cMm. Pucynok 5.51).

CMmeHa y4eTHOM 3arucH, UCnojbp3yeMoii uisa noakiatouenus kK CI'Y, tpebyeTcs B ciydae n3MEHEHHS
B Cucreme Buptyanuzanuu «I'opu3onT-BCy» napaMeTpoB CEpBUCHONW YYETHOM 3aIIMCH, CO3JJaHHOM B
n.3.2. JlauHple 0 CMeHEe mapaMeTpoB NPEAOCTABISAIOTCS agMHUHHCTpaTtopamu CHCTEeMbI
Buptyanmzanuu «I'opuzont-BCy». Ilocne cmens! yuetHoi 3amucu [loacucrtema MoHuTOpUHTA OyIeT
noakouatbess K CI'Y ¢ momompi0 HOBOM YYETHOW 3amucH IS MOJy4deHUs WHOOpMAIuu O
KoMIoHeHTax «['opu3oHT-BC».

OyHknusa peanuzoBaHa B obonactu «M3meHenue Y3, ucnojib3yemoi nis noakiawdenus CI'Y».
O0nacTh COEPKUT ClieAyromre mapamerpsl (mosist): Uma nonb3oBatens u Maponb — cooTBETCTBEHHO
JIOTUH U IIapojib CEPBUCHOrO mosb3oBarens Cucremsl BupTyanusauuu «l opu3oHT-BCy», KOTOpHIi
ocyuiecTisieT noakiatoyeHue «l opu3zoHT-BCy» k moacucreMe MOHUTOPUHTA.

HacTpo#iku cuctembl admin
CocToaHuA
PepaktuposaTth PepakTuposath
eNbHOCTL v
ﬂameueuue ¥3, ucnonbayemon ansa \ SSH kntoy ANs NOAKMIOYEHHSA K FTMNEpBU3opaM

nopknoyeHua k Cry

3ameHa TpebyeTe TOMbKO B Cry4ae
M3MEHEHHUA CTaHAAPTHOro KNio4a SSH,
MCNonb3ayemoro s MfopuaoHT-BC.
MCNonb3oBaHMe HEKOPPEKTHOTO KIkoYa
npuBeneT K HepaboTocnoco6HOCTH
YeenoMNeHus MOHUTOPHHTS

* MmsA none3osatens

Tpurrepbl

MNapons E

BbiBepuTe Gainn unv nepeMectuTe ero coaa ans
| 3amMeHbl CTaHaapTHOro id_rsa kiova,
MCNONb3YeMOoro Ans NOAKNIOYeHKS K
Mnepeuaopam no SSH

\ PepaktupoBath /

Cépoc nonknoueHus

PucyHok 5.51 — U3MeHeHne TaHHBIX YUETHOH 3aNiCcH, HCNOIb3yeMOoil
i noakiaovenns k CI'y

5.11.2 Be00 oannbix H060Il yuemHoil 3anucu
I[J'I}I CMCHBI y‘lCTHOﬁ 3allucu HeO6XOI[I/IMO BBIIIOJIHUTB CJICAYIOIIUC HeﬁCTBHHZ

1) Haxars kHonky PepaktupoBath (cM. Pucynok 5.51). Tlonst ctaHyT MOCTYIHBI JJsl BBOJA
nanubix. HasHauenue kaorku PeaakTupoBaTh usmeHutcst Ha COXpaHUTB.

2) Beectu B momsx Wma nonb3oBatensi u [laponb HOBbIC JaHHBIC YYETHOW 3amHCH JUIS
noakarouenusd kK CI'Y.

3) Haxarp kHonky COXpaHuTb.
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5.12 N3menenue kiaw4ya SSH, ucnoab3yeMoro 1Jisl NOAKJII0YEHHUA K TUTIEPBU30PY

5.12.1 Jlocmyn k ¢hpynkuuu

B cnyuae nuzamenenus SSH kittoua, HCIIONb3yeMOTro AJis OAKIIOUEHUS K Tunepsu3opaM «l opu3oHT-
BC», tpebyerca sarpysute B Ilomcucremy MmonuMTOpMHIra HOBBIM K04 id rsa depes BeO-
unrepdeiic Ilogcucrempl MoHUTOpPHHTA. JlaHHBIN KIFOY HCIONB3yeTcsl [yt onpoca Ilogcucremoit
MOHUTOpPHHIa HapaMeTpoB THUIEPBHU30pa C MoMoulblo Linux-koMaHJ ¢ HpeaBapUTENIbHBIM
nojkitoueHnuem no SSH.

OyHKIMSA U3MeHeHUs Kiroda SSH, ncnoabs3yeMoro Ais MOJAKIOYEHUs K THIIEPBU30DPY, JOCTYIIHA B
nozapaszuene wuHrepdeiica «AamuHucTpupoBanme» — «Hacrpoiikm» (cMm. Pucynok 5.52).
OyHKIMA peanu3oBaHa B 006gacTu «SSH KiI0Y A1 MOAKJII0OYeHUs] K THIIEPBU30pPaM», KOTOpas
COZIEPIKUT I0JI€ 3arpy3KH ¢aiia HOBOro KiIroua.

HacTpo#ku cucTembl admin

Pepaktuposate Penaktuposats

M3meHeHue Y3, ncnonb3yemoi ana £SH K/IKOY ANA NOAKYEHUA K TMNEPBU30paM \
noaknoyeHnsa KCry

3ameHa TpebyeTcs TONbKO B Chyvag
M3MEHBHMA CTaHAapTHOro Kioya SSH,
ucnens3yemoro B fopn3oHT-BC
Mcnonb3osaHke HEKOPPEKTHOrO KIkya
nNpUBeneT K HepaboTocNoCcobHOCTH
MOHWTOPUHIA.

* MimA Nnonb3osaTena

Tpurrepsl

MNapons E

BbiGepuTe dain unv nepeMecTuTe ero coaa aAng
I 3aMEeHbl CTaHAaPTHOrO id_rsa kniova,
UCTNONbB3YEMOT0 NS NOAKNKUEHNS K
Manepemaopam no SSH

Pepaktuposath \ /

C6poc nonkmoveHus

PucyHnok 5.52 — @ynkuus 3aMmensl SSH Kiro4a 1151 NOAKIIOYEHUS K THIIEPBU30PaM

5.12.2 3amena knroua SSH

3arpy3uth HOBBIH SSH xmou B IloacucreMy MOHUTOPHHTAa MOXKHO JIBYMsI CTaHAApPTHBIMH
crocobamu.

e B o6nactu «SSH k1104 171 MOAKITIOUEHHUS K TUTIEPBU30PY» HICIKHYTH 110 30HE 3arpy3ku (aitna
(cM. Pucynok 5.52). B oTkpbIBIIEMCSl CTaHAAPTHOM OKHE IPOBOJHHUKA BBIOPATh HYXKHYIO
JMPEKTOPHUIO U (a1 ¢ KITF0OYOM M HaKaTh KHOIKY OTKpPbITh.

e OnHOBpeMEHHO C pa3fenoM «AJMUHUCTpUpoBaHue» — «Hactpoiikm» BeO-unTepdeiica
[ToacucreMbl MOHMTOPUHTA OTKPBITH HA JKpaHE IUPEKTOPUIO, B KOTOPOW HaXoAWTCs (aiin
HoBoro SSH knmroua. IleperanuTh MBIIIKON (aiin kioya U3 AUPEKTOpUH B BeO-uHTEpdeiic
[ToacucremMbl MOHUTOPUHTA B 30HY 3arpy3ku Qaiina obnactu «SSH KITi09 17151 HOJKITIOUEHUS K
runepBu3opy» (cMm. Pucynok 5.52).
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5.13 Otkmouenne Iloncucrempr MouuTopunra ot CI'Y

5.13.1 Jocmyn k ¢pynkuuu

Oynknus otkmoueHus [loacucremsr Mmorutopunra or CI'Y gocrymHa B mojpasnaene uHTepderica
«AamuHucTpupoBanue» — «Hacrpoiikn» (cM. Pucynok 5.53) u npeiHa3HadeHa st OTKIIOYESHUS
[Moncucremsr Monutopunra ot CI'Y, st cOpoca HacTpoek U nepenoakiIodeHus kK unomy CI'Y.

OyHKIMs peann3oBana B o0actu «COpoc MOAKIIOUYEHHs» KaK IPEIyIPEXKICHHE O TOCIEICTBUAX
oTKIr0OYeHns 1 kHonku Copoc.

PenakTipoBaTth

Mone3osatenu
C6poc noaknoueHus

BESEN U] Mocne oTknioueHrA FTOpH3oHT-BC OT MOHWTOPKHIa, BCE NCTOPUYECKWE JaHHbIE Y1anaATCs, U BaC NepeHanpasuT Ha

CTPaHnLLy NOLKNKHEHNA.

Tpurrepsl

Pucynok 5.53 — Copoc nogkaoyenns k CI'Y

5.13.2 Omxknwuenue om CI'y

Jist copoca nmoakmoderus [lomcucremsr MoruTopuHTa K CI'Y HEOOX0IMMO BHITIOTHUTH CIICTYIOIINE
IICUCTBUA:

1) B o0nactu «COpoc moakiroueHus» Haxath KHorky Copoc.
2) B OTKpBIBIIEMCS OKHE MTOATBEPKICHUS HaxaTh MogTBepxaar (cm. Pucynok 5.54).

C6poc nogkntoueHna

Bbl AEﬁCTBHTeﬂbHO XoTuTe CﬁpOCMTb I'IO,C[KHPOUEHME?

OtmeHa MoaTBepxaato

Pucynok 5.54 — OxkHO noaTBepKAEHUA cOpoca
noaxkaoyenusa Kk CI'Y

Texymee noaxmouenne k CI'Y Oyner cOpomeno. Ha skpaHe aBTOMaTHYECKH OTKPOETCS OKHO
noakarouenuss Iloacucremsr Mouutopurra k CI'Y (em. Pucynok 5.55). ITompoGuHo mporiecc
noakiarouenus k CI'Y npusenieH B 11.3.4.
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MoakntoueHue K flopusoHT-BC

[nA ganeHeRwed paboTel € CUCTEMON MOHWMTORWMHE

HeobXoAMMO NpoM3BECTM NodknkodeHme k FopuzonT-BC

* Agpec
Mopt

* MImA Nonb20BaTENA

admin

* Mapons

Ll L]l /‘

MoakaoumTe

o
(=)
=]

o MoaxioueHme 2 OBHapyxeHue

Pucynok 5.55 — OxHo nmoaksrovenusi [loacucreMbl MOHUTOPUHI A
K Cucreme Bupryanusanun «[opuzont-BC»

5.14 ®dopmupoBaHNe TUATHOCTUYECKUX OTYETOB

5.14.1 Jlocmyn k ¢pynkuuu

OyHkius (GopMUpOBaHMS IMATHOCTHMUECKUX OTYETOB JOCTYIHA B Iojpas3jene HHTepdeiica
«OT14éth» — «/Iuarnocruka» (cM. Pucynox 5.56) u mpennazHadyeHa misi (GpopMuUpOBaHUS U
BBITpY3KH u3 [loacucTeMbl MOHHUTOPHMHIA JHUAarHOCTHYECKMX OTYETOB cocTOsiHUS (Curcremsl
Buptyamu3aun  «l'opu3oHT-BC» M BXoadmmMx B COCTaB KOMIIOHEHTOB B ¢opmare .txt.
JlnarHocTuueckre OTYEThl NIpEJHA3HA4YeHbl I yhpoueHuss u Oonee 3P(PEeKTUBHOTIO
B3aUMOJICHCTBUA C CIyXk00il TexHHdyeckod mnoanepxku [opu3oHT-BC B cilyuae BBISBICHUS
HENOJIAZIOK.

HOI[,[[ep)KI/IBaI-OTCH cIeaAyromue BUAbl JUArHOCTUYICCKHUX OTYCTOB!

o ['mnepBuzopsr;

Jlor-(aiinbl runepBU30pOB;
e CI'Y;

Jlor-¢aiiner CI'Y;

o PCX]I;

o Ceph (xpanwmnuina).

JIMarHoCTHYECKHE OTYEThI BBIMPYXKAIOTCS B BHJIE apXUBHOTO (paiiia B popmate .Zip, copeprKaiiero
Habop AuarHocTuyeckux tXt-¢haityioB Mo ykazaHHOMY OOBEKTY.
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IIpumeuanue. Pabora ¢ otu€ramu B moapaszaenax «CoobiTusm» 1 «[Ipou3BoaNTEIHbHOCTb
npuBeneHa B JOKyMeHTe «llodcucmema monumopunea «Iopuzonm-BCy. Pyxoeoocmeo

noJjib3068amelisy).

CocToaHna

CobuiTns

Mpon3BOAMTENEHOCTD

MNpon3BOAMTENEHOCTE v

AOMMHMCTPMpOBaHWE v

OnarHocTuka admin

o rEHEpﬁLLMW OTUETA MOXET 3aHATH HEKOTOpOoe BpeMs

= rneper3opsl
10114.5 (Tvnepsuaopsb!)
= Nor-da#nbi runepsmsopos
10114.5 (Nor-Gansl runepsnaopos)
= cry
101145 (Cry)
= Nor-tains Cry
10114.5 (Nor-dains Cry)

B Pcxa

101145 (PCXA)
= Ceph

101145 (Ceph)

Pucynok 5.56 — O6aacth ¢popMuUpOBaHUS U BBHITPY3KH JHATHOCTHYECKHX 0TYETOB 10 00bekTam CI'Y

5.14.2 ®@opmupoeanue, evicpy3Ka u RPOCMOMpP OUAZHOCHUUECKO20 OMUema

I[J'IH (bOpMI/IpOBaHI/ISI H BBII'PDY3KH JUATHOCTUYCCKOTO OTUCTA HCO6XOI[I/IMO:

1) BoiOpatrh B CITUCKE OJIMH WIIM HECKOJIBKO HHTEPECYIOIIUX 00beKTOB (cM. PucyHok 5.57).

o [eHepaLua OTYETa MOXET 3aHATL HEKOTOPOE BPEMA

= Mnepsr3ops!
10114.5 (Tvnepeuzops)
= Jor-Gannsl rMNepsv3opos
10114.5 (Nor-dains runeperMaopos)
2@ crv
101145 (CTY)
B @ ror-o{i0.1.145 crv)
@ 101145 (Nor-gains CrY)

B  Pcxa

10114.5 (PCXA)
= Ceph

10114.5 (Ceph)

CreHepupoBaTs OTYET

Pucynok 5.57 — Bei6op o6bextoB CI'Y 1i1s1 popmupoBanus
U BBITPY3KHU IMArHOCTHYECKUX 0TYETOB

2) Haxats kHOTIKY CreHepupoBaTh OTHET.
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JIOJKHO MOSIBUTCS COOOIIEHHE 00 YCTICITHOM OTIPaBKe 3arpoca Ha TEHEPAINIO OTYeTa (CM.
Pucynok 5.58). [Ipu ycnemnom co3nanuu otuéra B [logcucteMe MOHUTOpUHTA Ha3HAUCHUE
kHOMNKH CreHepupoBaTh OTHET 0JDKHO MMOMEHSTHC Ha CKayaTb OTYET (cM. Pucynok 5.59).

o [eHepaLms 0TUETa MOXET 3aHATL HEKOTOPOE BpeMs

=] nepev3opsl
10114.5 (Tvnepev3aophl)
= Nor-dhainsl runepsn3opos
10114.5 (Nor-gainsi rvnepsU3opoB)
=@ crv
101145 (Cry)
E @ nNor-dains CrY
@ 101145 (Mor-daiine CrY)

= PCXO
10114.5 (PCXM)
= Ceph
10114.5 (Ceph)
° 3anpoc Ha reHepaumvio oT4éTa X
yCreLwHo oTnpasneH

Pucynok 5.58 — Coobmenue 06 ycnenrnom 3anpoce Ha GopMHPOBaHHE
JAUATHOCTUYECKHX OTYETOB MO YKA3AaHHBIM 00beKTaM

o leHepaLma OTYETa MOXET 3aHATL HEKOTOPOE BPeEMSs

=] runepBraops
10114.5 (TvnepBur3opsl)
= Nor-dains runeper3opoe
10114.5 (Nor-dains runepeM3opos)
B8 crv
10114.5 (Crv)
= Nor-dains CrY
10114.5 (Nor-caitnsl CrY)

B rcxa

10114.5 (PCX)
=] Ceph

101145 (Ceph)

[ CkayaTb OTUET ]

Pucynok 5.59 — Knonka BoIrpy3ku copMUpPOBaHHOTO 0TYETA

3) Haxarp kHomky CkayaTb 0TYET (cM. Pucyrok 5.59).

4) B oTKpBIBIIEMCS CTaHIAAPTHOM OKHE COXpaHeHHs (aiiyia yKa3zaTh JUPEKTOPHIO, B KOTOPYIO
Oynaer momeinén zip-daiin otuéra, U HaKaTh KHONKY COXPaHUTD.
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JIi1st mpocMOTpa AMAarHOCTUYECKUX OTYETOB 3aiTH B AUPEKTOPUIO, Ky/a ObUT BEITpYXKEH Zip-daiin, n
OTKPBITh apXUB. APXUB COJEPKUT HaOop tXt-aiiioB ¢ tuarHocTukoi o oowvekTy (cM. Pucynok 5.60
u Pucynok 5.61).

> Beirpyaka Texnanka >[diagnostfc_rep0rt_26—06—2024_1S—24.zip ] ~ U | Nowck &: diagnostic_report_26-06-2024_15.. R
~ IYE] Tun CxaTsld pasm.  3awWTta na..  Pasmep Cxatve  [laTa uaMmeHesms
=l logs_diagnostic_10.1.14.5_tail_n_1000_var_log_dmesg_txt TeKCTOBbLIA ... 71Kb Het 71KE 0% 03.07.2024 13:38
=l logs_diagnostic_10.1.14.5_tail__n_1000_var_log_kern_log.txt TeKCToBbIA ... 1KbB Het 1KE 0%
=l logs_diagnostic_10.1.14.5_tail_n_1000_var_log_messages.txt TeKCToBbIA ... 111 KB Het 111 KE 0%
=l logs_diagnostic_10.1.14.5_tail_n_1000_var_log_syslog.txt TekcToBbIA ... 1KEB Het 1KE 0%

Pucynok 5.60 — Ilpumep apxuBa ¢ THATHOCTHYECKUMH OTYETAMU

J ogs_diagnostic_10.1.14.5_tail_n_1000_var_log_dmesg_txt — bnokxoT - d X
Darn [(paska ©Qopmat Bwa Cnpaska

tommand: tail -n 1e@ee /var/log/dmesg A
[ 91.288814] pcl 9008:89:00.9: [8086:0a54] type 08 class 9x818802

[ 91.288831] pcl 9000:89:00.0: reg 0x10: [mem 0xd3810800-0xd3813fff 64bit]

[ 91.288861] pcl 9000:89:00.0: reg ox30: [mem oxd3800000-0xd38affff pref]

[ 91.2890@35] pci @@@@:85:83.9: PCI bridge to [bus 89]

[ 91.289041] pci @800:85:03.0 bridge window [mem @xd3300000-0xd39ff{ff]

[ 91.289%046] pcl 0000:85:03.0 bridge window [mem oxd5fffeoo0oo-oxdstffffffff e4bit
[ 91.289@69] pci_bus 9e0@:85: on MUMA node 1

[ 91.289387] ACPI: PCI Root Bridge [PC@8] (domain @e@0@ [bus ae-d&])

[ 91.289314] acpi PNPRARE:@a: _0SC: 0S supports [ExtendedConfig ASPM ClockPM Segments
[ 91.289991] acpi PNPBA®8:@a: 0SC: platform does not support [SHPCHotplug AER LTR DPC
[ 91.290361] acpi PNPOA@8:@a: _0SC: 0S now controls [PCIeHotplug PME PCIeCapability]

[ 91.290366] acpli PNPRARE:@a: FADT indicates ASPM is unsupported, using BIOS configur:
[ 91.298573] PCI host bridge to bus @oee0:ae

[ 91.290576] pci_bus 0000:ae: root bus resource [io @xbe@@-oxcfff window]

[ 91.290588] pci_bus 9008:ae: root bus resource [mem @xel@oeoo@-0xeefff window]

[ 91.290584] pci bus @0@0:ae: root bus resource [mem @xdceeeeeeee-oxdefffffffff windc
[ 91.290588] pci_bus @000:ae: root bus resource [bus ae-d6]

[ 91.290643] pcl 900B:3e:02.9: [8086:2032] type 01 class 9x060400

[ 91.290785] pcl @@00:a3e:02.8: PME# supported from D@ D3hot D3cold

[ 91.290981] pcl 9000:ae:03.0: [8086:2033] type 01 class 9x060400

[ 91.291041] pcl @@0@:3e:83.9: PME# supported from D@ D3hot D3cold

[ 91.291158] pci @000:a3e:05.9: [8086:2034] type 00 class Ox088000 v
<

Crp 1, ctn6 1 100%  UNIX (LF) UTF-8

Pucynok 5.61 — [Ipumep 1uarHocTu4ecKoro oT4éra
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HPUJIOKEHUSA

IIpunoxenune A. OcobeHHOCTH (POPMHMPOBAHHS CIHUCKOB MOJb30BaTesedl NPHU

CO3IaHUM (PeIAKTHPOBAHMHU) I'PYII AIPECATOB PACCHLIKHU

@opMUpOBaHUE CIHUCKOB I0Jb30BAaTENEH MJIs TPYII aApPEcaToB pPAaCChUIKM IPOBOAMTCA IIPU
HACTPOMKE CUCTEMBI pacChlIKU yBepomiieHui [loacucreMbl MOHUTOPUHIA M JOCTYITHO B IOJpa3iesie
uHTepdeiica «AIMHUHHCTPUPOBAHHE» — «YBeIOMJIEHUSN»,

(cm. Pucynok A.1).

00J1aCTh

aJipecaToBy

Ysepomnenusa

HUA

OAUTENBHOCTE v rpy'l'lr'lbl ajpecaTtoB

CosnaTtb rpynny

Ha3eaHue

NexypHas rpynna 3 no Cry
OexypHan rpynna no BM 1
NexypHasa rpynna 2 no Cry
Hactpoiku TecTosas rpynna

Tex. nopaepxka
AexypHas rpynna 1no CTy

OexypHas rpynna 1

YuacTHukM

RAluen

Aluen

Rb4ven.

Raven.

A6 uen

R2yen.

Aa2ven.

[ata naMeHeHus

12.02.2024, 14:30:10

12.02.2024, 14:30:54

12.02.2024, 14:29:09

12.02.2024, 14:31:19

12.02.2024, 14:29:53

12.02.2024, 20:14:19

12.02.2024, 20:35:38

admin

I

N
(@] (2] (2] (o) (o) (o (o)

I

I

I

Ay

I

Pucynok A.1 — I'pynnbl agpecaToB pacchbllIKU yBeaoMiIeHHUii ot IloacucTeMbl MOHMTOPUHIA

[lpn ucnonb3oBanuu ¢yHkiuii Co3paTb rPynny wiM 3HAYKA PEAAKTHPOBAHUS TPYIIIIbI

(cM. Pucynok A.l1) Ha skpaHe OTKpbIBaercs (opma g co3faHus (peJaKTUPOBAHMS) TPYMIIbI

pacchUIKU yBenomiieHui (cM. Pucynok A.2).
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PenakTpoBaHuWe rpynnbl

* HaspaHue

[octynko Beib6paHo
B v 1/4 3nem. Vv 2 3nem.
B Wmsa nonb3osarens Moura Ponb Wma nonszoearens
urken urken@mail.ru Aamun 1
admin - [ Oneparop 1
AamnH 2 sdfxsf@sd.ru
Oneparop 3 -

1

MNoura

IV@sdj.ru

Pone

OtmeHa CoxpaHWTb

PucyHnok A.2 — PejakTupoBaHue cOCTaBa IpPyninsbl

OobaacrTb «locTymHO»

OO0nacTh COAEPKHUT CHHCOK IIOJb30BaTeNel, HE BOWIEAIIMX B TPYHIY, H, COOTBETCTBEHHO,
JOCTYIHBIX Ui 100aBJIeHUS B penaktupyemyio rpynmy. [Ipu co3manum HOBOHM TIpymibel 00JIacTh
«/locTynnHO» COIEPKUT CIHCOK BCEX IIOJb30BATENICH, 3aPETMCTPUPOBAHHBIX HAa TOT MOMEHT B

IToncucreme MOHUTOpUHTA.

Croucok moJb30BaTesiell BKIIIOYAST CICAYIONIME MOoJs: moje BbiOopa ctpoku ( / ), Uma

noneb3osarens, Moyta u Ponb (cMm. Pucynok A.2).
B BepxHeit yacTu 001acTH pacroyiokeHsl (cM. PucyHok A.3).

e CYCTUHK JJIEMEHTOB TaONuIIbI (hopMaTta: <BblbPaHO>/<BCEr0> 3neM.,;

e CTaHJapTHOE (hIaroBoe Imoje BBIOOPA/OTMEHBI BCEX 3JIEMEHTOB CIIHCKa
COOTBETCTBEHHO He 8blOpano/ bibpano ece/ 8b16pansl OmoenbHble deMeHmbyl,

/@ m -

e pPACKpPBIBAIOIIMICS CIHCOK GyHKIMi BblOpaTh BCe AaHHbIe 1 UHBepTUpOBaTh BLIOOP.

HocTtynHo

B v 1/8 anem.
BribpaTth Bce gaHHble
WNHBepTpoBaTh BLIGOP

u Mmsa nonbzoBatena [ourta Ponb

tect - m

Pucynok A.3 — C4eTYHK 3J1eMEHTOB TA0JMIBI M (PYHKIIUH

Bl)lﬁopa 3JICMECHTOB
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Taxk >xe B BepxXHE yacTH 00JIaCTH paCITOIOKEHO TT0JIE IIOUCKA B CIIMCKE IMOJIb30BaTeel 10 TEKCTOBOM
crpoke (cM. Pucynok A.4). [Touck mpoBoauTcs ¢ y4eToM peructpa mo noiasm UMa nonb3osatens u
Ponb.

JocTtynHo

V 4 3nem.

[ Onep) ]

Mma nonbzosBartens Moura Ponb

I;

Onepatop 1 dsfasxefoii@erer.ru
Oneparop 3 -
(1)

PucyHnok A.4 — IIpumep ucnoib30BaHust PYHKIUM MOMCKA

Obaacrb «BeiOpano»

OO0nacTh COAEPKUT CHHMCOK IOJIb30BaTeNell yka3zaHHOH rpynnbl. [Ipu co3naHuu HOBOM Tpymnibl
obmacths «BbpiOpaHoy mycTasi.

OyHKIMOHAN JaHHOM 001acTu aHajgoruyeH GpyHKuoHany odaactu «JlocTymHo».

Crpesikn nepeHoca

Crpenku Mmexnay obnactsamu «JloctynmHo» u «BbiOpaHo» ciykarT Juis HepeHoca BBIOPaHHBIX
3JIEMEHTOB B COOTBETCTBYIOIIYIO 00JIaCTh:

. — TIEPEHOC YKa3aHHBIX MOJb30BaTeNield W3 chucka «JloctymHo» B cnucok «BwiOpaHo»,
peanuzanusi a00aBieHUs TMojib3oBareneil B rpymmy. CTpenka aKTUBU3UPYETCS TOJIBKO TPH
BBIOOpE MONIb30BaTENs B CIUCKe «J[OCTYIHO.

. — TEepPeHOC YKa3aHHBIX MoJib30BaTeneil u3 cmucka «BpiOpaHo» B crmmcok «JlocTymHo»,
peanu3anys yJaJeHHs IoJb30BaTened u3 rpynnel. CTpenka akTUBU3UPYETCS TOJIBKO IIpU
BbIOOpE 1MOJIb30BATENS B clIMCKe «BbIOpaHo».
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IIpunoxenue b. Ocodennoctu GopMUpPOBaAHUS PACCHLIIKH

Co3gaHne pacchbUIOK MPOBOJUTCS MPU HACTPOUKE CUCTEMBI PACCHUIKK yBemomiieHui [loacucremsl
MOHHTOpDHHTa W  JOCTYIHO B  mojapasiene  uHTepdeiica  «AIMHUHHUCTPHUPOBAHHE
— «YBegomiIeHus», ooacts «Pacceuikny» (cMm. Pucynok b.1).

Paccbinkn

Co3natk pacchinky

CraTyc HazsaHue YyacTHuKn [ara cosnanus

Bk TMnepser30pel (BC;) Al rpynna 12.02.2024, 19:38:43

%

I

Brn. Mnepewnzop 153 R3 rpynnbl 12.02.2024, 19:45:56

Tpurrepsbl

Brn. 153 (BCe 06beKTbI) R1rpynna 12.02.2024,19:46:39

I

HacTpoiiku
Brkn. [anHbie oT VDI R1rpynna 12.02.2024, 21:17:34

(©) (@) &) (0

In

PI/IcyHOK B.1 — Cnucokx PaCChLIOK yBe)IOMJ'[eHHﬁ oT HO}ICHCTeMbI MOHMUTOPHUHIA

IIpu ucnons3oBanuu ¢GyHkiwii Co3AaTh PACCbUIKY WM 3HAYKAa PEIaKTHPOBAHUS PACCBHUIKA 2
(cm. Pucynok b.1) Ha skpaHe OTKpbiBaeTcs ¢opma Ui co3gaHus (pelaKTUPOBAHMSI) TPYIIIIBI
paccbUiku yBenomiieHuit (cMm. Pucynok B.2).
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COBABHM& paccbINKK X

* HazsaHue
#* Q6bekTol 2
# YuactHuku (2

* KpUTUUYHOCTL cOBbITMA

* Metoa oTnpaBku

MWH. ANNTENBHOCTD @

0 cexk.

* AKTUBUPOBaTbL Pacchiky YBEAOMAATL O 3aKPbITUK

Pucynoxk b.2 — Ilycrast popma 1Jis1 co3qanusi HOBOil pacCbUIKU

L=

ITone Ha3BaHue — AOIIYCKACTCAd BBOJ JIFOOBIX CHUMBOJIOB, KPOMC BOCKIIMIATCIILHOT'O 3HAKa (')

PackpeiBatonmiicst cnimcok OOBEKTbI — mpeaHasHavyeH s BbIOOpa OOBEKTOB MOHHTOPHHIA,
YBCAOMIICHHA OT KOTOPBIX JOJIPKHBI BXOAWTH B PaCCBHIJIKY. Crmcok COJCPIKHUT BCC 00BEKTHI CUCTEMBI
BupTyanuzaiuu «l opuzont-BC», mocraBneHHsie Ha MOHUTOpUHT (cM. Pucynok b.3). CneBa ot
KaXJI0TO 00BEKTa pacIoyiokeHo ¢iaroBoe moJjie BeIOOpa.

OO0bexThl, 00BEAMHEHHBIE B TPYIIBI, MOXKHO BHIOMpATh Cpa3y BCEH TPYIIOH, yCTAaHOBUB (PJIaXKOK B
Ha3BaHUU Tpymmbl. Hampumep, AJis BKIIOUYEHHS] B PACCHUIKY YBEJIOMIIEHHN OT BCEX BUPTYaJIbHBIX
MaIIMH HEOOXOJMMO YCTaHOBHUTH (hIaKOK clieBa OT Ha3BaHWs TPyMIbl «BUpTyanbHbIE MalIUHBDY
(cm. Pucynok b.3). B pesynbrate Bce BUPTyalbHBbIE MAllUHBI OyAy BKIIOUYEHBI KaK MCTOUHHKU
JTAHHOM PACCHUIKHU.

BriOpaHHbIe 3JIeMEHTHI MTOCIIEA0BaTEIbHO 0TOOpakaroTcs B mosie 06bekTbl (cMm. Pucynok B.3).

Jlsst TOro 4To0bI MPOCTO YOpaTh HEHYKHBIH 0OOBEKT U3 CITHCKA, HYXKHO B mojic O6BbeKTbl mETKHYTh
10 3Ha4Ky X cIpaBa OT Ha3BaHUs oObekTa (cM. Pucynok b.3).

107



CoszpaHue PpaccblIKU X

* Ha3BaHue

* O6BbekTbl (2)

VDI % ubuntu-testing (ID: 41) *
for_delete (ID: 48) * |

PCXA,
v B BupTyanbHble MalLWHBI
ubuntu-testing (ID: 41)
Monitoring (ID: 50)
for delete (ID: 48)

&

test crit (ID: 49)

Test-43 (ID: 43)
v cry

10.1.14.150

Pucynok b.3 — Bb160p 00b€KTOB MOHHTOPHUHT2, HCTOYHHKOB
YBEIOMJICHUH B pacchbliIKe

PackpeiBaronuiicsi ciucok YYaCTHUKM — mpenHa3Ha4yeH Juis BbIOOpa aapecaTtoB sl TONYyYCHHS
yBeJIOMJICHUH U3 pacchliku (cM. Pucynok b.4). Cicok coaepxur:

e Onok [pynnbl, comepkamuii TEKYIIUN CIIMCOK TPYII aIpecaToB PACChIIOK

o Onox [lonb3oBaTenu, conepkammii TEKYIIMHA CIUMCOK BceX Tmonb3oBareneil [loacucremsr
MOHUTOPHHIA.

CrieBa OT KaXJI0T0 3JIEMEHTA CIHCKa PacIioiokeHo (aroBoe mnoje Bbioopa. s pacChUIKU MOKHO
BBIOHMpATh KaK TOTOBBIE TPYIIIHI MOJIb30BaTENEH, TaK M OTAETbHBIX MOJIb30BaTENEH.

Jlnst BBIOOpA BCEX TPYIT HEOOXOAMMO YCTAaHOBUTH (hitaxxok y anementa Ipynnbl (cMm. Pucynok b.4).
B pesynbrare Bce rpymnmbl Mmojib3oBaTenel Oyay BKIIOYEHBI Kak ajpecaTbl JAHHOM PAacCBUIKH.
AHaNOrMYHO MOKHO BBIOpATh BCEX IMOJb30Bateneil B 01oke Monb3osarenu.

BeiOpaHHbIe 27IeMEHTBI TIOCIESI0BATEILHO OTOOPaXKaroTCs B 1osie YYaCTHUKU (cM. PucyHok B.4).

Jls Toro yToOBI IPOCTO YOpaTh HEHYXKHYIO TPYMILY MM MOJIb30BATENs U3 CIUCKA, HYXKHO B TOJE

YYaCTHUKM mENKHYTH 10 3HAYKy X CIpaBa OT HAa3BaHWs TPYIIIBI WK MOJIb30Batess (cM. PucyHok
b.4).
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* YyactHukun ()

[ Onepatop 2 ¥ [lexypHas rpynna 1 no CI'Y x ]

v B [pynnel
TecT TKCT
sdfsdf

[Jexypnas rpynna 1 no CI'Y

JexypHas prl%‘la 2no Cry
[JexypHas rpynna 3 no CIY
Tex. noasepxka

v B [onb3osaTenu

test

Pucynok b.4 — Bri0op agpecaToB paccblIKH

PackpeiBaromuiics cnucok KpUTMYHOCTb COOLITUA — mpeaHasHadeH s OTOOpa B PACCBUIKY
YBEIIOMJICHHI IO CTaTyCy COOBITHS, CreHepupoBaBmiero ysemomsieHue (cMm. Pucynok b.5). Ilo
YMOJTYaHUIO B PACCBUIKY BKJIFOUCHBI YBEIOMJICHHUS O COOBITHSX co ctarycamu [lpeaynpexaeHue u
Kputnyeckas owwubka. 13mMeHuTh HaOOp CTaTyCOB MOXKHO, BBIOpaB B Pa3phIBAIOIICMCSI CITHCKE
HYXKHBIH cTatyc (cMm. Pucynok B.5).

J1i1s TOro 4TOOBI IPOCTO YOpaTh HEHYXKHBIH CTATYC U3 CIIUCKA, HY)XKHO B 1oJjic KPUTUYHOCTb COObITUA
HIENKHYTh 110 3HaYKY ) ciipaBa OT Ha3BaHMs HEHYXHOTO cTaryca (cM. Pucynok B.5).

* KputnyuHocTb cobbiTna

[ ]

MpeaynpexaeHne v

Kputnueckas owmnbka v

Pucynok Bb.5 — OT60op yBenomiaenuii no crarycy coobITuii

PackpeiBatoruiicst ciucok MUH. ANUTENbHOCTb — IpeTHa3HAYEH ISl YCTAHOBKU BPEMEHU 33/ICPIKKH
OTIIPABKH YBEOMJICHUH, BXOJAIINX B pacchbulKy (cM. Pucynok b.6). JlanHblif napameTp onpenenser,
CIIyCTSl Kakoe BpeMst Oy1eT OTIPABIIEHO YBEAOMIIEHHE, €ClIU IpobiieMa Ha 00bEeKTe MOHUTOPUHTA HE
peKpaTUTCs.
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* Yuacthukm @)
0 cek.
30 cek.
1 MuH.
2 MUH.
5 MuH.
10 MyH.
15 MUH.

20 MUH.

| 3

Pucynok b.6 — Boi0op BpemMeHH 3a/1ep:KKH OTIPABKH yBeIOMJICHUSA

TymO6ep AKTMBMPOBaTh paccbinky (cM. Pucynok b.7):
e mnoJioxenue Bkn. — PpacChlIKa ﬂeﬁCTByeT;
e moJioxenue Bblkn. — pacChllIKa Co3aaHa, HO HAXOAUTCS B apXUBHOM COCTOSIHUU (He ﬂeﬁCTByeT).

Janaplii TyMOJIEp IMO3BOJSIET B JIFOOOWM MOMEHT OTKIIOYUTH JICHCTBYIOIIYIO PACCHUIKY WIH
aKTUBUPOBATh apXUBHYIO.

Tym6uep YBeAOMNATL 0 3aKPbITUM:

e mnoJjoxxenue BkN. — mons3oBarensam MpUXOAUT YBEAOMIICHUC O 3aKPBITUU PACCBUIKH, HA KOTOPYIO
OHH ITOAITMCAaHBI;

e mosI0KeHre BbIKN. — mone3oBarensM He MNpUXOAUT YBCAOMJICHUEC O 3aKPBLITHUM PACCBUIKH, HA
KOTOPYIO OHU ITOAIINUCAHBI.

# AKTMBMPOBAaTb PacchblaKy YBeAOMAATb O 3aKpbITUK

50 @)

Pucynok b.7 — @®yHKkuMu akTHBallUM PacChUIKHM U
BKJIIOYEHHS YBEAOMJIEHMIl 0 3aKPBITHH
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