U

[OPV3OHT-BC

SAWLNILEHHAA TJTATOOPMA
BUPTYAJTN3ALN




[MAHITEO TOPU3OHT

NPOMPUETAPHOE NO,
MNOJIHbIN KOHTPOIJ1b
KOOA

CoB6CTBEHHbIN PEMO3UTOPUN,
NcKnoYmTenbHble npasa Ha MO.
JnueHsnpoBaHHoe
NpPOW3BOACTBO.

CEPTUOUKALUNA

Bce cuctembl nnatdopmsl
ceptndumumpoBaHbl PCTIK.
BHepnpeHa 6e3onacHas

paspaboTka MO B pamkax FOCT
56939-2024

COBCTBEHHbIN LLEEHTP
nOoAAEPXKU OO YPOBHAA
PA3BPABOTKU KOOA

CepTndUKaT TEXHNYECKOM

NoanepPXKM CPOKOM Ha 1, 2
mnn 3 roga

9KOCUCTEMA TrOPU3OHT-BC

MOHOBEHAOPHOE
npPon3BoOACTBO,
JNNOKAJIU3ALNA B PO

He3aBMCUMMOCTb OT BHELUHMX
penosutopwmes ¢ 2017 roga

BO3MOXHOCTU
KACTOMU3ALINU

B paMKax BHeApeHUN
B8 KNW/TUC/ACY
TRA/MCNOH

MHOIOYPOBHEBbDIE
NMPOrPAMMBDI

OBYYEHUA

ABTOPM30BaHHbIE NapTHEPCKME
KYPCbl OPUEHTUPOBaHbI

Ha nony4vyeHwe 3HaHMn

ONg nposBegeHua

MHP n akcnnyatauum MO

MpuKNagHble UccefoBaHMa U pa3paboTka MHHOBALMOHHbIX PeLleH M
Ha oCHoBe 06/1auHbIX TEXHOMOMMNA.

MpoM3BOACTBO MPOrpaMMHOro obecrneyeHmna ans NnocTpPoeHms
061a4HOMN NHPPACTPYKTYPbl B KOMMEPUECKUX U FOCYAapCTBEHHbIX
npeanpuaTUax




BE3ONACHAH PASPABOTKA

Mo TpeboBaHmam OCTIK (TOCT P 56939-2024)

B PAMKAX NMPOLLECCA EE3OMNMACHOM PA3SPABOTKM BE3 NMPOBEAEHNA MPOBEPOK MCXOOHOIo KOAA
«TOPU3OHT-BC» OCYLUECTB/IAETCA NMOJTHAYA HA Y[ (4) NPOrPAMMHOE OBECMNEYEHME HE
MPOBEPKA KOOA NO KPUTEPUAM Y[ (4), B MOXXET CYHUTATbCA JOBEPEHHbIM U HE MOXXET
YACTHOCTM: NMPUMEHATbCA CYBbEKTAMU KUUN, OAXKE NMPU

HATNYUN HANOXKEHHDbIX CPEACTB 3ALWLUTDI

= Be3onacHoe
KogupoBaHue

= DAST

= [leHTecCTbl

MpoBepka HOB

= Py4yHble Kenc-TecTbl

KoHTponb 3a cpepnon
pa3paboTku

Q 4

Hauvano (]
My6nukauus
YyeT TpeboBaHmM CTaTuyeckum  aHanms = [laTy-MeHeO)KMEHT
6e3oMnacHoCTV Npu koda (SAST)
= RUST/ WAF
MIaHMNPOBaHNM
= AHanus Mo c
d)yHKLl,l/Il?I = MOHUTOPWHI NOrMpoBaHMA

OTKPbITbIM MCXOO4HbIM

KoaoM (SCA)

SKOCUCTEMA FrOPU3OHT-BC 3 OO



[OPV3OHT-BC




SQKOCNCTEMA
«[OPN3OHT-BC»

«opn3oHT-BC» aeBnaeTca OoBepeHHbIM MHOMOKOMMOHEHTHbIM
pelleHnemM BMPTyanusaumu, a Takxke
CEPTUOULUNPOBAHHbBIM CPEACTBOM SAWNTDI
MHOOPMALUU U MTPUMEHUMO O/19 CYBBEKTOB KUU U
UC, Tpebylouwmx atrectaumio B obnactm UMb 6e3 npumMeHeHus
OOMONHUTENBbHbBIX HaNOXEeHHbIX CPeACTB 3allumMTbl MHbOPMaLMK
(cepTndumkat cootBeTcTBUa DCTIK Poccum N23723 ot 21.03.2017)

Mooxoaut onga cyobvektoB KU, TUC po 1ypoBHS, ACY
T, NCMNOH (cepTudmkar cootrBeTcTBUS DCTIK
Poccumn N23723 ot 21.03.2017)

.



SQKOCNCTEMA TOPUN3OHT-BC

MocTpoeHye 3allMieHHON MHOPACTPYKTYPbl KOMMEPUYECKMX U FOCYdapCTBEHHbIX NPeanpuaTnii

CUCTEMA MOHUTOPUHTA

NJIAT®OPMA CEPBEPHOM CUCTEMA MUTPALIMU BM MonHbIA 1 AeTaNbHbBIN KOHTPOML
BUPTYANTU3ALIUU

BeCLUOBHbI NePeHOC AaHHbIX C COCTOSAIHWMS BCex cucTeM Mopu3oHT-BC
KomnnekcHaa obnayHasa nnatpopma ¢

VMWare

PEREE

BbICOKOYPOBHEBbIM CpelICTBOM

ynpasneHms

CUCTEMA PE3EPBHOIO NHOPACTPYKTYPA

KOMUPOBAHUA BUPTYAJNIbHbIX PABOYUX
CTONOB «rOPU3OHT-BC-VDI»

CucteMa BUPTYanm3aumm paboumx

PesepsHoe konunposaHve BM n

HacTpoek CI'Y
cTonos

9KOCUCTEMA TrOPU3OHT-BC

s OO



KJITIOYEBbIE OCOBEHHOCTW

SKOHOMMUSA cbm3mqec+<mx pecypCoB, NoBbllLEHME YPOBHA aBTOMaATMN3aLUMM MPOLECCOB, aflalNTUBHOCTU U MaCLlJTa6l/IpyeMOCTl/I 6u3Heca

HU3KUE CUCTEMHDIE CYBEPEHHAS UT-9KOCUCTEMA
% TPEBOBAHUA @ POCCUUCKOrIO no

YcTaHOBKa Ha cepBep, Bo3pacT KoTopbix 10+ net / Cucrtema oo «Fopun3oHT-BC» aBngeTtca nnathopmMomn, obbeanHsowen

BUPTYyanum3aumm Ha 1 4BYXMNpPOLECCOPHOM cepBepe

BCTPOEHHbIE ®YHKLUUU
3AWLNTbI UHOOPMALIUUN

He TpebyeTca Hanaraemble C3M / HeT orpaHuyeHunin no
aKkcnepTtuse /
He TpebyeTca koppensauma obHoBneHMM cpenbl n C3U

BEbICTPOE PA3BEPTbIBAHUE
«N3 KOPOBKWU»
Ba30BbIM OTKa30yCTOMUMBbLIN KnacTep 3a nonaHa / OamH

ONCTPUBYTUB — OfiHa MHCTaNNaUMS — BeCb dyHKLMOoHan /
YCTaHOBUU — HACTPOWUIIU — 3aMyCTUIN

9KOCUCTEMA TrOPU3OHT-BC

Pas3nnYHble TEXHOOrNMUM N pelleHnd

PABOTA HA CEPBEPAX U3
PEECTPA MNT

«opn30HT-BC» paboTaeT Ha cepBepax W coBMecCTMMa C
CX[, »3 peecTpa MmnHNpoMTOopra

AOJANTUBHOCTb U

MACLWUTABUPYEMOCTb

OnepaTMBHOe pearMpoBaHuWe Ha M3MeHdwLmecs
noTpebHoCTU 6uM3Heca W peanmsalmsa aBTOHOMHOW W
camMoynpaBnseMon MHPPaCTPYKTYpPbI

7 OO



MYJTbTUBEHOOPHAH MHTEIPALLNYA

COBMEeCTUMOCTb MPOAYKTOB 3KOCUCTEMbI «[OpKM30OHT-BC» ¢ rocteBbiMu OC,
nporpaMMHbIM obecneyeHmnem 2 obopypoBaHnemM POCCUNCKUX

npovsBoauTenen U NPUNOXXeHaMuy Ona ynpasneHusa NT-mHdpacTpyKTypomn

CEPBEPA PO FOCTEBbIE OC

L] MopaoepyKKa POCCUMMCKMX
ornepaumoHHbIX CUCTEM a4
BMPTYabHbIX pabo4mx CTONOB

L B0O3MOXHOCTb paboThbl Ha cepBepax 13

peectpa MIMT
CUCTEMbI XPAHEHUA
° Bo3MoxHOCTb paboTbl ¢ CX[, 13 OAHHbIX PD NPUMNOXKEHUS

peectpa MIMT

L NHTerpauma c aHTUBMpycamm

SKOCUCTEMA FrOPU3OHT-BC 8 OO



[TJTATOOPMA
«[OPUN3OHT-BC»

o0 e

TOPU30HT-BC Cocronmume cucrems

Cocronmme cuctemsi

Mauns

) WaGnons: BM Bugenero U Peansi. UN AKTUEHO oTKNIouEHO B owmsKE
1919 /16800 784 /16800 0o
Bueneno Masi Duameckan namars

£ Npaswna pasmewicuus

Buicoxan AocTynwocTs
o v 29408/ 566168 509.4G8 /566168

O6pasu O6paet BUPT. MALUWHbBI (=] MONb3OBATENN BUPTYAJIbHbIE CETU a

cems BCEO B OWVBKE NONE30BATENN reyAnb BUPT.CETH ven.ip

Bupryansise cemn N4 0 2 3 2 n2

P ———

vt s [ p—

- P
—

B Knacropu XPAHUITMLIA

van

Hacrpofika cuctems: CZTEE venonssverca

& nomsosarenn 776.7GB

& roynne

1D OBBEXTA
JoyCToMwMBLA KAaCTED o

LR p—— maguiauna

1ok wnechewt g1 @ OHoanen NanME paa
Gpncio % Hacrpoiikm NaNMB
fae— NaNMB fanuean MawwHa

eRrs—y Ay

NaNME

uss ana Onediog [ p——

NaNMB

e p—

7anuean MW

e rs—

po—— fanisian awmHa

fanesian paumHa




NNATOOPMA CEPBEPHOM BUPTYAJTN3ALLNU

[oBepeHHaa cucTeMa CepBepPHON BUPTyanmsaumm «FopmsoHT-BC»

NMnatdopMa cepBepHOI BUPTyanun3saumm 019 pasBepTbiBaHNA

MOSIHOLEHHOrO YacTHOro obnaka B KOpI‘IOpaTVIBHOVI Cpefe

HU3KUE CUCTEMHbIE TPEBOBAHUA

YcTaHOBKa Ha cepBepa, BO3pacT KoTopbix 10+ et/ Cuctema

BUPTyanusaumm Ha 1 AByxnpoLieccopHoM cepeepe/ [leMokpaTuiHbie

TpeboBaHMS K kenesy.

BEbICTPOE PA3BEPTbIBAHUE «13 KOPOBKW»

Bas30BbIM OTKA30yCTOMUYMBbIN KacTep 3a nonaHga / Bo3sMOXHOCTb

YCTaHOBKMU B U30/TMPOBaHHYyto cpeny

BCTPOEHHbIE ®YHKLUWNU 3ALLNTbI UHOPOPMALIUN

He Tpeb6ytotca Hanaraemble C3M / HeT orpaHuYeHur o
sKcnnyaTaumm / He TpebyeTca koppensaumns o6HOBNEHUM cpedbl

nC3U

9KOCUCTEMA TrOPU3OHT-BC

>

'mnepBursop
1-ro Tmna
(roCT P

56938-2016)

&

KoHTponb
LLeNToCTHOCTU
Ha Bcé

EonHbBIN MHTepdelc
yrnpasneHms,

MOHWUTOPUHIa U
YKYPHanuposaHua

BcTtpoeHHble
PYHKLUMU 3aLLUNTbI
nHdopMaLmm

000D
000D
00O

KoHBepreHTHas/
rUNepKoHBepreHTHas
nnatdopma

S

MpocToTa ycTaHOBKM
1 06HOBNEHUSA
KoHLUenuma on-click

10 OO



OYHKUNOHAJIbHbIE BO3MOXHOCTW

SKOHOMMUSA cb|/|3mqec+<v1x pecypCoB, NoBbllLEHME YPOBHA aBTOMaATMN3aLUMM MPOLECCOB, aflalNTUBHOCTU U MaCLlJTa6l/IpyeMOCTl/I 6u3Heca

&

&

BbICOKAA OOCTYNHOCTb

BUPTYANTbHOM
UHOPACTPYKTYPbI 3a cuet
nepesanycka KPUTN4YEeCKU

BaXkKHbIX BM Ha gpyrom xocrte

XUBAA MUIPALMUA BM
MEXOY CEPBEPAMMU
6e3 NpepblBaHWA OOCTyna K BM
nepeHocoM AuckoB BM u 6e3
OCTaHOBKM

MpaBuna Ona pacrnosioXeHua
3aBUCALMX  Apyr OT Apyra
BM/cnuckos BM Ha
rmunepemsopax (AFFINITY W
ANTI-AFFINITY)

MogknioyeHne  BHELUHMX
XpaHunuw, pgaHHbix NFS,
ISCSl, FC, CEPH ¢
BO3MOXHOCT.
ofHOBpPeMeHHoW paboT

9KOCUCTEMA TrOPU3OHT-BC

=

=

ABTOMaTUYECKOro
nepemelleHune BM Mexay
OVCKOBBIMU  YCTPOWCTBaMKW ANA
6anaHcMpoBKK Harpy3ku (DRS)

Mwurpauua w  KIoOHWMpPOBaHME
OaHHbIX BM Mexay OMCKOBbIMU
pasgenamMm 6e3 npepbiBaHUS
noctyrna k BM (SDRS)

AOOBABJTEHUE PECYPCOB
PABOTAIOLLEN BM 6e3
Heob6X0OMMOCTI ee BbIK/oYEeH s
1 QOS (orpaHuyYeHua pecypcos)
no CPU, no namMatun

CH3MNWOTbI BM:
MoMeHTanbHble CHUMKM c
MUrpaumen ¢ HUMu

a

MNopaeprkka DISASTER
RECOVERY
KaTacTpodoyCcTonumMocTb
cucTeMbl rpynnoBoro
yrnpaeneHus

Mopaepyka POJIEBOM
MOOENN / naposbHas

nonuTMKa, pasrpaHuyeHmne
npas gocTyna

AYOUT U CTATUCTUKA:
XypHanmpoBaHue BCex
OeNCTBUIA, Bbirpy3ska Syslog /
SNMP

UHTEFPALMUA c LDAP /
FreelPA / AnbT JomeH / SSO,
Zabbix, Termidesk, HostVM
VDI, Terraform,
Knbepbekan, Mind

INGIO)


http://10.1.101.201/
http://10.1.101.201/#advanced_section_1

CNCTEM




[OPN3OHT-BC VDI

NMHOPACTPYKTYPA BUPTYAJTIbHBIX PABOYUMX CTOJ1OB «TOPN3OHT-BC-VDI»

CucTeMa Ond NocTpoeHus MHGPaCTPYKTYpPbl BUPTyanbHbIX pa6ouunx ctonos (VDI)

ocyLlecTBndeT LI,eHTpaJ'Il/BOBaHHbII;I 1 6e30MacHbIM OOCTYNn K BUPTYallbHbIM NN

pasMeLlleHHbIM B y,u,aneHHoh Ccpefe BUpTyallbHbIM MalllMHaM

MACWTABUPOBAHUE MYJNbTU3AOAYHOCTb
ropu3oHTanbHoe EovHas obsopHas  naHens @090 2[00 e e
MacliTabupoBaHue " (pawbopn) ¢ nHdopmaumen o
OTKa30yCTOMUMNBOCTb CHCTEME U NOAKIIOUYEHMAX
9 YMNPABNEHUE UHCTANNATOP
JocTyn K BUPTyanbHbIM MpocToTa yCTaHOBKM 1
pabounrM  cTonaM  TOJbKO OGHOB/EHMA KOHLENLMSA on-
Yepes KOMTMOHEHTbI click
cneremel e et

3KOCMCTEMA FOPU3OHT-BC 13 OO



OYHKUUNWN «TOPN3OHT-BC VDI»

[MonHbIN Ha6op beHKLI,l/Il;I CNCTEeMbl MOHUTOPUHIA N LUMPOKKME BO3IMOXHOCTU OJ1d SKCMOPTa AaHHbIX B CTOPOHHWME CUCTeMbl MOHUTOPKWHTA

888 LUMPOKUN CNEKTP H::j AYONUT A TYHENTUPOBAHMUE
00
npoToKosoB focTaskn BPM: RDP, SPICE KypHanuposaHue 17 CTaTUCTUKa &7 BosMoXKHOCTb noaknoYeHnd
LeNCTBUM Nonb3oBaTtens KITMEHTCKMX YCTPOMCTB Yepes TyHHenu (B
TOM Yucne 3almLLeHHbIe)
MNOAOEPXKA CNYXb nynbl TOHKUE KJTUEHTbI ON4
@ KATAOros ﬁ%ﬁ PA3HbIX OC
Mopaep»ka ONHaMUYEeCKMX [ —
AyTeHTUGUKaLMSA B MaHenn ynpasneHus CTaTUYeCKMX MynoB pabo4ymx cTonos Co3paHwne BUpPTyanbHbIX paboynx cTonos
[ TOHKOM KneHTe rno Active Ha 6a3e cOBCTBEHHbIX TOHKUX KITNEHTOB
Directory/LDAP/FreelPA / AnbToMeH
MNOAOAEPXKA OC E NPOBPOC YCTPOMNCTB C PA3rPAHUUMEHUE NMPAB
E:> TOHKOIO KJIMEHTA %
& 019 BUPTyanbHbIX paboynx cTonos: MS AoCTYNA
Wmdows 7/10, Astra Lmux, Ubuntu, USB 3anoMuHatoWmx yCTPOMCTB, ON9 NynoB paboymnx CToNos U Ans
Debian, CentOS, ALT Linux, PE[] OC HayLIHMKOB, MUKpOdOHa, USB-rapHuTypbl, OTAENbHbIX PabouLx CTONOB

USB-Beb6-kamMepsbl

SKOCUCTEMA FrOPU3OHT-BC 14 Q0



[OPN3OHT-BC MUTPALINA

CucteMa Murpaumnm 1 nepeHoca BM B akocmncTeMy « Opn30HT-BC»

CuUcTeMa MUrpaLum BUPTYasbHbIX MalUUH « 0pn30oHT-BC

Murpauma» npegHasHadyeHa s nepeHoca BM B SkocuctemMy

«FopU30HT-BC»

ABTOMATU3ALNA NPOLIECCA

R ——

ABTOMaTMUYECKOe CO34aHue LeneBblX BUPTyarbHbIX MallWH MUrpaLmm
Ha OCHOBE MapaMeTPOB MCTOYHMKaA (McxogHoM BM)

YOOBHbIA UHTEP®ENC

O

MHTepdenc creumanbHo co3OaHHbIM A9 MNpo3padHoOro M MOHATHOMO
oTOBpaXeHUa cTaTyca BbIMOSIHEHWS NMiaHa MUrpaumm

COBMECTUMOCTb -

O6U.II/IprII;I CMCOK COBMECTUMbIX CUCTEM BUPTYyannsaunm

3KOCMCTEMA FOPU3OHT-BC 15 OO



[OPN3OHT-BC CPK

CucTeMa pe3epBHOro KOMMPOBaHKWsa U BoCcCTaHOBNeHWA BM B akocucTeMe «OpU30HT-BC»

CucteMa pe3epBHOIo KONMUPOBaHUS MNpefdHa3HavyeHa Oa4

BbIMO/THEHUHA OI'IepaLJ,l/II;I 63Kana BUPTYalibHbIX MallMH C Lle/Tblo

Kj p—— R —— rnocnenyoLlero BOCCTaHOBNEHMA JaHHbIX B cnydae

CR— a aBapUMNHbIX CUTYaLIMI

O6ume HACTPOMKM

Konuposakue BM

Boccranosnenue BM

3arpy3ka BM

Pennukauns BM

@ PE3EPBHOE KONMMPOBAHUE BUPTYAJIbHbIX CPE[L

Pe3epBHOEe KoMUpoBaHMe (B TOM YMCNe Ha ropsa4vyto) Mo 3agaHHOMY
pacnmcaHMio C BO3MOXHOCTbIO MOCMAEAYOLEro YNpaBleHna pe3epBHbIMU
KoMmMamm

Basa pammbix CrY

Ayaut
O6HoBNeHME CHCTEMBI

cry

BOCCTAHOBJ/IEHUE PE3EPBHbIX KOMUA

B0O3MOXXHOCTb BOCCTaHOB/IEHUNS pe3epBHbIX Konum cpencrtsamMm
noACUCTEMbI BUPTYyallnM3aunm Ha nobom 13 cepBepoB

COXPAHEHUE U BOCCTAHOBJIEHUE CIy

[aHHaa BKNafKa npefHasHauyeHa ANa COXpaHeHUa HacTpoeK 1 6a3bl
naHHbIX CIY

SKOCUCTEMA FrOPU3OHT-BC 16 OO



[OPN3OHT-BC MOHNTOPWHTI

CncrteMa MOHUTOPUHIA COCTOAHMA BUPTYyanm3aumm

Cucrema MOHMUTOPUHIra obecneymBaeT NOMHbIN U AeTanbHbIN KOHTPO/J1b

9KOCUCTEMA TrOPU3OHT-BC

COCTOAHNA BCeX KOMIMOHEHT, BXOOALLNX B COCTaB 3KOCNCTEMbI

rMYBOKAA UHTErPALINUA

MoaKnYeHe KO BCEM BHYTPEHHWUM WCTOYHUKAM [OaHHbIX Hanpsamyto,
MHTErpauua ¢ BHyTPEHHUMN UHTepdencamm

YAOBHbIA UHTEP®ENC

Busyanusauma u UHTepdenc cneumanbHO CO3OaHHbIM ANd Npo3payHoro
1 MOHATHOIO OTOBPAXKEHWNHA COCTOSHUA BUPTYanm3aumm

3KCNOPT BO BHEWWHUE CUCTEMDI

OKCMOPT B MOMynapHble CUCTEMbl MOHUTOPWMHIa KU cbopa noros cepsepbl /
AnnapaTHble CX[,

17 OO



TOPU30HT-BC

UM®POBOE BYOYLLEE
HAYMHAETCA CErOAHY

CHACHNBO 3A BHUMAHWE

KOHTaKTbI OTgen npopgax OTaen TeXHUYECKOM NoaacpIKKu

9 MockBa, KpacHonpecHeHcKas J  +7 495120-15-37 J  +7 495120-40-08
Hab., 0. 12, nogvesn 7, oduc 1701A

= info@gorizont-vs.ru S sales@gorizont-vs.ru S support@gorizont-vs.ru



